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sslvpn ip address-pool sslvpnpool 143.120.1.2 143.120.1.50

#

sslvpn gateway ssl

T
]

ip address x.x.x.x port 9943
service enable
#
sslvpn context ssl
gateway ssl
ip-tunnel interface SSLVPN-AC1
ip-tunnel address-pool sslvpnpool mask 255.255.255.0
uri-acl uriacl
rule 1 permit uri tcp://10.19.1.0/24
rule 2 permit uri hitp://10.19.1.0/24
file-policy ssl
ip-route-list ssl
include 10.19.1.0 255.255.255.0
policy-group ssl
filter ip-tunnel acl 3000
filter web-access acl 3000
filter tcp-access acl 3000
filter ip-tunnel uri-acl uriacl
ip-tunnel access-route ip-route-list ssl
service enable


http://10.19.1.0/24

1. RIOHEUEEERT L Apingi®, telnetal&SSHEM, WEBTGAFIF. ihEAMOMIERIEREAY.,

2. telnetfIRHRIZE Ldebug RBI, BEAREER, SXEHACONIMTUE, TR,

3. BIRMEAN, telenttIAHR, PCEIRStepEMI AL, PCAHTSYN,FEEISYN ACK, Z/EH8
ARz,

42143.120.1.2 10.19.1.4 6 1P 58679 + 80 [SYN] Seq=0 Win-64240 Len=0 HS5=1450 WS=256 SACK PERM-L
43 143.120.1.2 10.19.1.4 56 TCP 58680 ] 0 HS5-1460 WS=255 SACK PERN-1
4 10.19.1.4 60 1CP 50 - 58 Len-o0

4. debug tcpE, FEEHKHsyn acki,
TCP Input(vrf = 0, state = LISTEN):
TCP packet: src = 143.120.1.2/64532, dst = 10.19.1.4/23
seq = 2288982862, ack = 0, flag = SYN
window = 64240, checksum = 0x38a5, datalen = 0, headlen = 32
*Apr 25 13:50:32:579 2022 MSR5620 SOCKET/7/TCP:
TCP Synrespond(vrf = 0, state = SYN_RCVD):
TCP packet: src = 10.19.1.4/23, dst = 143.120.1.2/64532
seq = 2590124407, ack = 2288982863, flag = SYN ACK
window = 4096, checksum = 0x60b1, datalen = 0, headlen = 32
5. HTF&IRSKE, EEHERHNER AT, debug physicalJLAEZIFA LB RIESYN ACK, Eitk
[DREHMERS L.

2822-04-25 14:01:31.900535 536 60.191.99.139 61.248.144.78 & TCP 35806 = 23 [ACK] Seq=l Ack=281795 Win=512 Len=8

2022-84-25 14:91:31.000536 537 60.191.99.139 61.240. 144, 60 TCP 35006 - 23 [ACK] Seqsl Ack=204195 Wins515 Lensg

6. debug ssivpn BILAEE, BEEENERE HSBSRESHIERE, MEREEEREHEEEsp
utlRF LT E.

AR OB PR - AEAT R

*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; SSLVPN-AC1 input
packet:

*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0000 45 00 00 34 f
b d4 40 00 80 06 63 5e 8f 78 01 02

*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0010 0a 130104 e
d 37 00 17 9d 6b 62 a1 00 00 00 00

*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0020 80 02 fa fO eb
32 00 00 02 04 05 b4 01 03 03 08

*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0030 01 01 04 02
*Apr 26 14:28:56:800 2022 MSR5620 SSLVPNK/7/SSLVPN_EVENT: -Slot=2; IPAC: Found peer
143.120.1.2.

*Apr 26 14:28:57:800 2022 MSR5620 SSLVPNK/7/SSLVPN_EVENT: -Slot=2; IPAC: The check res
ult of the referenced address pool is 1.

*Apr 26 14:28:57:800 2022 MSR5620 SSLVPNK/7/SSLVPN_EVENT: -Slot=2; IPAC: Reveived 56 by
tes of user traffic: cOntextID=0x1, OnlinelD=0x16

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: SSLVPN-AC1 output
packet:

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: 0000 45 c0 00 34 df 2b 00 0
0 ff 06 40 47 0a 13 01 04

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: 0010 8f78 01 0200 17 ed
37 bb a5 4d 0d 9d 6b 62 a2

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: 0020 80 12 10 00 ce 65 00
00 02 04 05 b4 01 03 03 03

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: 0030 04 02 00 00

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_ERROR: IPAC: Failed to find peer
143.120.1.2 in VPN instance 0.

*Apr 26 14:28:58:290 2022 MSR5620 SSLVPNK/7/SSLVPN_ERROR: IPAC: Failed to get data of p
eer 143.120.1.2.

BIEMERIRSS R IER AR :

*Apr 26 14:37:58:304 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; SSLVPN-AC1 input
packet:

*Apr 26 14:37:58:304 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0000 4500 00 32 e
c a0 400080 06 72 96 8f 78 01 02



*Apr 26 14:37:58:304 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0010 0a 130102 e
e b0 00 17 bc 31 8f 9e 99 d4 97 8¢
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- ftlpeR iR A T URETIRFIME TR IS RET BTN, HIREARAREZSSL VPNAY
TGP BNEINEE MEIBER RSP NK OB IR PN P RONETE SRS DN0F B o8P B
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*Apr 26 14:37:58:353 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0010 8f78 01 02 0
017 ee b0 99 d4 97 8c be 31 8f a8
*Apr 26 14:37:58:353 2022 MSR5620 SSLVPNK/7/SSLVPN_PACKET: -Slot=2; 0020 50 10 1fe1 8
8610000
*Apr 26 14:37:58:353 2022 MSR5620 SSLVPNK/7/SSLVPN_EVENT: -Slot=2; IPAC: Found peer
143.120.1.2.
*Apr 26 14:37:58:353 2022 MSR5620 SSLVPNK/7/SSLVPN_EVENT: -Slot=2; IPAC: The check res
ult of the referenced address pool is 1.
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