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** DISPUTED ** OpenSSL before 0.9.8l, and 0.9.8m through 1.x, does not properly restrict client-initi
ated renegotiation within the SSL and TLS protocols, which might make it easier for remote attackers

to cause a denial of service (CPU consumption) by performing many renegotiations within a single co
nnection, a different vulnerability than CVE-2011-5094. NOTE: it can also be argued that it is the resp
onsibility of server deployments, not a security library, to prevent or limit renegotiation when it is
inappropriate within a specific environment.

Generic protocol issue, no code fix. Workarounds exist, see bug #672456
and http://vincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html



https://zhiliao.h3c.com/questions/catesDis/1557
https://zhiliao.h3c.com/User/other/22655
http://vincent.bernat.im/en/blog/2011-ssl-dos-mitigation.html
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[root@pikefc cinder(keystone_admin)J# openssl s_client -connect 10.12.172.76:443 -tls1_2
CONNECTED(00000003)
depth=0 CN = HP_3PAR_CN701503MQ
verify error:num=18:self signed certificate

|

verify return:1

depth=0 CN = HP_3PAR_CN701503MQ

verify return:1

Certificate chain

0 s:/CN=HP_3PAR_CN701503MQ
i:/CN=HP_3PAR_CN701503MQ

Server certificate

MIIDCjCCAfKgAwIBAgIBADANBgkghkiGOWOBAQsFADAdMRswGQYDVQQDDBJIUF8z
UEFSXONONzAXNTAZzTVEwWHhcNMjlwMTA4MDMOMTMSWhcNMzIwMTA2MDMOMTM5W Ad
MRswGQYDVQQDDBJIUF8zUEFSXONONzAXNTAzTVEwWggEIMAOGCSqGSIb3DQEBAQUA
A41BDwAwggEKA0IBAQDU7DclgRr5Ej3MaetA74v+x9xz4u7ul/0A55rHilp93nWY
JCZNryrhOcDS/0IGOpu0zHM651a1N80IfYJSGBfDMW2HtvO0Ox0eNyGk85Kb5Rx
euWbFDi0/5Rea8u4lhNpAwhlsPuDui6230mc29RQeyDsPQS+AJ2kjxzsLfV4+hr+
mnADGV5zMkRGvDvgQ9La824wYvL8bsHnIiZS8Lh4cUASXKT3WQKCD2KOjiDGrZKL
y9yhbvtLydQSSg2msY6+yaWMOY72YZZslk7mYkXQMrLOOWRAD+ZODw9x0PDBVM
318zJ1BY3WIv+U9GH2mR9yNiDjshI57rYP5PHEf[AgMBAAG)VTBTMBMGA1UdJQQM
MA0GCCsGAQUFBWMBMBOGA1UdDgQWBBRuXIwlk1HIX0IRRFIZmu/5+9ddKDAdBgNV
HREEFjAUghJIUF8zUEFSXONONzAXNTAZTVEWDQYJKoZIhveNAQELBQADggEBADD
axBZXWEUD5I/T6ED+7W6MMd3fpvxI4/3m3WOnIBf35Yv8muwonL00mUkr2r5AjyR
a00TmQWYyRK+21L4aH+EeZPf2btkLqNWdDiD+QQMUEDXx5BVR/+R2ipJrSy75TaX;|
on11+j5e6QvZ8IMbPJOUdW6rHxSyE/jjiagG1dud1sm4cOmx/FoL3V8pFd06YRyY
mA9E4RVT8UoKp6NLfdeyrtYGNWBOAnZwyNv4sSQYyP94uHcuKNwdcal5av43IdCL
NKgMhSG1+HpuRZEs1xN7shxxB/a53KEO+3A1p/5peAVnfQ11VOLD3+w1ZytdmA1D
m/Jt4antWYDoOc90iyU=

subject=/CN=HP_3PAR_CN701503MQ
issuer=/CN=HP_3PAR_CN701503MQ
No client certificate CA names sent

Peer signing digest: SHA512

Server Temp Key: ECDH, P-256, 256 bits

SSL handshake has read 1403 bytes and written 415 bytes
New, TLSv1/SSLv3, Cipher is ECDHE-RSA-AES256-GCM-SHA384
Server public key is 2048 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : ECDHE-RSA-AES256-GCM-SHA384
Session-1D: BBC26EFB755A681F192B989601152A22F46268DFE3FFE42D7D149F61B3FEBFCY
Session-ID-ctx:
Master-Key: C3D178A4CCC5526B78424DC3829975A969EF4D9715A6BCCO07B37EB7651742FE99E15F2B0CCOB87135
CD70677975C70D
Key-Arg :None
Krb5 Principal: None
PSK identity: None
PSK identity hint: None
TLS session ticket:
0000 - f1 ¢7 24 €9 73 bc 47 e3-c8 60 db a8 9e b1 5fdd ..$.5.G.."...._.
0010 - 2d df 88 60 55 52 b1 d6-f8 89 68 8a 37 8c 4e €5 -.."UR....h.7.N.
0020 - ba 4b b1 {7 37 94 Ob 72-31 c¢8 8d da f5 0f 51 36 .K..7..r1...Q6
0030 - b6 bb 2b 9f c1 91 ae cc-e7 2387 22 9acf82e3 ..+
0040 - 48 69 9a Oc b2 9a 4c 07-68 c9 13 78 {7 5¢ 34 26 Hi..
0050 - 38 9c f4 13 29 ce 96 df-4c 8b 4b 14 8c d3 8b 1c 8...)..L.K.....

0060 - 22 3d a9 4b bb f2 d1 43-c8 9249 d9 3d 34 04 ef "=.K...C..|.=4..
0070 - f4 ae b0 11 26 22 d2 78-37 07 43 31 74 6b 9d 74 ...&".x7.C1tk.t
0080 - af

Start Time: 1652211089
Timeout : 7200 (sec)
Verify return code: 18 (self signed certificate)
R >>>> i\ R (Re-negotiation)
RENEGOTIATING
139917452371872:error:140943F2:SSL routines:ssI3_read_bytes:sslv3 alert unexpected message:s3_pkt.c:1493:SSL alert nu
mber 10
139917452371872:error:1409EO0E5:SSL routines:ssI3_write_bytes:ssl handshake failure:s3_pkt.c:659:
[root@pikefc cinder(keystone_admin)]#
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