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interface GigabitEthernet0/0
port link-mode route

|

combo enable copper
ip address 172.168.1.1 255.255.255.0
nat outbound 3002
nat static enable
ipsec apply policy 1
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
ip address 192.168.1.1 255.255.255.0
#
ip route-static 0.0.0.0 0 172.168.1.2
#
acl advanced 3000
rule 0 permit ip source 11.156.15.0 0.0.0.255 destination 188.1.102.0 0.0.0.255
#
acl advanced 3001
rule 0 permit ip source 192.168.1.0 0.0.0.255 destination 188.1.102.0 0.0.0.255
#
acl advanced 3002
rule 0 deny ip source 11.156.15.0 0.0.0.255 destination 188.1.102.0 0.0.0.255
rule 5 permit ip
#
ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm shat
#
ipsec policy 1 1 isakmp
transform-set 1
security acl 3000
local-address 172.168.1.1
remote-address 172.168.2.1
ike-profile 1
#
nat static outbound 192.168.1.2 11.156.15.2 acl 3001 reversible
#
ike profile 1
keychain 1
local-identity address 172.168.1.1
match remote identity address 172.168.2.1 255.255.255.255
match local address 172.168.1.1
proposal 1
#
ike proposal 1
encryption-algorithm 3des-cbc
authentication-algorithm md5
#
ike keychain 1
pre-shared-key address 172.168.2.1 255.255.255.255 key cipher $c$3$q2ZNr618Ppj147aKkeLLNDO
ofxOajA==
#
PXEE
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 172.168.2.1 255.255.255.0



nat static enable
ipsec apply policy 1

B

poriftmithodE FEREIRIEIIER, SN EEM BN ERATAZ ARSI R, BAE
cobiBEntE oS Breversible 54,

ip autirsisdic ORItbERIR 1225128862285.88.1.102.2 acl 3001 reversible

2. BEABAPEE EARFTLAEESSnat I\ acllRH R EN AR E A 1 TESnathy i,
Fp rfue ShaREEFD R b SR AT R Sonat it {Tipsec, RTLARJLATEARISEAtRIBIEE  RipsecE]
# E. REBEAVLEIRFER.

acl advanced 3000

rule 0 permit ip source 188.1.102.0 0.0.0.255 destination 11.156.15.0 0.0.0.255
#

acl advanced 3001

rule 0 permit ip source 192.168.2.0 0.0.0.255 destination 11.156.15.0 0.0.0.255
#

acl advanced 3002

rule 0 deny ip source 188.1.102.0 0.0.0.255 destination 11.156.15.0 0.0.0.255
rule 5 permit ip

#

ipsec transform-set 1

esp encryption-algorithm 3des-cbc

esp authentication-algorithm shat

#

ipsec policy 1 1 isakmp

transform-set 1

security acl 3000

local-address 172.168.2.1

remote-address 172.168.1.1

ike-profile 1
#

nat static outbound 192.168.2.2 188.1.102.2 acl 3001 reversible
#

ike profile 1

keychain 1

local-identity address 172.168.2.1

match remote identity address 172.168.1.1 255.255.255.255

match local address 172.168.2.1

proposal 1
#
ike proposal 1

encryption-algorithm 3des-cbc

authentication-algorithm md5
#
ike keychain 1

pre-shared-key address 172.168.1.1 255.255.255.255 key cipher $¢$3$MWIDyiWv5ekIRKunSbCXO

00gTDSX6w==

#

ISR E

MHSZAMping 11.156.15.2

EDTEEike safiipsec sa

[fenzhi]dis ike sa
Connection-ID Remote Flag DOI
1 172.168.1.1 RD IPsec

Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
[fenzhi]dis ipse s
[fenzhi]dis ipse sa

Interface: GigabitEthernet0/0




IPsec policy: 1
Sequence number: 1
Mode: ISAKMP
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