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interface GigabitEthernet1/0/1

port link-mode route

ip address 1.1.1.1 255.255.255.0
vrrp vrid 1 virtual-ip 1.1.1.3 active
#

interface GigabitEthernet1/0/2

port link-mode route

ip address 2.2.2.1 255.255.255.0
vrrp vrid 2 virtual-ip 2.2.2.3 active
#

interface GigabitEthernet1/0/10
port link-mode route

ip address 10.0.0.1 255.255.255.0

EOnZel, RBMEOATINZSE, REKINKE
security-zone name Trust

import interface GigabitEthernet1/0/1

#

security-zone name Untrust

import interface GigabitEthernet1/0/2

B ERASIEH
ip route-static 10.10.10.0 24 1.1.1.100
ip route-static 172.16.10.0 24 2.2.2.10

EERBM, REFATERRSE, THEX
remote-backup group

data-channel interface GigabitEthernet1/0/10
configuration sync-check interval 12

local-ip 10.0.0.1

remote-ip 10.0.0.2

device-role primary
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security-policy ip
rule 1 name 1
action pass
source-zone local
destination-zone trust
service vrrp
rule 2 name 2
action pass
source-zone trust
destination-zone local
service vrrp
rule 3 name 3
action pass
source-zone local
destination-zone untrust
service vrrp
rule 4 name 4
action pass
source-zone untrust
destination-zone local
service vrrp



rule 5 name ike
action pass
source-zone local

source-zone untrust
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. dipsteadivn-zone untrust

source-ip-host 10.10.10.1

destination-ip-host 172.16.10.1

service ping

rule 7 name test2

action pass

source-zone untrust

destination-zone trust

source-ip-host 172.16.10.1

destination-ip-host 10.10.10.1

service ping
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acl advanced 3000
rule 0 permit ip source 10.10.10.0 0.0.0.255 destination 172.16.10.0 0.0.0.255
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ec sa
ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm sha256
#
ipsec policy 1 1 isakmp
transform-set 1
security acl 3000
local-address 2.2.2.3
remote-address 2.2.2.10
ike-profile 1
#
ike profile 1
keychain 1
dpd interval 10 periodic
local-identity address 2.2.2.3
match remote identity address 2.2.2.10 255.255.255.255
proposal 1
#
ike proposal 1
encryption-algorithm 3des-cbc
dh group14
authentication-algorithm sha256
#
ike keychain 1
pre-shared-key address 2.2.2.10 255.255.255.255 key simple 123456

1EH O g1/0/2 LM AipsecHig
interface GigabitEthernet1/0/2
ipsec apply policy 1
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B E R OiptitAvirpRzitstt, 91/0/101EARBMIED
interface GigabitEthernet1/0/1

port link-mode route

ip address 1.1.1.2 255.255.255.0

vrrp vrid 1 virtual-ip 1.1.1.3 active



#

interface GigabitEthernet1/0/2
port link-mode route

ip address 2.2.2.2 255.255.255.0

vrrp vrid 2 virtual-ip 2.2.2.3 active
#
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