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N[115220% panunix(cron:session): session closed for user root
Gronfi1s1e]: pan_unix(cron: : Session closed for user root
GRONFII321] pan_unix(cron:sesst s5ion c10:an for i rooe
sshd[12078] ¢ A((ep(ed Publ ickey for root fro POTT 52628 ssh2: Rsa d6:27:68:cd:90:20:39:46:61:be:0d:2d:0d: 0F 17
R H S A S R W aqenzd for user’Foot by (u1d-0)
S5hd[12078] ¢ pan_unix(sshd: : Session o0t
S5nd[12225]¢ Accepted publickey for root from port 52714 55120 RS d6:27:68:cd190129:39:46:61 be:0d: 2410014 17
12225]: pam_umix(Ss Hiop): Fession ofkoed For user' Toot by (41d=0)
12333
5shd[12225] [ pan_unix(ss] dorrilioae, o) e
S5nd[13382] i pan_tallya(: uth): user root (0) tally 1021, a ny s
e . 33nd113362]  FaiTed phssword for Poot from : porc 55988 ssh
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L PAM contiguration Tor_the Secure shell service
auth reguired pam tally2.so onerr—faﬂ deny=5 unlock_time=180 root_unlock_time=180

# standard un*x authentication.
@include common-auth

# Disallow non-root logins when /etc/mologin exists.
account  required pam _nologin.so

# uncomment and edit /etc/security/access.conf if you need to set complex
# access limits that ar cgar

e d to express in sshd_config.
# account required pam_access. 5o

# standard un*x authorization.
@include common-account

# standard un*x session setup and Teardown.
@include common-session

# Print the message of the day upon successtul login.

s€ssion optional pam _motd.so # [1]

# print the status of the user’s mailbox upon successful login.
session  optional pam_mail.so standard noenv # [1]

# Set up user 'hmts from fetcfsecunl:yﬂi.‘lts.cunf
session required pam_limits. so

# Set up SELinux capabilities %med modified ;Iaa-)
# session required inux. so multiple

# rRead environment variables from /etc/enviromment and
# fet(/se(uﬂty/pa-_erw

# In Debian 4. 0 Eetch) incaie—reiat emnror-ent variables were moved to
# fetc/default/locale, so read that as well.

session required pam_env.so user_readenv=1 envfile=/etc/default/locale
updating.

d un*x
C‘Inc'hlde comon Qassm:-rd
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