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<AC> system-view

# ECBEAPFEWIPSIHRE, FHigRE A bsensor, BILATAP{UHUSIUAP (RIIBEREFHITIRN) , &
HIEENAP,

AC] wlan ap ap model WA4620i-ACN

AC-wlan-ap-ap] serial-id 210235A29G007C000022

AC-wlan-ap-ap] radio 1
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[AC-wlan-ap-ap-radio-1] wips detect mode detect-only
[AC-wlan-ap-ap-radio-1] radio enable

[AC-wlan-ap-ap-radio-1] radio 2

[AC-wlan-ap-ap-radio-2] wips detect mode detect-only

[AC-wlan-ap-ap-radio-2] radio enable

#HAWIPSHE, FHEWIPSIELRINEE,

[AC]wlan ips

[AC-wlan-ips]wips enable

# CIEFTRBE X AP SN 1"

[AC-wlan-ips]ap-classification-rule 1

# 1R B E1ZBE N APDEMNAIAP FIrouge AP

[AC-wlan-ips-class-1]classify-type rogue-ap

# BENAPHZEMMIAIICE A SSID, SSIDAH3C

[AC-wlan-ips-class-1]sub-rule ssid equal H3C

# FIEETEIREHIMACHI BB SE TR ETIREMEEZAPHIMAC

[AC-wlan-ips]static-trustlist 000f-e45d-fa00

# BRI LA 753X 5 static-trustoui

[AC-wlan-ips] static-trustoui 3891d5

[AC-wlan-ips] static-trustoui vendor h3c

# WIPSEHFEAENIER T (detect-only) , EE/M5E60ms, BIFESFEEZEAROms. HE]
BE—MEEEEBEEAE—MEE, EfFEtEEe0ms, Flan13MEEMENRbBH780ms, ~E s,
B4 ARrouge-apZf5, FEAC L& RS statusRactive, FTLAIFEI— rogue-ap, MiXArouge-apiEsk
FHEE, REBRT, &A780ms—MEIAEEHAREG, I300seMactivelRZSE Hinactive, XHj


https://zhiliao.h3c.com/questions/catesDis/676
https://zhiliao.h3c.com/questions/catesDis/170
https://zhiliao.h3c.com/User/other/109

[AlE&ZEEF20s, ACLEARERIFT—IRERIN. FTLAUMACLEE, &%Z320s/7r]LAMAC EERIRiHmEAIn
active, #Af5FIT86400sf5, FMBMIR. BRIFFEXEAEIXMogue-apEE1T, NMNEEIFRE
, RBTE780msAIHE], HEMactivelkES. FTUABMENTHESEANE, = EEEERELSGE
o [EREENIOARE, HERINESSHBER FERENXR, MEEFIAKRINE, JaEeRITRI
HUES, RIGRSET.
ACLEBRERHRESIR20sEH—IR, "B, FAIA20s, BINHKI10s,
[AC-wlan-ips] timer device-update 10
# W5 Rouge APHIRAIE T, activeE inactivelhzs, BRIAZE300s, BIMEH, EINHH120s,
[AC-wlan-ips] timer ap-inactivity 120
# BAinactivelRSE, FRREUMPRATEIZIAZS86400s (24h) , BIERL, EWIEBA900s,
[AC-wlan-ips] timer device-aging 900
2 BGIEWIPSHEISIEER
# BTATE RN RSP TEEARSIER, TLURBENNE IS TBAPTERE XIg KA
HRIUFEE/OFARSSID, BEIRATLIEEIES D TXIRE.
<AC> display wlan ips network
#AP = number of APs, VSD = virtual security domain

Detected Wireless Networks

SSID Security Auth-Method Encrypt-Method #AP

VSD default: 83

Clear None -NA- 3

WPA2 PSK CCMP 1
Linus& #39;s ASUS WPA2 PSK CCMP 1
HUAWEI-E5573-710C  WPA2 PSK CCMP 1
island-0E8D90 WPA2 PSK CCMP 1
ZMI_CC76 WPA2/WPA PSK TKIP/CCMP 1
ChinaNet-1D43 WPA2/WPA PSK TKIP/CCMP 1
ChinaNet-3C16 WPA2/WPA PSK TKIP/CCMP 1
ChinaNet-1D19 WPA2/WPA PSK TKIP/CCMP 1

# BRATEENIREHPHERENFAER. ITLIBTFEMES, EFRIXMANX N THISSIDE
WIPSISEAPEHEIN, HEXSEEAPHEIRTIESHIRSSIE, RILAAHIMNX SIREATALAYL
&.
<AC> display wlan ips devices verbose
[AC]dis wlan ips devices verbose

Detected Wireless Devices

VSD: default
Total Number of APs: 599

BSSID : 60da-83b6-4c10

Vendor: -NA-

SSID : BRICS2017
Hide SSID :No
Status : Active
Classification : Authorized
Severity Level 10
Security : Clear
Encrypt Method 1 -NA-
Authentication Method  : None
Radio Type :802.11ac
Channel 136

In Countermeasure List :No

Up Time :2017-08-09/20:26:46
First Reported Time :2017-09-03/08:13:50
Last Reported Time 1 2017-09-04/09:32:40

Reporting Sensor :3

Sensor 1 - hexw030
Mac Address : 60da-83b6-1480
Radiold 1
RSSI 8

Last Reported Time :2017-09-04/09:31:42
Sensor 2 rhexw117



Mac Address : 60da-83b6-a420

Radiold 1
RSSI :35
Last Reported Time :2017-09-04/09:32:33
Sensor 3 - hexw149
Mac Address 1 60da-83b6-3190
Radiold 1
RSSI : 56
Last Reported Time :2017-09-04/09:32:40
Attached Clients 115
Client 1 : 0c1d-afde-597¢
Client 2 : 145f-94b0-4e71
Client 3 : 14a5-1a0c-5de9
Client 4 : 203c-ae55-b4b9
Client 5 : 28f0-76e0-c616
Detected Attacks 1 -NA-
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k-mode monitorfwips detect mode
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