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1.Spoke1fdtunnelitiiit ping HUBEYtunnelittitRiE

--- Ping statistics for 192.192.10.2 ---

5 packet(s) transmitted, 0 packet(s) received, 100.0% packet loss
o Emesping 192.192.10.2

Ping 192.192.10.2 (192.192.10.2): 56 data bytes, press CTRL+C to break
Request time out

Request time out

Request time out

Request time out

Request time out

2. HUBHtunnelitbiitping Spoke1fdtunnelititit TF &Y

- e i Eeeping 192.192.10.12

Ping 192.192.10.12 (192.192.10.12): 56 data bytes, press CTRL+C to break
56 bytes from 192.192.10.12: icmp_seq=0 tt1=255 time=3.571

56 bytes from 192.192.10.12: icmp_seq=1 tt1=255 time=3.320

56 bytes from 192.192.10.12: icmp_seq=2 tt1=255 time=3.274
56 bytes from 192.192.10.12: icmp_seq=3 tt1=255 time=3.332
56 bytes from 192.192.10.12: icmp_seq=4 tt1=255 time=3.317




1, EHUBFIspoke 1 EE BT
#HUB tunnel 100M9ECE
interface Tunnel100 mode advpn udp
ip address ri 255.255.255.0
ospf network-type broadcast
source GigabitEthernet2/0/0
tunnel protection ipsec profile hub
vam client hub2 compatible advpn0
#spoke tunnel 10089EIE
interface Tunnel100 mode advpn udp
ip address 192.192.10.12 255.255.255.0
ospf network-type broadcast
ospf dr-priority 0
source GigabitEthernet2/0/1
tunnel protection ipsec profile spoke
vam client spoke12 compatible advpn0
2. ospfBEXE
KA RospH{TEE, FHEospfPEXRBEREKT

OSPF Process 10 with Router ID 192.192.10.2
Neighbor Brief Information

Area: 0.0.0.0
Router ID Address Pri Dead-Time State Interface
192.192.10.12 192.192.10.12 0 37 Ful/DROther ~ Tun100
192.192.10.23 192.192.10.23 0 39 Ful/DROther ~ Tun100
3. BEEIHike sa Flipsec sa FPEERET
3.1 ke sa

===============display ike sa verbo

Connection ID: 26

Outside VPN:

Inside VPN:

Profile:

Transmitting entity: Responder

Initiator COOKIE: 8dce0c0c24af8e5d
Responder COOKIE: 16ef7e2740aae161

Local IP/port: 175.25.49.88/500
Local ID type: IPV4_ADDR
Local ID: 175.25.49.88

Remote IP/port: 120.133.226.87/500
Remote ID type: IPV4_ADDR
Remote ID: 120.133.226.87

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 82690
Exchange-mode: Main
Diffie-Hellman group: Group 2

NAT traversal: Not detected

Extend authentication: Disabled



Assigned IP address:
Vendor ID index:0xa59
Vendor ID sequence number:0x19

Thieiael MPNAD T —service slot 2

' dis device
Board Type Primary SubSlots

Standby
N/SA

interface Tunnell@® mode advpn udp
service slot 2
1p address 192.192. 10 12 255.255.255.0

interface TunnellO® mode advpn udp
service slot 2
1p address 192,192, 10 12 255.255.255.0

Encryption-algorithm: 3DES-CB
REA: msr%’?’fﬁuﬂ’luﬁﬂ’hﬁiﬁ&ﬂk@ TEIRSI AT ENN Eservice slotiy$IEE—TEO, TEE
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ey duration
ern |c slot
angg mode Main

Diffie-Hellman group: Group 2
NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:

Vendor ID index:0x793

Vendor ID sequence number:0x1a

Connection ID: 1

Outside VPN:

Inside VPN:

Profile: hub

Transmitting entity: Initiator

Initiator COOKIE: 2a7e7604289e3b74
Responder COOKIE: 37176d3ed068b5a7

Local IP/port: 175.25.49.88/500
Local ID type: IPV4_ADDR
Local ID: 175.25.49.88

Remote IP/port: 175.25.49.89/500
Remote ID type: IPV4_ADDR
Remote ID: 175.25.49.89

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: 3DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 78266
Exchange-mode: Main
Diffie-Hellman group: Group 2

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:
Vendor ID index:0x722



Vendor ID sequence number:0x0

==display ike proposal

Priority Authentication Authentication Encryption Diffie-Hellman Duration
method algorithm  algorithm group  (seconds)
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