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ike local-name rta //Bg&Atbike-namearta
#
ike peer rtb /BtEike peer
exchange-mode aggressive /HIFXumttit AEE, HERERER
pre-shared-key cipher $c$3$uDGtFFtWMQH6VTGbBg3tVMZg5uAkOw==
id-type name
remote-name rtb //RTIHEFR, —EBERT
local-name rta //ANimEFR, W/ECE, SNIKES—MEDEAED
#
ipsec proposal 1
#
ipsec profile rtb /EEERFAMHILZLIELR, AFFFRTAFIRTBZ EHIR
ike-peer rtb
proposal 1
#
interface Serial5/0
link-protocol ppp
ip address 2.2.1.1 255.255.255.0
#
interface LoopBack0
ip address 3.3.3.3 255.255.255.255
#
interface GigabitEthernet0/1
port link-mode route
ip address 1.1.5.1 255.255.255.0
#
interface Tunnel0
ip address 10.1.1.1 255.255.255.0
tunnel-protocol ipsec ipv4 //EtunneliZORIET ST /9IPsec over IPvA5, BRIAAGREST
source GigabitEthernet0/1 /ARMEUEAGO/M1EO, HFXinABREUELE, FILAREEISEE/,
ARIE—T, IR ER S OBE—FA.
ipsec profile rtb /4B EL £IELR
#
IM&RES I NEtunneld £
ip route-static 0.0.0.0 0 255.255.255.255 Tunnel0
#
Return
HZRTBECE:
ike local-name rtb
#
ike peer rta
exchange-mode aggressive
pre-shared-key cipher $c$3$t8+iPH8IHJrgmbrxnH3DI0jh6nbSTw==
id-type name
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remote-name rta

local-name rtb

#

ipsec proposal 1

#

ipsec profile rtb

ike-peer rtb

proposal 1

interface Serial5/0

link-protocol ppp

ip address 2.2.1.2 255.255.255.0
interface LoopBackO

ip address 4.4.4.4 255.255.255.255
#

interface GigabitEthernet0/1

port link-mode route

ip address 1.1.5.2 255.255.255.0
#

interface Tunnel0

ip address 10.1.1.2 255.255.255.0
tunnel-protocol ipsec ipv4
source GigabitEthernet0/1
destination 1.1.5.1

ipsec profile rtb
#

ip route-static 0.0.0.0 0 Tunnel0
#

Return

BEEERN:

DUHERESRS /S, MRTAMEOGOSSREFIASIS, RIASEAESRouter B2 [AAYIKEE.
MIKETSZE, RTATIRTB EA0IPsecr B HERIRA 20 up, AITLURE HAERER
, SRS TSR TR 2R,

IKEW B ERB I T ER:

%Sep 10 19:46:22:595 2012 D IFNET/3/LINK_UPDOWN: TunnelO link status is UP.
%Sep 10 19:46:22:596 2012 D IFNET/5/LINEPROTO_UPDOWN: Line protocol on the interface Tunn

el0is UP.
AT EEIKEFIPsechIEE :
dis ike sa

total phase-1 SAs: 1

connection-id peer flag phase doi
301 1.1.51 RD|ST 1 IPSEC
302 1.1.51 RD|ST 2 IPSEC
flag meaning

RD--READY ST--STAYALIVE RL--REPLACED FD--FADING TO--TIMEOUT

dis ipsec sa

Interface: TunnelO
path MTU: 1443

IPsec policy name: "rtb"
sequence number: 1
mode: tunnel
connection id: 8
encapsulation mode: tunnel
perfect forward secrecy:
tunnel:
local address: 1.1.5.2
remote address: 1.1.5.1
flow:



sour addr: 0.0.0.0/0.0.0.0 port: 0 protocol: IP
dest addr: 0.0.0.0/0.0.0.0 port: 0 protocol: IP

[inbound ESP SAs]
spi: 2403848327 (0x8f47d087)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843200/3574
max received sequence-number: 1
anti-replay check enable: Y
anti-replay window size: 32
udp encapsulation used for nat traversal: N

[outbound ESP SAs]
spi: 3623996886 (0xd801cdd6)
proposal: ESP-ENCRYPT-DES ESP-AUTH-MD5
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843200/3574
max received sequence-number: 1
udp encapsulation used for nat traversal: N
pingilix:
[RTB]ping -a 4.4.4.4 3.3.3.3
PING 3.3.3.3: 56 data bytes, press CTRL_C to break
Reply from 3.3.3.3: bytes=56 Sequence=1 ttl=255 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 3.3.3.3: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 3.3.3.3: bytes=56 Sequence=4 ttI=255 time=1 ms
Reply from 3.3.3.3: bytes=56 Sequence=5 ttI=255 time=1 ms
M, BEXER:
1. ike peerFilocal-name—EEERE, BNSSHIKENFAED
2. Tunnel O FRIBHEIIEEE X Nipsec over ipvd, ERIABR T HgredisE
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