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MSRig# fifipsec vpnit, ETFipseclliitE fqos FE@ATHachERERLIn =i T :
WA Release 0707P16 EfhAllidiZOEA—51

MSR1: ARIibit10.1.1.1 , wan[Od#ttik100.1.1.1

MSR2: ARitiit10.1.2.1 , wan[ditiik100.1.1.2

BiE:
MSR1 MSR2
# #
traffic classifier 1 operator and interface LoopBack0
if-match acl 3001 ip address 10.1.2.1 255.255.255.0
# #
traffic behavior 1 interface GigabitEthernet0/0
filter permit port link-mode route
# ip address 100.1.1.2 255.255.255.0
qos policy 1 ipsec apply policy use1
classifier 1 behavior 1 #
# ip route-static 0.0.0.0 0 100.1.1.1
interface LoopBack0 #
ip address 10.1.1.1 255.255.255.0 acl advanced 3000
# rule 0 permit ip source 10.1.2.0 0.0.0.255
interface GigabitEthernet0/0 destination 10.1.1.0 0.0.0.255
port link-mode route #
description Single_Line1 ipsec transform-set tran1
ip address 100.1.1.1 255.255.255.0 esp encryption-algorithm aes-cbc-128
qos apply policy 1 inbound esp authentication-algorithm sha1
qos apply policy 1 outbound #
ipsec apply policy map1 ipsec policy use1 10 isakmp
# transform-set tran1
ip route-static 0.0.0.0 0 100.1.1.2 security acl 3000
# local-address 100.1.1.2
acl advanced 3000 remote-address 100.1.1.1
rule 0 permit ip source 10.1.1.0 0.0.0.2 | ike-profile profile1
55 destination 10.1.2.0 0.0.0.255 #
# ike profile profile1
acl advanced 3001 keychain keychain1
rule 0 permit ip source 10.1.1.1 0 desti [ match remote identity address 100.1.1.1
nation 10.1.2.1 0 255.255.255.0
rule 10 permit ip source 10.1.2.1 0 des | #
tination 10.1.1.10 ike keychain keychain1
# pre-shared-key address 100.1.1.1 255.2
ipsec transform-set tran1 55.255.0 key cipher $c$3$UwmBOA4QA
esp encryption-algorithm aes-cbc- VEHrnXloqrbHyRYLOj1Zmez4g==
128
esp authentication-algorithm sha1
#
ipsec policy map1 10 isakmp
transform-set tran1
security acl 3000
local-address 100.1.1.1
remote-address 100.1.1.2
ike-profile profile1
#
ike profile profile1
keychain keychain1
match remote identity address 100.1.
1.2 255.255.255.0
#
ike keychain keychain1
pre-shared-key address 100.1.1.2 255.
255.255.0 key cipher $c$3$hGd/G70U
2sNc62XvPnFTJ+FaK+vre8zqsA==
izt -EF IRttt fifigos
<830>dis ike sa
Connection-ID Remote Flag DOI
9 100.1.1.2 RD IPsec
<830>dis ipsec sa brief
Interface/Global Dst Address  SPI Protocol Status
GEO0/0 100.1.1.2 3613014362 ESP Active
GEO0/0 100.1.1.1 4167624094 ESP Active
GEO0/0 100.1.1.2 1670495072 ESP Active
GEO0/0 100.1.1.1 1609372173 ESP Active

<830>ping -a 10.1.1.1 10.1.2.1 //AARIthtitpingiflizt



Ping 10.1.2.1 (10.1.2.1) from 10.1.1.1: 56 data bytes, press CTRL_C to break

56 bytes from 10.1.2.1: icmp_seq=0 ttI=255 time=1.085 ms

56 bytes from 10.1.2.1: icmp_seq=1 ttI=255 time=0.617 ms

N oG

BERsschomyfch 2 MarTREsRIS AR SRS iMenESERPBtIH O R, KRB Spre-classif
§Ebym|m@ﬂgﬂﬁﬁ@p_seq=4 ttl=255 time=0.517 ms

<830>dis qos policy int g0/0 /I ANBRFEEpre-classifytlgERitEl, HERTERITE
Interface: GigabitEthernet0/0

Direction: Inbound
Policy: 1
Classifier: default-class
Matched : 5 (Packets) 830 (Bytes)
5-minute statistics:
Forwarded: 0/22 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
-none-
Classifier: 1
Matched : 5 (Packets) 490 (Bytes)
5-minute statistics:
Forwarded: 0/13 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: 1
Filter enable: Permit

Interface: GigabitEthernet0/0
Direction: Outbound
Policy: 1
Classifier: default-class
Matched : 5 (Packets) 830 (Bytes)
5-minute statistics:
Forwarded: 0/22 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
-none-
Classifier: 1
Matched : 0 (Packets) 0 (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: 1
Filter enable: Permit

Mlif2: #hNgos pre-classify
RINERE:

#

ipsec policy map1 10 isakmp
transform-set tran1

security acl 3000
local-address 100.1.1.1
remote-address 100.1.1.2



qos pre-classify

mamE
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<830>ping -a 10.1.1.1 10.1.2.1

Ping 10.1.2.1 (10.1.2.1) from 10.1.1.1: 56 data bytes, press CTRL_C to break
56 bytes from 10.1.2.1: icmp_seq=0 tt|=255 time=1.096 ms
56 bytes from 10.1.2.1: icmp_seq=1 ttl=255 time=0.593 ms
56 bytes from 10.1.2.1: icmp_seq=2 ttl=255 time=0.601 ms
56 bytes from 10.1.2.1: icmp_seq=3 ttl=255 time=0.601 ms
56 bytes from 10.1.2.1: icmp_seq=4 tt|=255 time=0.598 ms

<830>dis qos policy int g0/0
Interface: GigabitEthernet0/0
Direction: Inbound
Policy: 1
Classifier: default-class
Matched : 5 (Packets) 830 (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
-none-
Classifier: 1
Matched : 5 (Packets) 490 (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: 1
Filter enable: Permit

Interface: GigabitEthernet0/0
Direction: Outbound
Policy: 1
Classifier: default-class
Matched : 0 (Packets) 0 (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match any
Behavior: be
-none-
Classifier: 1
Matched : 5 (Packets) 830 (Bytes)
5-minute statistics:
Forwarded: 0/0 (pps/bps)
Dropped : 0/0 (pps/bps)
Operator: AND
Rule(s) :
If-match acl 3001
Behavior: 1



Filter enable: Permit
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