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1. VPNSL/

#

ip vpn-instance v1

#

ip vpn-instance v2

2. NATHEXRECE

#

nat address-group 1 address 10.1.1.12 10.1.1.12
#

acl advanced 3001

rule 0 permit ipjvpn=instanceviisource 1.1.1.1 0

3. EOKRE
#
interface GigabitEthernet1/0/0
port link-mode route
combo enable copper
ip binding vpn-instance v1
ip address 1.1.1.2 255.255.255.0
‘nat server protocol tcp global 1.1.1.12 22 vpn-instance v1 inside 10.1.1.3 22 vpn-instance v2
#
interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip binding vpn-instance v2
ip address 10.1.1.2 255.255.255.0
‘nat outbound 3001 address-group 1 vpn-instance v2
4. REFKHE
security-policy ip
rule 1 name u2t
action pass
vrf v2
source-zone untrust
destination-zone trust
source-ip src
destination-ip dst-v2
#
object-group ip address dst-v2
0 network host address 10.1.1.3
#
object-group ip address src
0 network host address 1.1.1.1
#
security-zone name Trust
import interface GigabitEthernet1/0/1
#
security-zone name Untrust
import interface GigabitEthernet1/0/0

SEER:

Slot 1:

Initiator:
Source  IP/port: 1.1.1.1/3078
Destination IP/port: 1.1.1.12/22
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: v1/-/-
Protocol: TCP(6)



Inbound interface: GigabitEthernet1/0/0

Source security zone: Untrust
Responder:

Source  IP/port: 10.1.1.3/22
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State: TCP_ESTABLISHED

Application: SSH

Rule ID: 1

Rule name: u2t

Start time: 2022-10-05 12:25:44 TTL: 1186s

Initiator->Responder: 8 packets 1241 bytes
Responder->Initiator: 7 packets 1413 bytes
Debug{E8.:

*Oct 5 12:25:44:786 2022 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/0
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 51, offset = 0, ttl = 255, protocol = 6
checksum = 46778,s=1.1.1.1,d=1.1.1.12
channellD = 0, vpn-Instanceln = 1, vpn-InstanceOut = 1.
prompt: Receiving IP packet from interface GigabitEthernet1/0/0.
Payload: TCP
source port = 3078, destination port = 22
sequence num = 0x048f6653, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x1a70, header length = 40.

*Oct 5 12:25:44:787 2022 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/0-in-config) Protocol: TCP
1.1.1.1: 3078 - 1.1.1.12: 22(VPN: 1) - >
1.1.1.1: 3078 - 10.1.1.3: 22(VPN: 2)
*Oct 5 12:25:44:787 2022 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/1-out-config) Protocol: TCP
1.1.1.1: 3078 - 10.1.1.3: 22(VPN: 1) - >
10.1.1.12: 1029 - 10.1.1.3: 22(VPN: 2)
*Oct 5 12:25:44:787 2022 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Sending, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 51, offset = 0, ttl = 254, protocol = 6
checksum = 42424, s =10.1.1.12,d = 10.1.1.3
channellD = 0, vpn-Instanceln = 2, vpn-InstanceOut = 2.
prompt: Sending IP packet received from interface GigabitEthernet1/0/0 at interface
GigabitEthernet1/0/1.
Payload: TCP
source port = 1029, destination port = 22
sequence num = 0x048f6653, acknowledgement num = 0x00000000, flags = 0x2
window size = 64512, checksum = 0x106f, header length = 40.

*Oct 5 12:25:44:787 2022 H3C IPFW/7/IPFW_PACKET: -COntext=1;
Receiving, interface = GigabitEthernet1/0/1
version = 4, headlen = 20, tos = 192
pktlen = 60, pktid = 49, offset = 0, ttl = 255, protocol = 6
checksum = 42170, s = 10.1.1.3,d = 10.1.1.12
channellD = 0, vpn-Instanceln = 2, vpn-InstanceOut = 2.
prompt: Receiving IP packet from interface GigabitEthernet1/0/1.
Payload: TCP
source port = 22, destination port = 1029
sequence num = 0x7fd759cc, acknowledgement num = 0x048f6654, flags = 0x12



window size = 64512, checksum = 0x9270, header length = 40.

*Oct 5 12:25:44:787 2022 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/1-in-session) Protocol: TCP
10.1.1.3: 22- 10.1.1.12: 1029(VPN:  2) ------ >
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