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R1:
#
acl advanced name IPSEC12
rule 2 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
#
acl advanced name NAT
rule 2 deny ip source 1.1.1.1 0 destination 2.2.2.2 0
rule 5 permit ip
#
interface GigabitEthernet0/1
port link-mode route
combo enable copper
ip address 10.10.12.2 255.255.255.252
nat outbound name NAT
ipsec apply policy 1
#
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
#
ip route-static 0.0.0.0 0 GigabitEthernet0/1 10.10.12.1
#
ipsec transform-set 12
esp encryption-algorithm 3des-cbc aes-cbc-128
esp authentication-algorithm md5
#
ipsec policy-template 1 1
transform-set 12
security acl name IPSEC12
local-address 10.10.12.2
ike-profile 12
#
ipsec policy 1 1 isakmp template 1
#
ike identity fqdn R1
#
ike profile 12
keychain 12
exchange-mode aggressive
local-identity fqdn R1
match remote identity fqdn R2
match local address GigabitEthernet0/1
proposal 1
#
ike proposal 1
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md5
#
ike keychain 12
match local address 10.10.12.2
pre-shared-key address 0.0.0.0 0.0.0.0 key cipher $c$3$1511sJQZillbSRI0rxoELx9QAjJiCw==
#
interface Tunnel1 mode gre
ip address 192.168.12.1 255.255.255.0
ospf 1 area 0.0.0.0
source 1.1.1.1
destination 2.2.2.2
#
R2:
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esp encryption-algorithm 3des-cbc aes-cbc-128
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gform-set 21
PC1 (192.168.1.1) —R1 (11.11.11.11) —ISP—— (pppoe) R2——PC2 (192.168.2.1)
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exchange-mode aggressive

‘local-identity fqdn R2

match remote identity address 10.10.12.2 255.255.255.252
match local address Dialer1

proposal 1

#

ike proposal 1

encryption-algorithm 3des-cbc

dh group2

authentication-algorithm md5

#

ike keychain 21

match local address 20.20.12.2

pre-shared-key address 10.10.12.2 255.255.255.252 key cipher
$c$ 3$BOMzOjTZ401SqvNRs9ff7QW0s/UBCA=

#

interface Tunnel1 mode gre

ip address 192.168.12.2 255.255.255.0
ospf 1 area 0.0.0.0

source 2.2.2.2

destination 1.1.1.1

#
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