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interface GigabitEthernet1/0/2

port link-mode route

combo enable copper

ip address 192.168.2.2 255.255.255.0

nat outbound 3001 address-group 1

nat server protocol tcp global 192.168.2.2 1823 inside 172.16.253.2 23

nat address-group 1
address 192.168.2.3 192.168.2.3

[FW]dis ip policy-based-route
Policy name: 1
node 10 permit:
if-match acl 3002
apply next-hop 192.168.3.1
node 20 permit:
if-match acl 3003
apply next-hop 192.168.2.1

[FW]dis acl all

Advanced IPv4 ACL 3002, 1 rule,

ACL's stepis 5

rule 5 permit ip source 172.16.253.0 0.0.0.255

Advanced IPv4 ACL 3003, 2 rule,

ACL's stepis 5

rule 5 permit ip source 172.16.8.0 0.0.0.255
rule 10 permit ip
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[FW]dis session table ipv4 verbose
Slot 1:
Initiator:
Source  IP/port: 172.16.8.61/24003
Destination IP/port: 192.168.2.2/1823
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/1
Source security zone: Trust
Responder:
Source  IP/port: 172.16.253.2/23
Destination IP/port: 192.168.2.3/1027
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: TCP(6)
Inbound interface: GigabitEthernet1/0/2
Source security zone: Untrust
State: TCP_SYN_SENT
Application: GENERAL_TCP
Start time: 2022-10-31 22:00:49 TTL: 27s
Initiator->Responder: 2 packets 120 bytes
Responder->Initiator: 0 packets 0 bytes

Total sessions found: 1
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r@et 1 @Er00:49:251 2022 FW NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/1-in-config) Protocol: TCP
fWHIFRERERIEBIAD27 - 192.168.2.2: 1823(VPN:  0) ----->
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PACKET: (GigabitEthernet1/0/2-out-config) Protocol: TCP

172.16.8.61:24004 -  192.168.2.2: 1823(VPN: Q) ------ >
192.168.2.3: 1028 -  192.168.2.2: 1823(VPN: 0)

*Oct 31 22:38:00:942 2022 FW NAT/7/COMMON: -COntext=1;

PACKET: (GigabitEthernet1/0/1-in-config) Protocol: TCP
192.168.2.3: 1028 -  192.168.2.2: 1823(VPN: 0) ------ >
192.168.2.3: 1028 - 172.16.253.2: 23(VPN: 0)

*Oct 31 22:38:00:949 2022 FW NAT/7/COMMON: -COntext=1;

PACKET: (GigabitEthernet1/0/1-in-session) Protocol: TCP
172.16.253.2: 23- 192.168.2.3: 1028(VPN: 0) ------ >
192.168.2.2: 1823 -  192.168.2.3: 1028(VPN: 0)

*Oct 31 22:38:00:949 2022 FW NAT/7/COMMON: -COntext=1;

PACKET: (GigabitEthernet1/0/1-out-session) Protocol: TCP
192.168.2.2: 1823 -  192.168.2.3: 1028(VPN: 0) ------ >
192.168.2.2: 1823 -  172.16.8.61:24004(VPN: 0)
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