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security-policy ip
rule 1 name ipsec
action pass
source-zone Untrust
destination-zone Local
source-ip-host 2.1.1.1
destination-ip-host 1.1.1.1
service-port udp destination eq 500
service-port udp destination eq 4500

security-policy ip
rule 2 name ipsec2

action pass

source-zone Local

destination-zone Untrust
source-ip-host 1.1.1.1
destination-ip-host 2.1.1.1
service-port udp destination eq 500
service-port udp destination eq 4500

IPSECVPNAR i
rule 3 name ipsec3
action pass
source-zone Untrust
destination-zone Trust
source-ip-subnet 20.1.1.0 255.255.255.0
destination-ip-subnet 10.1.1.0 255.255.255.0

rule 4 name ipsec4

action pass

source-zone Trust

destination-zone Untrust
source-ip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet 20.1.1.0 255.255.255.0
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