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#

interface GigabitEthernet1/0/0

port link-mode route

combo enable copper

ip address 10.2.2.3 255.255.255.0

ipsec apply policy ply
#

interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip address 192.168.0.3 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernet1/0/1
import interface Virtual-Template1
#
security-zone name Untrust
import interface GigabitEthernet1/0/0
#
ip route-static 0.0.0.0 0 10.2.2.2
#
security-policy ip
rule 0 name any
action pass

C:\Users\Administrator>route add 1.1.1
.12 mask 255.255.255.255 10.1.1.1

C:\Users\Administrator>route add 10.2.
2.3 mask 255.255.255.255 10.1.1.1
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#

ip pool aaa 192.168.200.2
192.168.200.250

ip pool aaa gateway 192.168.200.1
#

interface Virtual-Template1

ppp authentication-mode pap domain syst
em

ppp ipcp dns 114.114.114.114

remote address pool aaa

ip address 192.168.200.1 255.255.255.0
#

domain system

authorization-attribute ip-pool aaa
authentication ppp local

accounting ppp local

#

local-user [2tp class network

password cipher $c$3$AbdCFddrmyOZS
o++Rv5gkdMmtE4RA4Hhgw==
service-type ppp

authorization-attribute user-role level-15
authorization-attribute user-role network-o
perator

#

12tp-group 1 mode Ins

allow [2tp virtual-template 1

undo tunnel authentication

tunnel name [2tp

#

12tp enable
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#

interface GigabitEthernet1/0/0

port link-mode route

combo enable copper

ip address 10.2.2.3 255.255.255.0
ipsec apply policy ply

#

ipsec transform-set 1
encapsulation-mode transport

esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5

#

ipsec transform-set 2
encapsulation-mode transport

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat

#

ipsec transform-set 3
encapsulation-mode transport

esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat

#

ipsec transform-set 4
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encapsulation-mode transport
esp encryption-algorithm des-cbc
esp authentication-algorithm sha1

Li'pjs%'é tlah&form-set 6

encapsulation-mode transport

gsp encryption-algorithm aes-cbc-192
esp authentication-algorithm shat

#
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ipsec transform-set 8
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shai

#

ipsec transform-set 9

esp encryption-algorithm aes-cbc-256
esp authentication-algorithm shat

#

ipsec transform-set 10

esp encryption-algorithm des-cbc
esp authentication-algorithm shat

#

ipsec transform-set 11

esp encryption-algorithm 3des-cbc
esp authentication-algorithm sha1

#

ipsec transform-set 12

esp encryption-algorithm aes-cbc-192
esp authentication-algorithm shat

#

ipsec transform-set 12tp

esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5

#

ipsec policy-template pt 1
transform-set 3457 8 9

ike-profile pf

reverse-route dynamic

#

ipsec policy ply 1 isakmp template pt

#

ike profile pf

keychain 1

exchange-mode aggressive
local-identity fgdn Ins

match remote identity fqdn lac

.0.0

proposal 123456

#

ike proposal 1
encryption-algorithm aes-cbc-128
dh group2
authentication-algorithm md5

#

ike proposal 2
encryption-algorithm 3des-cbc
dh group2
authentication-algorithm md5

#

ike proposal 3
encryption-algorithm 3des-cbc
dh group2

#

ike proposal 4
encryption-algorithm aes-cbc-256
dh group2

#

ike proposal 5

dh group2

#

ike proposal 6
encryption-algorithm aes-cbc-192
dh group2

#

ike keychain 1
pre-shared-key address 0.0.0.0 0.0.0.0 k

ny9C1l+e8x8FPw==
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Interface

match remote identity address 0.0.0.0 0.0

ey cipher $¢$3%$zJ43hnEq21nU56zR2GjA
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