(1 NGFWRLXESBRETHSIRILSS (SIPHHY) BESEDHT

ALG NAT FRZE 2022-11-30 &%=

LELEY S

HMBRSSEE (10.55.0.17) -—BAkiE (192.100.63.43) ---I5isE (192.100.161.3)
Bk Eglobalitiiib 192.100.63.43BRGF PRI AR S5 25insideltrdlb 10.55.0.17, STRITEUNT :

Initiator:
Source  IP/port: 192.100.161.3/7100
Destination IP/port: 192.100.63.43/7100
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: UDP(17)
Inbound interface: GigabitEthernet1/0/10
Source security zone: GA

Responder:
Source  IP/port: 10.55.0.17/7100
Destination IP/port: 192.100.161.3/7100
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: UDP(17)
Inbound interface: Route-Aggregationt
Source security zone: Trust

State: UDP_READY

Application: SIP

Rule ID: 0

Rule name: 1

Start time: 2022-11-29 23:07:03 TTL: 285s
Initiator->Responder: 15 packets 11970 bytes

Responder->Initiator: 22 packets 12161 bytes


https://zhiliao.h3c.com/questions/catesDis/427
https://zhiliao.h3c.com/questions/catesDis/267
https://zhiliao.h3c.com/User/other/138884




HEEISR: IEROTRRERSTER, MRS SSIVSRLEER.
KEMEWNT:

#
port-mapping application sip port 7100
#
nat alg sip
nat static inbound 192.100.63.43 10.55.0.17
#
interface GigabitEthernet1/0/10
port link-mode route
ip address 192.100.63.43 255.255.255.128
ip last-hop hold
nat outbound 2000
nat static enable
manage ping inbound
manage ping outbound
#
acl basic 2000
rule 0 permit
#



IREIUAR SR OUARRIINVITEIR SO EHITNATEER, No. 1483 (192.100.161.3/7100-
->192.100.63.43/7100) , ;ZEMEINATEEIEZAIESL (192.100.161.3/7100--->10.55.0.17/7100) :

Time Destination Protacal _Time'to

1 2022-11-30 04:06:37.6747 .100.161. 192.100.63.43 S1p/SDP

equence Totaller In

6 2022-11-30 04:06:38.084669 10.55.0.17 192.100.161.3
7 2022-11-30 04:06:38.084691 192.100.63.43 192.100.161.3

62 exsbf2 (27634) 1 57798 + 7100 [ACK] Seq=1 Ack=1 Win=
61 ox6bf2 (27634) 1 1025 > 7100 [ACK] Seq=1 Ack=1 Win=2

10 2022-11-30 04:06:38.086822 192.100.161.3 192.100.63.43

63 0x09C2 (2498) 2 7100 > 1025 [ACK] Seq=1 Ack=2 Win=2
11 2022-11-30 04:06:38.086832 192.100.161.3 10.55.0.17

62 0x09c2 (2498) 2 7100 > 57798 [ACK] Seq=1 Ack=2 Win=:

192.100.161.3 62 x6890 (26768)

2 57798 + 7100 [ACK] Seq=2

£%£192.100.161.3/7100--->192.100.63.43/7100/91E, AIRBIAERE. MEERSIENREHINAT
RN, IR SIEEMERET .
ffivEeEwT:

#

nat staticoutbound 10.55.0.17 192.100.63.43 //SLHISNAIES:, [REAIECE REEIMNA
PSCHINATESHE, EAi&NreversibleSE)
#

interface GigabitEthernet1/0/10

port link-mode route

ip address 192.100.63.43 255.255.255.128
ip last-hop hold

nat outbound 3005

nat static enable

manage ping inbound

manage ping outbound

#

acl advanced 3005

rule 10 deny ip source 10.55.0.17

rule 15 permit ip
#

HITREMNE, IWARRISERFER. #—SNEEUTH, BEENATERIREERERR T
. IRSCER RIS I,

Time Source Destination Protocol  Time to_Identification __Sequence Total Ler Acknowledg Info —
1 2022-11-30 07:07:03.589263 192.100.161.3 192.100.63.43 stp/s0P 877 Request: IWVITE sip:500115985613140__
2 2022-11-30 67:07:03.889634 192.100.161.3 10.55.0.17 SIP/SDP on Request: INVITE sip:500115985813140(
3 2022-11-30 3.894856 10.55.0.17 192.100.161.3 stp 405 Status: 100 Trying | —_—
4 2022-11-30 3.895034 192.100.63.43 192.100.161.3 STP 208 : 100 Trying |
5 2022-11-30 4.368280 10.55.0.17 192.100.161.3 SIP/SDP 62 Oxdob5 (54709 787 i 200 OK (INVITE) | —
7 2022-11-30 . 192.100.63.43 stP 53 ox308c (16012 f—

Request: ACK sip:500115000020000002

1

1

12 2022-11-30 192.100.63.43 SIP 63 0x3298 (16024)
13 2022-11-30 10.5: st 62 0x3298 (16024)
14 2022-11-30 192.100.161.3 st 62 oxdsb7 (54711)

e
IESSAGE 51p:500115000020000mr
6 0K (HESSAGE) | =

v

aa3 status:

>

BRI UAHEIFENo. 8FINO IR, MeisrhNEREIRSSRA01 05240, IEEWERT, SEURIA
SRS,

ST TCPiEERY, EERERNERERS, SUSMNERRERT — FEENE0, BRSE
(10528 I RAHRAIRSS.

A, ALK EIERIRS RA1 05241, SRR S ELAKERII200 OKIE
# (No.5FIN.6) HEIEE,

RER, IRSEEMALEPONIRIT, FTS0M261268MT 1052,

FRRETIHXIEFE TNAT SIP ALGIIEE, SXIRAENIPHNAIR O TR, HESIIIRATXKEL
I, EENTIROSERRR, AMIRSESHTB2BUA, IBECHEAET BiksipEomMRR L
. LIREABERKEEFTBALGIIEE



XIZINAT SIP ALGIfRE,

I HRISIPRYEIRE, NIRRT XS EIEINATRIGAYRSOH 7O, ERHEERARSA IR AR
SCEBFTENHSE (FTENLIE R NNverbose2%! | ) , XKEBEZE (disp session relation-table ipv4) {E/iH
B, —EHIIE~
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