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https://zhiliao.h3c.com/questions/catesDis/361
https://zhiliao.h3c.com/User/other/145525

NMTHERER, SBRERREHITNARIEED, EE2EREY:

Login: Emmd

Password:

The password is a weak password. It does not meet the following requirements:

It must contain a minimum of 10 characters.

It must contain a minimum of 2 types, and a minimum of 1 characters for each type.
It can't contain the username or the reversed letters of the username.

Do you want to change the password?

[Y/N] n
#* Copyright (c) 2004-2022 New H3C Technologies Co., Ltd. All rights reserved.*
#* Without the owner's prior written consent, b

no decompiling or reverse-engineering shall be allowed.




password-controlZHREE &%

<HU-ERH-5F-LSW-555545-01>sy

System View: return to User View with Ctrl+z.
[HU-ERH-5F-LSW-555545-01]dis pas
[HU-ERH-5F-LSW-555545-01]dis password-control
Global password control configurations:

Password control: Disabled (device management users)
Disabled (network access users)

Password aging: Enabled (90 days)

Password length: Enabled (10 characters)

Password composition: Enabled (2 types, 1 characters per type)

Password history: Enabled (max ﬁ'i story records:4)

Early notice on password expiration: 7 days

User authentication timeout: 600 seconds

Maximum login attempts: 3

Action for exceeding login attempts: Lock user for 1 minutes
Minimum interval between two updates:24 hours

User account idle time: 90 days
Logins with aged password: 3 times in 30 days
Password complexity: Enabled (username checking)

Disabled (repeated characters checking)
Password change: Disabled (first login)

Disabled (mandatory weak password change)
A1l line: Disabled (all Tine blacklist)

[HU-ERH-5F-LSW-555545-01]1

PR RN E5%RS, 2=ifAundo password-control change-password weak-password enablefp &%
ISR ERIEMEELIhEE, BEEKIA:

password:

The password is a weak password. It does not meet the following requirements:

It must contain a minimum of 10 characters.

It must contain a minimum of 2 types, and a minimum of 1 characters for each type.
It can't contain the username or the reversed letters of the username.

Do you want to change the password?

[Y/N] n
* Copyright (c) 2004-2022 New H3C Technologies Co., Ltd. All rights reserved.*
* witﬁout the owner's prior written consent %

* no decompiling or reverse-engineering shall be allowed. *

<HU-ERH-5F-LSW-555545-01>dis his
<HU-ERH-5F-LSW-555545-01>dis history-command al
<HU-ERH-5F-LSW-555545-01>dis history-command all
Date Time Terminal I
02/08/2023 16:54:47 vty0
Cmd:save
02/08/2023 16:54:33 vty0
Cmd:quit

02/08/2023 16:54:31 vty0
Cmd:undo password-control change-password weak-password enable

02/08/2023 16:54:20 vty0
Cmd:sy

02/08/2023 16:35:18 vty0
Cmd:dis history-command all

02/08/2023 16:34:56 vty0

Cmd:save

02/08/2023 16:34:51 vty0
Cmd:quit

02/08/2023 16:34:49 vty0
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password-control change-password weak-password enable X£#< 2 A E NS RITEREKR
BHEREE, undoZ EREIRMESIER R LIEANNMERER, FEMESERVREN T TR
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password-control length 4 — B IKEERE DG S4NFH

password-control composition type-number 1 type-length 1 — 3 KEERE/DES1FFRT, HE
HFEREOEEI

undo password-control complexity user-name check — i3 BIFE SRR EEIF

undo password-control length enable —XIAZIBKEIGEINRE

undo password-control composition enable — XA DHSTRETINAE

BF. BRENETEES:

password-control length 4

password-control composition type-number 1 type-length 1

undo password-control complexity user-name check
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