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PUZECEWE, configuretB ki SECERINIEEE, BIEIRBAR;
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2, MERNGOEESHRNERS A, MESRNREEAREREXE,. RERE, BNNRE
B8, MEREAFEGS A TIZEACRE.

SR

HREHEE

4, #ffrtam debug BEMIME, BFRERE, NMB8MMEERETAMIRSEEEEEYLE T configurefp S
. BERE BNESEETATAREY.
SFMztacacs Hi&

©L /2 b1 3 22 42 oL 13 ©3 2z 63 ba
7 64 2d €1 72 67 3d 69 6e 66 6F

2023-03-23 14:52:15.094 ; [DBG] ; [1420] ; chkMsgBody: packet fields
PACKET_TYPE = AUTHOR.

AUTHOR_AUTHEN_METHO}
AUTHOR_PRIV_LEVEL = 1.
AUTHOR_AUTHEN_TYPE = TAC_PLUS_AUTHEN TYPE_ASCII.
AUTHOR_AUTHEN SERVICE = TAC_PLUS_SVC_LOGIN.
AUTHOR_USER
AUTHOR_PORT
AUTHOR_REM_ADDR

TAC_PLUS AUTHEN METH TACACSPLUS.

7 AUTHOR ARG[0] = service=shell
AUTHOR_ARG[1] = [Gmd=con:

15 AUTHOR_ARG[2] =

0 AUTHOR_ARG[3] = |a
AUTHOR_ARG[4] = [cm

sock:312, SESSION_

2023-03-23 ; [ANT] ; [1420] ; pktReader: read-done and dropped [sock:312], port:49]
5 2023-03-23 ; [DBG] ; (8496] ; procAuthorItem: begin.
& 2023-03-23 ; [ANT] ; [8496] ; In author packet, the value of arg service is shell.
7 2023-03-23 ; [DBG] ; [8496] ; procCmdAuthor: begin

2023-03-23 ; [DBG] ; [8496] ; getShellProfldCmdSetsId: begin.
5 2023-03-23 j [DBG] ; [8496] ; getshellprofidcmdsetsid: got shell profile id 1 and cmd sets id 1
0 2023-03-23 ; [DBG] ; [8496] ; getShellProfIdCmdSetsId: end.
1 2023-03-23 ; [DBG] ; [8496] ; procCmdAuthor: CmdlRsp.srccmd [configure.*], CmdlRsp.dstCmd [configure router "Base" infol, match [1]
2 ; [DBG] ; [8496] ; procCmdAuthor: end - cmd upload matched config cmd with result 16.

; [DBG] ; [8496] ; sendAuthorReply: Sent msg content is

UTHOR REPLY .
AUTHOR_STATUS = TAC_PLUS_AUTHOR_STATUS_EAIL.
AUTHOR_SERVER _MSG = E65049: The command is not allowed to run..

PACKET TYPE =

AUTHOR ARG o
- Cessron 1o - 24470,

XSG :

2023-03-23 14:52:15.094387 211 36.z 192.16 TACACS+ 184 Q: Authorization
2023-63-23 14:52:15.0991008 212 192. 36.25@ TACACS+ 126 R: Authorization




Encrypted Request
v Decrypted Request

Auth Method: TACACSPLUS (8x06)

Privilege Level: 1

Authentication type: ASCII (1)

Service: Login
User len: 11
User:

IR AI/R77503546H], ATAESTAMARSS 8

13

TFREEERSIREEN.

Remaddr len:

Arg[0] length:

€3]

13

Arg[0] value:
Arg[1] length:
Arg[1] value:
Arg[2] length:
Arg[2] value:
Arg[3] length:
Arg[3] value:
Arg[4] length:
Arg[4] value:

service-shell
13
cnd=configure
14
cnd-arg=router
14
cnd-arg="Base"
12
cnd-arg=info

M Wireshark - $8 212 - BS##18 pcapng

> Frame 212: 126 bytes on wire (1008 bits), 126 bytes captured (1008 bits) on interface \D
> Ethernet II, Src: fa:16:3e:0a:d2:58 (fa:16:3e 5 Dst: NewH3CTe_e¢
> Internet Protocol Version 4, Src: 192.168. Dst: 36.24
> Transmission Control Protocol, Src Port: tacacs (49), Dst Port: 54661 (54661), Seq: 1, A
v TACACS+

Major version: TACACS+

Minor version: @

Type: Authorization (2)

S8 number. 2, N
H A B - RS ED I ATAMIRSS 5
Packet ]enéth: a8
Encrypted Reply
e )
Server Msg length: 42
Data length: @
Arg count: @

0000 74 85 c4 9 c2 9a fa 16 3e Oa d2 58 08 00 45 [ t > e
@0 70 @b 5 40 00 80 06 00 00 cO a8 fd 0a 24 fa p--@ $
15 03 00 31 d5 85 7 5c 9b 73 da 87 OF 3b 80 18 R

02 01 8 12 00 00 01 01 08 6a 13 7 81 Oc 08 bf
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