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Router1fit& :
[Router1]display current-configuration
#
version 5.20, Release 2313
#
sysname Router1
#
acl number 3000
rule 0 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
#
pki entity h3c
common-name h3c
#
pki domain h3c
crl check disable
#
ike proposal 123
authentication-method rsa-signature
#
ike peer 123
exchange-mode aggressive
remote-address 12.1.1.2
certificate domain h3c
#
ipsec transform-set 123
encapsulation-mode tunnel
transform esp
esp authentication-algorithm md5
esp encryption-algorithm des
#
ipsec policy 123 1 isakmp
security acl 3000
ike-peer 123
transform-set 123
#
interface LoopBack0
ip address 1.1.1.1 255.255.255.255
#
interface GigabitEthernet0/1
port link-mode route
ip address 12.1.1.1 255.255.255.0
ipsec policy 123
#


https://zhiliao.h3c.com/questions/catesDis/41
https://zhiliao.h3c.com/questions/catesDis/401
https://zhiliao.h3c.com/User/other/222

ip route-static 0.0.0.0 0.0.0.0 12.1.1.2
#

Router2ft & :
[Router2]display current-configuration
#
version 5.20, Release 2318, Standard
#
sysname Router2
#
acl number 3000
rule 0 permit ip source 2.2.2.2 0 destination 1.1.1.1 0
#
pki entity h3c
common-name h3c
#
pki domain h3c
certificate request from ca
certificate request entity h3c
crl check disable
#
ike proposal 123
authentication-method rsa-signature
#
ike peer 123
exchange-mode aggressive
remote-address 12.1.1.1
certificate domain h3c
#
ipsec transform-set 123
encapsulation-mode tunnel
transform esp
esp authentication-algorithm md5
esp encryption-algorithm des
#
ipsec policy 123 1 isakmp
security acl 3000
ike-peer 123
transform-set 123
#
interface LoopBack0
ip address 2.2.2.2 255.255.255.255
#
interface GigabitEthernet0/0
port link-mode route
ip address 12.1.1.2 255.255.255.0
ipsec policy 123
#
ip route-static 0.0.0.0 0.0.0.0 12.1.1.1
#
IEBSALE:

HENIRIES
[Router1]pki import-certificate ca domain h3c pem filename 2003_server.cer
The trusted CA's finger print is:
MD5 fingerprint:7EFC 890E 3E04 543F 940A E5FF C79A EAD9
SHA1 fingerprint:AD8F 99DC CBBE 768E 69CE C10B 8C90 1A27 51BC FBA5

Is the finger print correct?(Y/N):y

%dJul 26 11:00:04:858 2010 Router1 PKI/6/PKI_CA_CERT_TRUSTED: Root CA certificate of the do
main h3c is trusted.

Import CA certificate successfully.

[Router1]



%Jul 26 11:00:04:867 2010 Router1 PKI/6/PKI_IMPORT_CA_CERT_SUCC: Imported CA certificates
of the domain h3c successfully.

IBNBRSSZHIED

[Router1]pki import-certificate local domain h3c p12 filename 2003 _local.pfx
Please input challenge password:

Error:Failed to import the certificate.

There is one key pair on the local device and one in the file.

Please delete the local one.

RUFERERS, AR EMIbR A E YT :

[Router1]public-key local destroy rsa

Warning: Confirm to destroy these keys? [Y/N]:y

[Router1]pki import-certificate local domain h3c p12 filename 2003_local.pfx
Please input challenge password: [N NIER A

Import local certificate successfully.

Import key pair successfully.

[Router1]

%Jul 26 11:01:54:859 2010 Router1 PKI/6/PKI_IMPORT_LOCAL_CERT_SUCC: Imported local certif
icate of the domain h3c successfully.

. EcEIIE

[Router1]ping -a 1.1.1.1 2.2.2.2
PING 2.2.2.2: 56 data bytes, press CTRL_C to break
Request time out IHE—NE
Reply from 2.2.2.2: bytes=56 Sequence=1 ttI=255 time=2 ms
Reply from 2.2.2.2: bytes=56 Sequence=2 ttI=255 time=1 ms
Reply from 2.2.2.2: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 2.2.2.2: bytes=56 Sequence=4 ttl=255 time=2 ms

display ike sa

total phase-1 SAs: 1

connection-id peer flag phase doi

9 12.1.1.2 RDIST 1 IPSEC
10 12.1.1.2 RDIST 2 IPSEC
. EREXER

1. IKEXSEAR, —EEXRBOAIEL;
2. PKUFFEFFScrl check disable, BUAMIEBESESNLM;
3. SAKMIERS, EXMBRFEREY, EB5LME.
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