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#
nat static inbound 192.168.13.3 1.1.1.1 acl 3000
reversible
#
interface LoopBack0
ip address 192.168.12.1 255.255.255.255
#
interface GigabitEthernet1/0/0
port link-mode route
combo enable copper
ip address 192.168.1.1 255.255.255.0
nat outbound
#
interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip address 192.168.13.1 255.255.255.0
nat static enable
#
interface Tunnel0 mode gre
ip address 10.1.1.1 255.255.255.0
source 192.168.12.1
destination 192.168.12.2
#
security-zone name Local
#
security-zone name Trust
import interface GigabitEthernet1/0/1
#
security-zone name DMZ
#
security-zone name Untrust
import interface GigabitEthernet1/0/0
import interface TunnelO
#
security-zone name Management
#
ip route-static 1.1.1.1 32 192.168.13.3
ip route-static 1.1.1.2 32 Tunnel0
ip route-static 192.168.12.2 32 192.168.1.2
ip route-static 192.168.24.4 32 Tunnel0
#
acl advanced 3000
rule 5 permit ip source 192.168.13.3 0 destinatio
n111.20
#
session statistics enable
#
ip http enable
ip https enable
#
security-policy ip
rule 0 name any
action pass

#
nat static inbound 192.168.24.4 1.1.1.2 acl 300
0 reversible
#
interface LoopBack0
ip address 192.168.12.2 255.255.255.255
#
interface GigabitEthernet1/0/0
port link-mode route
combo enable copper
ip address 192.168.1.2 255.255.255.0
nat outbound
#
interface GigabitEthernet1/0/1
port link-mode route
combo enable copper
ip address 192.168.24.2 255.255.255.0
nat static enable
#
interface Tunnel0 mode gre
ip address 10.1.1.2 255.255.255.0
source 192.168.12.2
destination 192.168.12.1
#
security-zone name Local
#
security-zone name Trust
import interface GigabitEthernet1/0/1
#
security-zone name DMZ
#
security-zone name Untrust
import interface GigabitEthernet1/0/0
import interface TunnelO
#
security-zone name Management
#
ip route-static 1.1.1.1 32 Tunnel0
ip route-static 1.1.1.2 32 192.168.24.4
ip route-static 192.168.12.1 32 192.168.1.1
ip route-static 192.168.13.3 32 Tunnel0
#
acl advanced 3000
rule 5 permit ip source 192.168.24.4 0 destinati
on1.1.1.10
#
session statistics enable
#
ip http enable
ip https enable
#
security-policy ip
rule 0 name any
action pass
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