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password-control enable (BECE Z B EITILLIIRE
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password-control aging 90 ZFEiTHART E)990

password-control composition type-number 4

password-control length 8
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syslog.20230328:Mar 28 09:41:25 11.200.199.103 2023 CQB-P-EXF-SW01 %%10PWDCTL/6/ADDB
LACKLIST: -DevIP=17.200.128.103; cnaps was added to the blacklist for failed login attempts.
syslog.20230328:Mar 28 09:41:25 11.200.199.103 2023 CQB-P-EXF-SW01 %%10SSHS/6/SSHS_L
OG: -DevIP=17.200.128.103; Authentication failed for cnaps from 17.200.157.20 port 46000 because
of invalid username or wrong password ssh2.
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[H3C-radius-rad]display password-control

Global password control configurations:

Password control: Enabled (device management users)
Disabled (network access users)

Password aging: Enabled (90 days)

Password length: Enabled (10 characters)

Password composition: Enabled (2 types, 1 characters per type)

Password history: Enabled (max history records:4)

Early notice on password expiration: 7 days

User authentication timeout: 600 seconds

Maximum login attempts: 3

Action for exceeding login attempts: Lock user for 1 minutes
Minimum interval between two updates:24 hours
User account idle time: 90 days
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