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1. B EACHIEE.
#E2RBEPKIE, BIERESANRSE
pki domain eap-gtc
public-key rsa general name eap-gtc
undo crl check enable

|
)|

pki import domain eap-gtc p12 local filename local.pfx
pki import domain eap-gtc pem ca filename server.cer
#E B ESSLIRSS 2R imARAg B5 | FAPKI,
ssl server-policy ssl-eap
pki-domain eap-gtc
#EIEEINIEA T Sopeap-gtc, B3|FssIfRSSEE5EME
eap-profile eap-ldap
method peap-gtc
ssl-server-policy ssl-eap
#802. 1XEHEEEAPIAIE
dot1x authentication-method eap
#OFELEISPIT
domain eap-gtc
authentication lan-access Idap-scheme 802.1x
authorization lan-access none
accounting lan-access none
#BECELDAPTSE, FHEELDAPINIEARSSRS
ldap scheme 802.1x
authentication-server 802.1x
#EECELDAPIRSSES, PRI EEREEER
Idap server 802.1x
login-dn cn=administrator,cn=users,dc=itgfinacne,dc=com,dc=cn
search-base-dn ou=itg I455/0F) ,dc=itgfinacne,dc=com,dc=cn
ip 10.10.10.10
login-password cipher $c$3$Ci9VdK/Xq3+BII4EKskzBx3i7wtPfV5aUILdkA==
#IRSSIEIRERIA802.1XIAIE
wlan service-template h3c
ssid H3C
vlan 100
akm mode dot1x
cipher-suite ccmp
security-ie rsn
client-security authentication-mode dot1x
dot1x domain eap-gtc
dot1x eap-termination eap-profile eap-ldap
dot1x eap-termination authentication-method pap
service-template enable
#XIRIAPHIRadio E4FEXI R AR S5 18R
wlan ap ap1 model WA6530
serial-id XXXXxxx
ap-model WA6530
radio 1
radio enable
service-template h3c
radio 2
radio enable
service-template h3c
radio 3
radio enable
service-template h3c
gigabitethernet 1
smartrate-ethernet 1
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3. UZEedebugging dot1x all, debugging Idap all§2
PAM LDAP:Processing LDAP icati
RIS =
{571 DOREE S 88ELEng ARATSQABIRSEE A administrator IR AMSIE)TGIV 43 4 5] B RATKUR
*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:LDAP server is: 10.8.24.10.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:Current bind state is 4.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:Search user when authentication.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:Username is wangshanshan.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP[Authen]:Search filter is (&(objectClass=person)(cn=wangshanshan)).

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP[Authen]:Search base DN is ou=itgl453/2 &, dc=itgfinacne,dc=com,dc=cn.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:Response timeout timer successfully created.

*Apr 21 16:28:09:460 2023 ac LDAP/7/EVENT:

PAM_LDAP:Data of authentication request successfully sent.

*Apr 21 16:28:09:461 2023 ac LDAP/7/EVENT:

PAM_LDAP:Get result message errno = 32

*Apr 21 16:28:09:461 2023 ac LDAP/7/EVENT:

PAM_LDAP:User wangjingjing search done.

*Apr 21 16:28:09:461 2023 ac LDAP/7/ERROR:

PAM_LDAP:Failed to search users.

*Apr 21 16:28:09:461 2023 ac LDAP/7/EVENT:

PAM_LDAP:Processing LDAP authentication.

*Apr 21 16:28:09:462 2023 ac LDAP/7/EVENT:

PAM_LDAP:Data of authentication reply successfully obtained, resultCode: 1.

%Apr 21 16:28:09:462 2023 ac DOT1X/5/DOT1X_WLAN_LOGIN_FAILURE: -
Username=wangshanshan-UserMAC=7e2e-5d6e-ede3-BSSID=7c7a-3c28-acb0-SSID=CWGS-A
PName=ap13-RadiolD=1-VLANID=126; A user failed 802.1X authentication.Reason:AAA proce
ssed authentication request and return 26.
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