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ip https enable

restful https enable

#

local-user xxxx

password simple xxxx

service-type https

authorization-attribute user-role network-admin
#
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#IEEAPOST, URLJ: hitps:/10.88.142.143/api/vi/tokens ipFaBakisitit
#igEAuthorization, typeE#/IBasic Auth, HIEA—NATLAERtps BRI ENK S R
8, mfEmsend

https://10.88142.143/api/vi/tokens

Authorization

Basic Au.. ~

Inherit auth from parent
No Auth

xuejiayu
API Key

Bearer Token

Basic Auth Show Password

#OCRIRERToken-id, FESERXNFHFRIENRIEAESE
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#

security-policy ip
rule 0 name trust2untrust
action pass
logging enable
counting enable
source-zone Trust
destination-zone Untrust
source-ip-subnet 172.16.10.0 255.255.255.0
rule 1 name untrust2trust
action pass
counting enable
source-zone Untrust
destination-zone Trust
destination-ip-host 172.16.10.100
service https
rule 2 name local2untrust
action pass
source-zone Local
#
2, &E&Restful APIFERR, TTLABEIERNZ SR uleIRIAIAPI
GET /api/v1/SecurityPolicies/GetRules


https://10.88.142.143/api/v1/tokens
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https://10.88.142.143/api/v1/SecurityPolicies/GatRules

Authinfzavion

APIKey — ~

Inherit auth from parent

No Auth X-Auth-Token

AP| Key

400001549654788633c3cd246694ae32c!
Bearer Token

Basic Auth

#HERIN T

"GetRules": [
{
"Type": 1
"ID": 0
"Name": "trust2untrust”,
"Action": 2
"SrcZonelList": {
"SrcZoneltem": [
"Trust"
]
1
"DestZoneList": {
"DestZoneltem": |
"Untrust”
]
1
"SrcSimpleAddrList": {
"SrcSimpleAddritem": [
"172.16.10.0/24"
|
}

Enable": true,

"Log": true,

"Counting": true,
"CountingPeriod": 0
"CountingTTL": 0

"Count": 0

"Byte": 0
"SessAgingTimeSw": false,
"SessPersistAgingTimeSw": false,
"AllRulesCount": 3

"Valid": true,

"ValidStatus": 5

B
{
"Type": 1
"ID": 1
"Name": "untrust2trust”,
"Action": 2

"SrcZonelList": {
"SrcZoneltem": [
"Untrust"

]

1
"DestZonelList": {
"DestZoneltem": [
"Trust"

]

L
"ServGrpList": {
"ServGrpltem": [
"https"
]

I
"DestSimpleAddrList": {
"DestSimpleAddrltem": |
"172.16.10.100"
]
1
"Enable": true,
"Log": false,
"Counting": true,
"CountingPeriod": 0
"CountingTTL": 0
"Count": 0
"Byte": 0



"SessAgingTimeSw": false,
"SessPersistAgingTimeSw": false,
"AllRulesCount": 3

"Valid": true,
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