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1. £iiseRponta IS, W48 h, BMELSH—BAERER, hRtERURT ok LR, BEEH
WFWIREE, AR B EER tponal WETE, FHEMFERHTootabAILE;

2. RSN TRACHIRSS BRI T Kifportal FEIER;
3. HFEALERT, AC ERIportalZRITES, BREiddisplay portal user username xxx EEHKAZIGIIR

LSRR, BEAIHEHPONaiNIES, AC 7 & Tlporal .
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1. BB EACERIELE, EXIRAYportal domainigishHi&A K ITELE authoriation-attribute idle-cut #8
KHNRETNEE, MESENEE—BEERRE, HAERRETIRRIRTEME,

2. HEFAC LR display radius scheme 2i%751812f01813imAEI & 4blockiE R,

3. %, FEACHIIRSSSEZ @it Twiresharkille, REIRT, EAC_EFFEdebugics:

<AC> debug portal packet

|
H

<AC> debug portal event

<AC> debug portal error

<AC> debug radius packet user [username]

<AC> debug radius event user [username]

<AC> debug radius error user [username]

ERKRI:

ELImEIIportaliAilE48 h, ACLAIRFSESRIETNTF_LOGOUTIRY, MARSEHUIERLEIR Mk,
28368 421281 2. 104 REQ AUTH

88 ACK_AUTH
74 AFF ACK AUTH

98 NTF_|

98 NTF_LOGO

104 REQ AUTH

88 ACK_AUTH
794970 .42, b Portal 74 AFF_ACK_AUTH

SEZZM: https://zhiliao.h3c.com/Theme/details/16656

(BRI debugfHMBAIH—S DA :

E&importalER48 hfg, ACSEMARSEEAIX T —IRITEEHIRI, MRSSEEEIS T accounting respons
eiR3Z, {BRERIACIZZIMAIRS SR AE TNTF_LOGOUTIRYER Fe: (EHEES: Session-timeout)
. BPARBETREEXMIENEREHN TRE, SHACHINXNMEHIISessionitBE T, FR4R

SSERAERIR TSR, UTFERIRETIX—a8:

5410 7073-06-08 1172072265756 Toa2.6a 757 Toa2 112 OIS 502 Recounting Request 19-166)
135413 2023.06-08 11:32:22.062366 10.62.64.252 10.42.128.12 w01V 502 Accounting-Request 1d-106|
141259 2023-06-08 11:44:22.072629 10.62.64.252 10.42.128.12 01U 502 Accounting-Request. 1d-112
146950 2023-06-08 11:56:22.081876 10.42.64.252 10.42.128.12 wao1US 502 Accounting Request. 1d-115|
152677 2623-06-08 12:08:22.091814 10.42.63.252 10.42.128.12 w01V 502 Accounting-Request 1d-124
158834 2023.06-08 12:20:22.101163 10.02.63.252 01U 502 Accounting-Request Ld~130)
164780 2023-06-08 12:32:22.110731 10.62.64.252 01U 502 Accounting-Request. 1d-136|
170740 2023-06-08 12:44:22.119878 10.62.64.252 01U 502 Accounting-Request. 14-142
176581 2023-06-08 12:56:22.129340 10.42.64.252 RADIUS 502 Accounting-Request 1d-148| £5F 12 min THZ8e3
183971 2623-06-08 13:08:22.136019 10.42.63.252 01U 502 Accounting-Request. d-155|
191452 2023-06-08 13:20:22.147429 10.02.64.252 rao1US 2 Accounting.Request 14162
198901 2023-06-08 13:32:22.157325 10.62.64.252 01U 502 Accounting-Request 14-165|
206368 2023-06-08 13:44:22.166032 10.02.64.252 nao1US 502 Accounting-Request. d-176)
212544 2023-06-08 13:56:22.175373 10.42.64.252 wao1US 502 Accounting-Request 1d-183
10.42.63.252 Ra01US 502 Accounting-Request 1d-190)
10.02.64.252 rao1US 502 Accounting-Request 1-197]
10.62.64.252 01U 502 Accounting-Request 1d-204|
10.02.64.252 nao1US 502 Accounting-Request 1d=211
10.42.68.252 fA01US s so28l
T0.42.63.252 OIS 502 Accounting Request 16226 | 1
10.42.64.252 RaDIUS 462 Accounting Request 1d-227  [1{EIL-session-timeout —
TS =T
10.62.64.252 nao1US 02 Accounting-Request 14-233 B
10.42.64.252 RADIUS 4s6 14239 A
297670 2623-06-08 15:42:12.260448 10.42.63.252 RaoTUS 456 Accounting Request 10245 | S
[\ i216%3 2023.06.-08 15:58:12. 270198 10.02.64.252 rao1US 456 Accounting-Request id=251
TN TR I T TR T TOTE 2 T
251642 2023-05-08 15:08:21 233533 10.02.125.12 10.42.64.252 wowvs 62 iccounting_Response 1-226
251644 2023-06-08 15:00:21.251340 10.42,128 12 10.42.60.2 e 19 38059 ~ 1773 Lene156
|- (251635 2023-06-08 T5:08:21- 251725 To.42.64.257 To.42.125.17 AT 562 Accounting Reqvest 1377 ]
751646 2073-06-08 15:08:21.751828 T0.02.128.17 2.0 L T72 ip. access AOOover CAIDIdsts RESPonse.
- 251687 2023-06 08 15:v8:21. 75791 T0.42.128.17 To.42.60.257 DTS 62 Accounting-Response 16227 ]
751638 26230608 15:08:21.275391 Ta21s To.2.1%5.12 @ 6 5000 = 43137 [ACK] SeqrIDB7261 Ack-19377254 Win=1432 Len-0 TSval-211382686 TSecr-460176590
251649 2023-06-05 15:08
o160 2070606 10,00 M Wireshark 5318 251645 - portal 230607.pcap - o x
251651 2023-06-08 15:08
251652 2023-06-08 15:08| v AP 16 i ~
251653 2023-06-08 15:08) Type: 49
251654 2023-06-08 15:08 s
251655 2023-06-08 15:08
251656 2023-06-08 15:08 >
251657 2023-06-08 15:08| ¥
251658 2023-06-08 15:08| >
251659 2025.06-05 15:08 fendor-Speci1c(26) 125 nd-HIC(25506)
251660 2023-06-08 15:08| 1=3
| 251661 2023-06-08 15:08) ‘teVendor-Specific(26) 1+37 vnd=H3C(25506) |460177713
| 251662 2023-06-08 15:08) t=Calling-Station-Id(31) 1-19 val-60-DD-8E-84-05-01
251663 2023-06-08 15:08 > AVP: toFraned-Ip-Address(8) 16 val-10.42.73.75 S—
> AVP: toVendor-Specific(26) 1-11 wnd=H3C(25506)
251665 2023-06-0615: 08 > teFraned-Protocol (7) 1=6 val-Ascend-ARA(255)
251666 2023-06-08 15:08
-06-08 > [=211984038
< -
> Frame 251645: 462 bytes I
Ethernet 11, Src: Vel
Internet Protocol Vers!
~ User Datagram Protocol, > a1-0 v
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fully, dst-IP: 10.42.128.12, code: 4, lengt

32 2d 42 3
1a @b 00

00 00 00 01 1a
f 1 2b

Found requ
: The reply
De

1RIE EidwiresharkfldebugfSRAILAE Y, ACTERIRER48 hig, AIRSERAETITESEH, Il
IR EATERN BRSNS, KIRespCode = 0, FEHIFELiHSession-timeout, XA &RIXETNTF_L
OGOUTIRI4aIRSSES, 1BKE&im k.

## LA ERGZ SRS RREISRIACcounting ResponsefR S HRJAttributeiR B THHERIBIEA X,
BEEHERS NI ABACKRENITTEERROS BT R,

BRA, X148 hiySessionATEMBPESRAINE?

BEWiresharkfRSZETA1, LimbIportal AIERINfE, ARSSEREIT Access AcceptiR N ML im#ET 1 Sess
ion-Timeout 48 hiYEME, N NEF=:

176582 2023-06-08 12:56:22.129504 10.42.128.12 10.42.64.252 RADIUS 62 Accounting-Response(5) (id=148, 1=20)
176969 2023-06-08 12:56:55.299580 10.42.64.252 10.42.128.12 RADTUS
176970 202 FEEEEH

176976 2023-06-08 12 . 322839 10.42.84.252 10. 448 Accounting-Request(4) (i 49, 1=406)
176977 2023-06-08 12: . 322985 10.42.128.12 10.42.64.252 RADIUS 62 Accounting-Response(5) (id=149, 1=20)
177086 2023-06-08 12:57 .129739 10.42.64.252 10.42.128.12 RADIUS 494 accounting-request(4) (i 50, 1=452)

Frame 176970: 106 bytes on wire (848 bits), 106 bytes captured (848 bits)

Ethernet II, Src: 70:3a:74:77:a9:20 (70:3a:74:77:a9:20), Dst: 06:05:04:03:02:01 (06:05:04:03:02:01)
Internet Protocol version 4, src: 10.42.128.12 (10.42.128.12), Dst: 10.42.64.252 (10.42.64.252)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 11136 (11136)

= Radius Protocol

code: Access-Accept (2)

Packet identifier: Ox44 (68)

Length: 64

Authenticator: 6606e3571a4b3d7bad954d43d01b027e

[This is a response to a request in frame 1769691

[Time from request: 0.000315000 seconds]

= Attribute value Pairs
AVP: 2 t=User-Name(1): gwD0261800
[ AVP: =service-Type(6): Authenticate-only(8)
AVP: Acct-Interim-Interval(85): 10000
[ AVP: session-Timeout(27): 172800
AVP: t=Class(25): e9bb9BeSaeade8ar92e889b2
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