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BRI Rz iER

trust untrust
vif1 vrf 2
1.1.1.2 1.1.2.1 1.1.2.2
1.1.1.1] @
i GE_0NM internet

1. BAkEE1/0/20#nat serverf AR VPN 1RAIPC 1.1.1.18083 Avpn2 RAYARIEECENE 1.1.2.1,
2. WRIVPN 19PC1 1.1 1 1B ERIFEEINAR AR 1.1.22  (TEAKO 1/0/2 fffinat outbound )


https://zhiliao.h3c.com/questions/catesDis/267
https://zhiliao.h3c.com/questions/catesDis/422
https://zhiliao.h3c.com/User/other/241727
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1. KBRS RIEHUE
Security-policy ip

rule 1 name 1

action pass

vrf 1/ SEEMEBEVpnEAIRSEO £k, 5: vrf vpnEfR
source-zone trust

destination-zone untrust

rule 2 name 2  (nat server A~PLECILEERR)
action pass

vrf 2

source-zone untrust

destination-zone trust

2. IEERHAEITIE, R REEEEXMNvenLfIR. FLINEKIRHEEFEEGEXEEH
HMEES T 25 &0 BEH

ip route-static vpn-instance 1 0.0.0.0 0 vpn-instance 2 1.1.2.2

ip route-static vpn-instance 2 1.1.1.0 24 vpn-instance 1 1.1.1.1

BEIEXAIREHRIT

[H3C]dis ip routing-table vpn-instance 1 // vpn3LAfl 2 12

Destinations : 11 Routes : 11

Destination/Mask Proto Pre  Cost NextHop Interface

0.0.0.0/0 Static 60 O 1.1.2.2 GE1/0/2



FRIRTTIE

1. i@i¥nat outbound E#E, SEIARMFEF LR

interface GigabitEthernet1/0/2

ip binding vpn-instance 2

ip address 1.1.2.1 255.255.255.0

nat outbound vpn-instance 2 // ##EMIZOE, nat outbound FEEHERSHIEE vpn-instance

2. i@¥nat outbound acl address-group , SCIIRIMERS FBFIBIRIAR/ 235 AP EIEEE 2 Rttt
%

1Bidacl FLECARMNFEF

acl basic 2000

rule 0 permit vpn-instance 1 source 1.1.1.1 0 // Srule MNIAT ZdEMBB N vpn 4BERVEO L3, F
T HEEAY vpn-instance

#8%$ZOnat outboundEL &

interface GigabitEthernet1/0/2

ip binding vpn-instance 2

ip address 1.1.2.1 255.255.255.0

nat outbound 2000 address-group 1 vpn-instance 2 // #3EMiIZOE, nat outbound FEEETT HiEO
vpn-instance

3. B ARHIEE A R SS RRART 25

interface GigabitEthernet1/0/2

ip binding vpn-instance 2

ip address 1.1.2.1 255.255.255.0

nat server global 1.1.2.1 vpn-instance 2 inside 1.1.1.1 vpn-instance 1

BHTRAT ¢ 1.1.2.2 ping 1.1.2.1 JUKiBAAE, Eiddebug nat packet EEFLEIG G
[H3C-GigabitEthernet1/0/2Jundo na*Jun 23 13:02:46:626 2023 H3C NAT/7/COMMON: -COntext=1;
PACKET: (GigabitEthernet1/0/2-in-config) Protocol: ICMP

1.1.2.2:10985 - 1.1.2.1: 2048(VPN: 2) ------ >

1.1.2.2:10985 - 1.1.1.1: 2048(VPN: 1)

Biddebug BE WHLLHEMEE, FToMuntrust F trust FIEERE, ITEZvpn-instance 1

*Jun 23 13:12:18:662 2023 H3C FILTER/7/PACKET: -COntext=1; The packet is denied. Src-ZOne=U
ntrust, D st-ZOne=Trust;|f-In=GigabitEthernet1/0/2(3), If-Out=GigabitEthernet1/0/1(2); Packet
Info:Src-IP=1.1. 2.2, Dst-IP=1.1.1.1, VPN-Instance=1,Src-Port=8, Dst-Port=0, Protocol=ICMP(1),
Application=ICMP (22742 ),Terminal=invalid(0), ACL=none, Rule-ID=none.

L REEFRII—5NARTH rule 28THHIFR
rule 3 name 3

action pass vrf 1

source-zone untrust

destination-zone trust
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