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TR, PIKEEHEOMSNAT, WREENT:

#

interface Route-Aggregation51.501

ip address 111.X.X.X 255.255.255.224
ip last-hop hold


https://zhiliao.h3c.com/questions/catesDis/248
https://zhiliao.h3c.com/User/other/138884
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MWARIEHNE FimEEFaEAL, BXEHEORE T easy-ip

#

interface Route-Aggregation51.501

ip address 111.X.X.X 255.255.255.224
ip last-hop hold

nat outbound 2100 counting



SFEDHT
T ILLSRHENERE, BERNEEIT:

|
0

1. WETIMAOHRINGS, FEPHNEIEEREIEOMIPHUIIN BRI (X X.X.X)
FIERIHBAIE (Y.Y.Y.Y) |, pingilid.

2. HEKENNEOMEEOLUR S EN RS 2 RERNS.

3. FEAIEFITINAS: session statistics enable, HEEHFEITIISITEIRZMSA display session
table ipv4 source-ip X.X.X.X destination-ip Y.Y.Y.Y verbose (—EE#s Fverbose! )

4. BIE—ZACL3XXX, B LEFSAHule, HEIRIREREIREAEBMLE, WTF:
i [FW]acl advanced 3XXX
ii. [FW-acl-ipv4-adv-3010]rule 0 permit ip source X.X.X.X 0 destination Y.Y.Y.Y 0
iii. [FW-acl-ipv4-adv-3010]rule 5 permit ip source Y.Y.Y.Y 0 destination X.X.X.X 0

iv. FHMOSRBNAT, BRI (XXXX) NAT/FRItES (AAAASTEFHILIEEINA
TIEROMbAE) |, WIFEBS EMFrule , DARIMNAT/ZASREIRETRE UL, WT:

V. [FW]acl advanced 3XXX
Vi. [FW-acl-ipv4-adv-3010]rule 0 permit ip source X.X.X.X 0 destination Y.Y.Y.Y O
vii. [FW-acl-ipv4-adv-3010]rule 5 permit ip source Y.Y.Y.Y 0 destination X.X.X.X 0
Viii. [FW-acl-ipv4-adv-3010]rule 10 permit ip source A.A.A.A 0 destination Y.Y.Y.Y 0
ix. [FW-acl-ipv4-adv-3010]rule 15 permit ip source Y.Y.Y.Y 0 destination A.A.A.A 0

5.  LZeHigsecurity-policy A, 4 BIi#TLA T debugiEi:
i. <FW>debugging ip packet acl 3XXX  # EEIRXEMRMNINMEO, B slot L&

MRHER
. <FW>debugging ip info acl 3XXX # NRBEEAVSFTENERECRNEMER,
pUESZeESallrsal=i]
ii. <FW>debugging aspf packet acl 3XXX  # MIERIRSCAEAREE, WEERHaspER
, BEREREEE—
iv. <FW>debugging security-policy packet ip acl 3XXX  # UNEREXIS5REENIHobject-p
olicy, WNREBITENBpacket-filter
V. <FW>debugging nat packet acl 3XXX #EEnALIEBERT
Vi MRGERE, BRdebugBIR Lk, TFHFEWEE:
vii. <FW>debugging session session-table event acl 3XXX  # BILABEESIEWMIRHY
BRER

6. webFREHMEFERACL IXXXRH, TMEEEN, SHIFRERK.

i. WMERMBASHIKSH D RSN, iEAwiresharkshiImergecap TEB TR
XHEF.

. Bixajs%:
iii. https://blog.csdn.net/qq_20480611/article/details/50774686

BiddebugrT AR, EIBMATKIRIRETT.

*Sep 2 11:52:15:186 2023 ChuKou-FW1 IPFW/7/IPFW_INFO: -COntext=1-Slot=2; M
BUF was intercepted! Phase Num is 1(pre routing), Service ID is 11(atk), Bitmap is 1
0404000000000, return1(0:continue; 1:dropped; 2:consumed, 3:enqueued, 4:relay)!
Interface is Route-Aggregation51.501, s= 60.209.95.131, d= 111.57.232.226, protoco
I= 6, pktid = 0 VsysID = 1.

TROERSEE, KNIGERE 7RISR

#

attack-defense policy saomiaofanghu

scan detect level user-defined port-scan-threshold 1000 ip-sweep-threshold 1000 ac
tion logging block-source timeout 10080

#


https://blog.csdn.net/qq_20480611/article/details/50774686

RRIRTTIE

e R B R = A R IR A e,
undo scan detectdn & FSRKXIEERBIRIFILEITE.
(<]
scan detect level { { high | low | medium } | user-defined { port-scan-threshold thresho
Id-value | ip-sweep-threshold threshold-value } * [ period period-value ] } action { { blo
ck-source [ timeout minutes ] | drop } | logging } *
undo scan detect
[BR&E5R]
PSR E T RIAIRE.
[#RE]
WM E RIS IE
[FREEFAtE]
network-admin
mdc-admin
vsys-admin
(241
level: FEEWREREAMTLRS].
high: Fr=PPeRsl, ZE3IRealH RS RMIE, EXNERENIRREE
=, BPEEREIRS I ENARSERF I AR AV RS, Z R BIRIEE
WETNIEER 108D, FHimOiamAIprEEIE 95000 packets, FHIEMHIHEAIB
SEEIE /95000 packets,
low: FREBFEREI, ZRINRMEANTRHON, BRIERRE, ENF—
LRI B REG . IZRBIRIEEI B S108), SHisaRAIbsE
IFE9100000 packets, FHXEHHIAEAIPFEENE /100000 packets.,
medium: FRFIFERE, 1ZRFIGEPHIREIGHESIREER, BEEENHFI
tered Scan& I, ZHRBIRIPREKEACNERA108, SHXisOEIPHERE 4
0000 packets, HXItEHHAIBSSEEME /940000 packets,
user-defined: FRFAAFBEEXPFEMN, AFAREMNSSIIRERMHERIEEROE
. AR S R ERI I EER.
port-scan-threshold threshold-value : 3§ERAFIBR L EAMAEE. HS, thre
shold-value iRIPIEIHE MENEHAR & XA B MinOARANRIEE, REBE 1
~1000000000,
ip-sweep-threshold threshold-value : EEMIHFEIREREAIMARRE. H$, thre
shold-value /5iRIPiiH - MENEHR R EARRE BRIPHUHAMREE , BUEEE/91
~1000000000,
period period-value : FiaMEELR, period-valueFIEUESERE/91 ~ 1000000000, B
LR, BR&EEH10,
action: REXFEIEAILERIT A,

timeout minutes: FNERINNEZRRIEATE., HR, minutes&ELATE,
EUESEEA1 ~ 10080, B{IASH, BREEN10,

drop: FRERRHIRY, IMESEENAIRELAER, HZRGERIEIHRERSHE
ES =)

logging: FREHEZAE, MREMNFIKERER, EHICREEEE, £n
HEERBH AR HERSR.

IRIERREATLUSRIEE, WEERENSREA), SHaFaREmTHHEIHERISHREST.
TRSMIZBEZERS, EREFRUKIERTEEZRI.

XFREIET, TR%HEkdebug, RIURBIER—H. BBAXMEIBL T, WHIHEIIEEEEEuHE
FRT—RIEET. AIREIRSSARIMIAIN T RARE, B EERARI T HERBE,
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