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interface Route-Aggregationt

|

description external
ip binding vpn-instance external_vpn
ip address 10.0.9.7 255.255.255.0

msMa

interface Route-Aggregation2.1013

description SDN_SUBIF_Route-Aggregation2.1013
ip binding vpn-instance 6vo2is9s3v9c7rqfioqrgg9jcg
ip address 10.0.12.14 255.255.252.0

vlan-type dot1q vid 1013

#

WET—TIERE, BEREEE (RZARMBRMEER, WHARMGERERPE)
IPSECECEIT

ipsec transform-set jiuyuan

esp encryption-algorithm aes-cbc-256

esp authentication-algorithm sha256

pfs dh-group2

#

ipsec policy jiuyuan-policy 10 isakmp

transform-set jiuyuan

security acl 3100

local-address 124.166.230.117

remote-address 36.134.77.16

ike-profile jiuyuan

#

ike profile jiuyuan

keychain jiuyuan

local-identity address 124.166.230.117

match remote identity address 36.134.77.16 255.255.255.255 vpn-instance external_vpn
proposal 2

inside-vpn vpn-instance 6vo2is9s3v9c7rqfioqrgq9jcg

#

ike proposal 2

encryption-algorithm aes-cbc-256

dh group2

authentication-algorithm sha256

#

ike keychain jiuyuan vpn-instance external_vpn

pre-shared-key address 36.134.77.16 255.255.255.255 key cipher $c$3$rHS3ZKmgb38M/74WROME
76d8182J719+cylvD/zaBSM=

IZHIIKE SA insideVPNE5EiIZAY, FHBprofileh=
<H3Cx>dis ike sa v
<H3Cx>dis ike sa verbose

Connection ID: 10
Outside VPN: external_vpn
Inside VPN: external_vpn



Profile:

Responder COOKIE: 5b38ab1482db714d
(BRI A-
Ziggatin: RAASEMORIENIMNAH, IKEVEAINRISHIRTE, ike profieshfiimatch remote ide
ntityes B EREXIRAY KB Dt al identity
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Connection ID: 10

Outside VPN: external_vpn
IIBEMPERIC SNEINasideVPNEZEAY
<IR3Qfilelisplay ipsec sa
--Transmitting-entity: Responder
Inteitiate: AWKk geaitiral aeb252
--Responder-COOKIE: 5b38ab1482db714d

Local-IP:124.166.230.117

IPeeal pRliypsiueh-pRIRR
Sogabhee Aies.200.117
Mode: ISAKMP
FemeaiBlisidus3AdtRd6
-Remote ID-type:1PV4_ADDR
RemaedeitD110.254.96.141
Encapsulation mode: tunnel
ARéFrestiFatiaai SbosdyRESARED-KEY Local ID: 124.166.230.117
Inside VPN:

Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1416

Tunnel:

local address: 124.166.230.117

FEIERTIKE SASIPSEC SARIZE FHEATHEF
<H3Cx>dis ike sa verbose

Connection ID: 1
Outside VPN: test
Inside VPN: test1
Profile: profile1

<H3C>display ips
<H3C>display ipsec sa

Interface: GigabitEthernet1/0/1

IPsec policy: policy1
Sequence number: 1
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN: test1

debug 2HHIPSECIEHREZ, BOIFEENIKE SASIPSEC SARAETT, (BEREIEREX
[H3C]dis acl 3888

Advanced IPv4 ACL 3888, 2 rules,

ACL's stepis 5

rule 0 permit ip vpn-instance 6vo2is9s3v9c7rqfioqrgg9jcg source 192.168.200.226 0 destination 172.
16.3.15 0 (9571 times matched)



4—;$ ike profiIeEFlE’\Jmatch remote identity}tBit%910.254.96.141 27 5, &E&ike saSipsec saZ/z,

REIEE
*Sep 26 00:43:19:248 2023 H3C SESSION/7/TABLE: -COntext=8;

Jé‘%'%?ﬁgxﬁy'\@n 192.168.200.226/15627-->172.16.3.15/2048(ICMP(1))

§&?§A%'ﬂﬁ!ﬁ% was created.
I*O'Searf %%ngagfgég@gq%%(?ﬁﬁION/7/TABLE' -COntext=8;
J&%ﬁ?eﬁ&%{%é‘h’ﬁr}) %%&%%g%ﬁ/ igﬁ% T AN %ég’ 5’5%%@%‘3(“&%% external_vpn
E%%IOQIQQE ->ICMP_REQUEST, dir:ORIGIN, PacketType:REQUEST(8
RO R AR ST AN SR B Onte=S:
Tuple5(EVENT): 192.168.200.226/15627-->172.16.3.15/2048(ICMP(1))
Session entry was deleted.
*Sep 26 00:43:19:248 2023 H3C IPFW/7/IPFW_INFO: -COntext=8;
W>W§B|we[ﬁ8%t§q!e?ﬁbassee Num is 8(post routing beforefrag), Service ID is 26(ipsec), Bitmap is
2%8993&?&1 TBttg'é\ 1(0:continue, 1:dropped, 2:consumed, 3:enqueued, 4:relay)! Interface is Route-A
g%?r?&ﬂ%r\}PN: external_vpn
STrsge GPROB e Ssal 88718 FolpoBEigeol= 1. pkiid = 40684.
Profile: jiuyuan
*Sﬁ% ﬁ%ﬂnﬁ&%ﬂrﬁ%&%h@e@ IPFW/7/IPFW_PACKET: -COntext=8;
RegeoIcBBHAEe Bl Tagqtpaniion2.1013
V4RIGHon de RIS H5E88 a0Bc000fds
Pﬁf@&ﬁé‘:‘q%ﬁ?@é}g@?ﬁ ?ffset =0, ttl = 63, protocol = 1
cr]_eoc&ﬁqrﬁ ﬁ/&é‘?@f 7\6%1 68.200.226, d = 172.16.3.15
Cr]_%?',BﬁBL;%_'Q%EﬂW?'“ =1, vpn-InstanceOut = 1.
prﬂgmtotgqseggl%gﬁql?t from interface Route-Aggregation2.1013.
PR MY pe: IPV4 ADDR
HRSriof 9 FuzBaHeTspHm = 0x82c9.

<H3C>display ipsec sa
Interface: Route-Aggregation1
IPsec policy: jiuyuan-policy
Sequence number: 10
Mode: ISAKMP
Flow table status: Active
Tunnelid: 2
Encapsulation mode: tunnel
Perfect Forward Secrecy: dh-group2
Inside VPN: 6vo2is9s3v9c7rqfioqrgqg9jcg

SCIGEIGUEIN T

HMFEFS F1090 11.11.11.1----11.11.11.2 vpn:kdf M9000 vpn:management 172.31.0.17----
172.31.0.22 F5020 loopback10.0.0.1

M90005F50208237IPSEC, Bz /g11.11.11.1----10.0.0.1

ipsec—FERRY IKE SARIHNESS —B ERAYIPSECRISAIE AR L 2IE MR AEE

MRIEARRS, SN ERNBSGETIEY, £XEKH, KEINABIPSECHIHED, AEXRTER
IPSEC POLICY FRITRBip KX IKEMEHIRS, IATAIEREIRMECE (ANimfTike profilefremote 534
imfdlocal identity RICER) , AumfRARR, tBEMEHIKE SASIPSEC SA,

HERE2EN

i ike profileBtEINT (Imifm2172.31.0.2)

ike profile test

keychain test

local-identity address 172.31.0.17

match remote identity address 172.31.0.22 255.255.255.255 vpn-instance management
proposal 1

inside-vpn vpn-instance kdf
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