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%Sep 8 09:53:44:563 2023 DWDC-HLW-EX-F1010-2 IPSEC/&/IPSEC_SA_ESTABLISH: IPsec SA was established.

SA information:
Role: responder

Local address: ™" g
Remote address: 1. '€ °°

Sour addr: 1 "ee X o]
Dest addr: 1._ i
Inside VPN instance:
Outside VPN instance:
Inbound AH SPI: 0

Outbound AH didids

Inbound ESP|SPI: 2599368899
Outbound ESY§ SPI: 198810808
ACL number:
%Sep 8 09:53:44:820 2023 DWDC-HLW-EX-F1010-2 IKE/6/IKE P2 SA TERMINATE: The IKE phase 2 SA was delet
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%Sep B8 09:53:44:820 2023 DWDC-HLW-EX-F1010-2 IKE/6/IKE_P2_SA_TERMINATE: The IKE phase 2 SA was deleted.
Reason: An IPsec SA deletion message was received from peer.
SA information:
Role: responder
Local address: : - i. 8

S~ addresas: g
Suua —oy T =B
Dest addr: 1Y9<.iox —wval
Inside VBN *  .uce:
Outside VP *
Inbound AH SPI: 0
Outbound AH SE
Inbound ESP SHY: 2509368899
Outbound ESP I: 198810808
Initiator CookYET=PEysF ™4
Responder Cookie: 422fB86dBcced9195
Message ID: Oxélbd4fcbl
Connection ID: 57970797
Tunnel ID: 28

HEEEAKiipseclt®, &MABECEike invalid-spi-recovery enable,
ZINREEX LR lipseciRSZAISPIRIR, MREARIRREXIRAipsec SA, FiBAISTHMIFRipsec SA,
BRIERENSEEFRFEEAREIRHHRSATNER, FTLARET, ZIEEAENTTE, BN
SERIMZINREH T,

2.1.17 ike invalid-spi-recovery enable

ike invalid-spi-recovery enable@dRAFF AHMFEMIPsec SPIRIKE SAREMIE «
undo ike invalid-spi-recovery enablefd® MR iz IPsec SPIRIKE SAREME -
[#24]
ike invalid-spi-recovery emable
undo ike invalid-spi-recovery enable
[R&EER]
3 7iEIPsec SPIRYIKE SAEMER T AARE
ram
FRwE
[REE~ME]
netwark-admin
mdc-admin
[EmmEE]
HiPsechEill—WMELFX SMAE (HNFLFREER) SﬁtlllPsm SAZsal, SEFIPcecR@RMIR: —8 (FLE) MiPsec SAREREE L. MB— CAEE) THE

RAEEIPsec SAR TEMGRNEREERT L3I S5 1 05 08 k1P » BT EHRT « WPk FIPsecliR B
EHERTHER (AAFIHRLRBBIPsec SALSRAB0 - #iI\PlicSAE MHHIPM%IHE“H&I) » Bl ERD M ABIPsec SANI%EN!(QI#'EBNP“CI l

SPI — 6712 Rl 7R BIPsectR 3L g e P T B IR R BYIPsec SA» TN AR IEISPIE o maahu:n#mxsﬁsmig

SAR: g E
EETREE MR EIPsec SARIA LS iiiﬁlKEﬂl&iﬂJ:ﬂHl!E- 2 a2 MR R ASPIT GRIPsec SAe 25, Uk AR BARGRENEEIRTH, AR
IPsec SA. !ﬂwﬁai\ﬁwillﬁsﬂuﬂl= mlﬂ'&ﬂﬂﬁx#EiKESA ax-u&smmmzmwmwi =, ﬂ&ﬂﬁﬂﬂ%ﬁi”sf“lﬂll‘wcﬂﬂ iR

ﬂﬁi‘DoS (Denial of Sevice) B &M

E E kS lﬁ 131 Iﬁ iﬁﬂ*HEﬂleﬂﬁHﬁ’ﬁﬁﬂEWﬁxﬂﬁ I3 ﬂ&lﬂft?
Ak BRAKRT . RWAAHATAIPsec SPIRIKE SAREHE -
(€220

% 3 @IDeanT o DG B IKE SATHRE .

U T T L A I | R T T RS s S TR W Ay . = - . "
¥Sep 8 04:19:49:955 2023 DWDC-HLW-EX-F1010-2 IKE/6/IKE_P2_SA_TERMINATE: fhe IKE phase 2 SA was deleted.
Reason: An IPsec SA deletion message was received from peer.
SA information:
Role: responder
Local address
Remote addr
Sour addr:
Dest addr:
Inside VPN iu
Outside VPN instau.
Inbound AH SPI: 0
Outbound AH SP
Inbound ESP SPI:
Outbound ESP SPI:
Initiator Cookie
Responder Cookie iV
Message ID: 0
Connection ID
f Tunnel ID: 26

%Sep 8 04:19:49:955 2023 DWDC-HLW-EX-F1010-2 [PSEC/E/IFSEC“SA_TERHIN}*EI The IPsec SA was dele[e4
Reason: An IKE SA deletion message was received.
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Inbound AH SPI: 0
Outbound AH SPI: 0
Inbound ESP SPI: 3154023267
Outbound ESP SPI: 195595737
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ERMINATE: The IKE phase 2 SA was delet«
i jReason: An IPsec SA deletion message was received from peer
SA dnforpation.
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MEBERMIREEA—HS, #H—PHNEhE, KAkipsecRERIN PEMBIMNER LSRR
—5, ESPYRFI3des-cdcifEEE, RAMISHRMIEEE; MXinERNESPINERIEPZIEE

T sha2BiE, SEMIHHEI—E.

H

ipsec transform-set ike-profile-1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm mdS

a2
IPSec®lt O
(5L Gl B fisa @ Rdat
RN D . ESP Ak AH-ESP
ESPILEN2 D SM4 OCM256 ocM192 oCM128
GMAC2% ~ GMACY92 | |GMAC1I28 | AES-2%6
AES-192 AES-128 [HJI0ES DES
ESPUENE® M SHA2-512 su.u-
SHAI G wos
PFS® ®) NONE 1 n
19 13 1% 15
14 5 2 1
sasirr @
yFOs 3500 <30-604800-#2
STARQ 52428980 <0, 256-200000000-KB

PmELAEH—EUGipsec M IER, HIEHK,

VSep 8 10:11:28:298 2023 DWDC-HLW-EX-F1010-2 IPSEC/6/IPSEC_SA _TERMINATE: The IPsec SA was deleted.
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