(" MSR ADVPNTG; AL

ADVPN  EB3E 2023-10-31 5%

BRI Rz iER

spoke ( S5URN | MSR36 HUB

~

HUB#server@—&MSR36i8%%, spoke2—&Ai&E (FkIEF1000-AK135) servenE iz =mELk
FIHUBEEIZADVPN,



https://zhiliao.h3c.com/questions/catesDis/39
https://zhiliao.h3c.com/User/other/55272

1. ADVPNRSETAEEYZ, HUBHIspokei@Bti8a L £
2. EAZIVAM ClientfJIPv4FARIHEHE BRET S S



1. BSREMNIRERE, ADVPNIR EtRE7IPsec VPNIKE, MERIEEHFEE-A
(1) spokes NEIAYithiIE
interface Tunnel1 mode advpn gre
ip address 172.32.254.9 255.255.255.0 Q& &KINX MR fEserverig s FHubfBRISpokefIPv4
FARGMAIEEE, [EEREEXSEER
serverfPIfELE
vam server advpn-domain mem id 1
pre-shared-key cipher $c$3$qtHxMApstPa0BpKt51BUDS5B+tFoSg==
server enable hub-group 0
hub private-address 172.32.254.10
spoke private-address range 172.31.254.0 172.35.254.255
(2) HUBIg LIPv4 ADVPNESEREOTunnel1 BiEEIR
interface Tunnel1 mode advpn gre
ip address 172.32.254.10 255.255.255.0 //ZFIserversiHubZERAIHUD IPv4FARIHEHE—ET
ospf network-type broadcast
source GigabitEthernet1/4/3
tunnel protection ipsec profile dvpn
vam client mem
(3) HImALEAIRSSER, AREAMINE, XNFEHUBRIFEFBFISPOKEAREERCER —H#AJ, do
maintfiZiR FTERERE, NRELESAAAIRSEIAIE, M E&BEENKRE.
domain mem
authentication advpn local none
accounting advpn local none
(4) OSPFHAHMNEEZEAFAMIBIHMER
ospf 2
area 0.0.0.0
network 172.32.254.0 0.0.0.255



1. BRI EEENECERS, HUBTISPOKERJLAUEREM L4, BrILIERFARMIHMES, BiEt
AILAEEES,

[SERVER] display vam server address-map

ADVPN domain name: mem

Total private address mappings: 2

Group  Private address Public address Type NAT Holding time
0 172.32.254.9 124.126.16.130 Spoke No OH 14M 7S
0 172.32.254.10 124.65.137.178 Hub No OH 15M 22S

[SERVER]ping 172.32.254.9  (fEserver_tping spokeigeZitiit)
Ping 172.32.254.9 (172.32.254.9): 56 data bytes, press CTRL+C to break
56 bytes from 172.32.254.9: icmp_seq=0 ttl=255 time=4.575 ms
56 bytes from 172.32.254.9: icmp_seq=1 ttl=255 time=4.435 ms
56 bytes from 172.32.254.9: icmp_seq=2 ttl=255 time=4.343 ms
56 bytes from 172.32.254.9: icmp_seq=3 ttl=255 time=4.269 ms
56 bytes from 172.32.254.9: icmp_seq=4 ttI=255 time=4.288 ms
--- Ping statistics for 172.32.254.9 ---

5 packet(s) transmitted, 5 packet(s) received, 0.0% packet loss
round-trip min/avg/max/std-dev = 4.269/4.382/4.575/0.112 ms
[SERVER]dis ipsec sa

Interface: Tunnell

IPsec profile: dvpn
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: transport
Perfect forward secrecy:
Path MTU: 1404
Tunnel:
local address: 124.65.137.178
remote address: 124.126.16.130
Flow:
sour addr: 124.65.137.178/255.255.255.255 port: 0 protocol: gre
dest addr: 124.126.16.130/255.255.255.255 port: 0 protocol: gre

[Inbound ESP SAs]
SPI: 2965272858 (0xb0Obe791a)
Connection ID: 4294967296
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843187/2244
Max received sequence-number: 160
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 3922642703 (0xe9cec70f)
Connection ID: 4294967297
Transform set: ESP-ENCRYPT-DES-CBC ESP-AUTH-SHA1
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843186/2244
Max sent sequence-number: 159
UDP encapsulation used for NAT traversal: N
Status: Active

[SERVER]dis ike sa
Connection-ID Local Remote Flag  DOI

9 124.65.137.178  124.126.16.130 RD IPsec
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