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Wed, 2023-11-01 01:23 14(IKE] <1i121> IKE_SA 1(22] rekeyed between 192.168.1.100(test]...183.203.181.185(183.203. “1 105)
Wed, 2023-11-01 01:23 14[IKE] <1]21> rescheduling reauthentication in O3 after rekeying, lifetime reduced to 120:
Wed, 2023-11-01 01:23 14[IKE) <1121> IKE_SA 1[21] state change: ESTABLISHED => REKEYED

Wed, 2023-11-01 01:23 14(ENC) <1i21> U!m!l'ltim CREATE_CHMILD_SA response 4 [ 3A No KE

Wed, 2023-11-01 01:23 14(NET) <1121> sending packe from 192.168.1.100{4500] to 183.203.181. 185(15001 (300 byres)
Wed, 2023-11=01 01:23 15(IKE] <1i21> unable to reauthenticate in REXEYED state. delaying for

Wed, 2023-11-01 01:23 10(NET) <1121> received packet: from 183.203.191.185(4500) to 1%2. Nl.l 100(0500] (76 bytes)
Wed, 2023-11-01 01:23 10(ENC) uz:rﬂn‘lﬂmﬂrm‘rrrl

Wed, 2023-11-01 01:23 10(IKE] <1i21p received DELETE for IKE_SA 1({21)

Wed, 2023-11-01 01:23 10([IKE]) <1i2 1.100(test)...183.203.181,185(1983.203.101.185)
Wed, 2023-11-01 01:23 10([IKE) <1]21> IKE_SA 1(21]) I‘I‘I m REXEYED => DELETING

Wed, 2023-11-01 01:23 10(IKE] <1]21> IKE_SA deleted

Wed, 2023-11-01 01:23 10([ENC] <1]21> gQenerating INFORMATIONAL response 5 [ ]

Wed, 2023-11-01 01:23 10(NET) <1121> sending packet: from 192.168.1.100(4500) to 183.203.181.185(4500) (7€ bytes)
Wed, 2023-11-01 01:23 10(IKE] <1i21> IKE_SA 1(21]) state change: DELETING => DESTROYING

Wed, 2023-11-01 01:25 10(IKE] <1i22> queveing IKE_DELETE task

Wed, 2023-11=01 01:25 10[IKE] <1122> activating mew tasks

Wed, 2023-11-01 01:25 10(IKE) <1122> activating IKE_DELETE task

Wed, 2023-11-01 01:25 10(IKE] <1122> deleting IKE_SA 1(22] between 192.168.1.100(test)...183.203.101.185(103.203.181.18%)
Wed, 2023-11-01 01:25 10[IKE] <1]22> IKE_SA 1(22] state change: ESTABLISHED => DELETING

Wed, 2023-11-01 01:25 10[IKE] <1122> sending DELETE for IKE_SA 1(22)

wed, 2023-11-01 01:25 10[ENC) <1122> generating INFORMATIONAL request

Wed, 2023-11-01 01:2% 10(XET) <1]22> undim; pncht' u- 192 u- 1. 1aausnn1 eo 183.203.181.185(4500] (7€ bytes)
Wed, 2023-11-01 01:25 13(NET) <12 - = £8.1.100[4500] (7€ bytes)
Wed, 2023-11-01 01:25 13(ENC) <1123 parsed lum.:m response O [ D)

Wed, 2023-11-01 01:25 13(IKE] <1i23> IKE_SA deleted

Wed, 2023-11-01 01:25 13(IKE] <112 IKE SA 1(22) state c ge: DELETING => DESTROYING

Wed, 2023-11-01 01:25 13(CHD) <1i2 LO_33 state change: INSTALLED =5 DESTROYING

¥EX, 2923°31°03 D31Z9 AILIKE] €IIP> EKE_SA I(¥] STATE Change: EITABLISNED =3 KEKEVED

Fri, 2023-11-03 01:20 13(ENC] <11%> generating CREATE_CHILD_SA Tesponse O [ SA No

FEi, 2023-11-03 01:20 13(NET) <11%> sending packet: from 193.168.1.100(4300) to 193.203.181.185(4500) (300 bytes)

Fei, a8 ovxm| ain bytes)
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o:nul
o[ 1KE)
oI (ENC)
o7 (NET)
oI(1KE}
os[1xE)
os[1xE)
os(ixe)
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20
20
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<1110

22

22
22
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1RE
1s(1xe)

23

mmu-ﬂ wtl-v from 183.203.181.183(4500) to 152.168.1.100(4500) (76
o]

IKE_SA deleted

sending pac

£168.1.100(test) . .. 18.

<ie xr:._n ::01 atate ch-vm. REXEYED => DELETING

<11%> generating INFORMATIONAL response 1 [ ]
ket: from 192.169.1.100(4300) to 192.303.191.185(4500) (76 bytes)

<11%> IKE_SA 1(5) state change: DELETING => DESTROVING

<1110> queveing IKE_DELETE task

€1110> activating new tasks

activating IKE_DELETE task

<1130> Seleting IKE_SA 1[10) Between 1%2.162.1.100(test)...
<1130> IXE_SA 1(10) state cha 3
<1130> sending OELETE for IKE_SA 1(30]

€1110> generating INFORMATIONAL request 0 [ D )

<1110> sending packet: from 192.1¢
<u|o> received packet:

1 ESTABLISKED => OELETING

.18, 183 [4300] to 192.1:

sed ummnuu. response 0 [ D)

203.181.185 (203,

103.203.181.185(183.203.101.18%)

.100[4300) to 193.203.181.103[4300) {76 bytes)
1

00143001 (76 bytes)

<1365 txen luu: state cha

203.101.185]
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#
ikev2 dpd interval 20 on-demand
#
ikev2 keychain 1
peer 2
identity fqdn test
pre-shared-key ciphertext $c$3%$ea+tyrkuRMjsjkahglajgd/XVc43xMIrmGk=
#
ikev2 profile 1
authentication-method local pre-share
authentication-method remote pre-share
keychain 1
identity local address X.X.X.X
match remote identity fqdn test
#
ikev2 proposal 1
encryption aes-cbc-128
integrity shal
dh group2
#
ikev2 policy 1
proposal 1
#
#
interface GigabitEthernet1/0/1
port link-mode route
ip address X.X.X.X 255.255.255.240
manage https inbound
manage ping inbound
manage ssh inbound
undo dhcp select server
ipsec apply policy GE0/1
gateway 183.203.181.177
#
ipsec transform-set 1
esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shai
#
ipsec policy-template 1 1
transform-set 1
local-address X.X.X.X
ikev2-profile 1
#
ipsec policy GEO/1 2 isakmp template 1
#

YIS ERMITAORR, ATHHASERORE, BIXMNCRNodlleFETEEHRE.

Itt, FEWERHREIEIdebUGEE T =T EAIRRE.
XIRZAE LU T :

RBM_S<F1090_S>debugging ikev2 all remote-address x.x.x.x

LIRERRIZRERS, BRFRIREENEN. R=AXraaEErtEdebug, BIAINTTD
b, SERRANSREETERRERS IR AR TN s 33t debug, BRIMK.
RIBKEEEE A, HIERMRFWEEDPDIRSXGSESEIRIN, FEMmRE.

*Nov 8 02:36:03:634 2023 H3C IKEV2/7/DPD-MESSAGE: -COntext=1; vrf = 0, src =



183.203.181.185, dst = 120.208.142.17/8192

Retransmit DPD packet.

HRIHRETS REINATER 7 S, —IRSFEDPDIAN, MTKEIUS, BEMIRIKEV2 SAFIIPsec S
AZF&%U% E?gket to 120.208.142.17 remote port 8192, local port 4500.

ﬁi\leO\é gp ﬁ;éggé%%m%ysﬂ{ﬁﬁCKET -COntext=1; vrf = 0, src = 183.20
3[11 0 |ke8\§2 ((ji%dnp v%l%f@%ﬁZEVZ DPDIBEE,

(GEES
ikev2 dpd interval interval [ retry seconds | { on-demand | periodic }
undo ikev2 dpd interval

tﬁ L#la%§6923a4221 b30

IKEv2 DPDIRUIHAERLF RTINS,
_SP| ff1b 72b42 d8c98
flig) 1Parebezedse

REIE

tRsareR R

network-admin

ml%féggg%ﬁ type: INFORMATIONAL

{%éil]

mtergal m!czarva'E %EﬁmﬁlKEVz DPDIFNAIRT EafE, BUESEE/10 ~ 3600, Eif
B, MWHERRRUER, IEEE TS KAE2E NIHRIE IPseciRS, NAXIRS

El) e B B 7o U @%ﬂ%ﬁ‘ﬂ R0 sembe rDPDIRTIAORT I,

retry seconds: }SEDPDIRVHE(ERIEIENE, BUEBE/H2~60, BR{LAF), HE
Vi5,02:36:03:634 2023 H3C IKEV2/7/DPD-MESSAGE: -COntext=1; vrf = 0, src =

JE20at St o0a0 R R e s T, AR Psec

R, &D%Eméﬁuﬂﬁ% S E— RIS R BTSSR IKEV2 DPD
SR AR R intervaltsrenontial) . MiEDPDER
periodic: EFERERIESIAER, EDMIRALAIKEY2 DPDRIIIREIEN (Rh@dinterva

ihlow 8023600634 2023, Hag JKEV2/7/ERROR: -COntext=1: vrf = 0, src -
1BAR03.15. 185, dst = 183.202.198.192/22016

IKEv2 DPDEFIfMEL: IRERUESAIERIRIER. —RETRIEK, EilE
RSSO "R T, (EAREE RS, TRMARN,; ;zu%—;-*;—g
RS AHRIIRAPADS, WeILAEREIRIMER, fEER RS T IE,

A8 038 2000 K0 LT E N ORiSl r"mé%%%{%%’

181,185, At~ 183.202.198.192/22016
AIERIKEV2 profiletBE FAIZRSHIE T#BECE T DPDIRIINAE, WIKEV2 profileflE T

E%B%%‘é%‘_%% sRE S SR SRt ke b D eminee, MIRERGE

THIDPDE

éﬂ%ﬁmmervaﬁ%%c%‘—) T R ROb R A BN BB iR

e IR, SA was deleted.

EQE?%%E%@,,.bgiAm‘}E\?éE"b'B%%ﬁuﬂ%f%‘fa‘i@%%15&

informati
ysname> system view

snamg]olﬂevﬁ dpd interval 15 on-demand

%%féa“ﬁ'ﬁﬁ%?v?ﬁv% BﬂB}mﬁgamsnlmumjm5%4\,

R§mote address} 183 20
sname

ur a ddr %‘3&00 .0/255, g55 253 .0 Port: 0 Protocol: IP
ysname pd interval 1
Dﬁﬁ 1172 16.19.0/255.255. 255 0 Port: 0 Protocol: IP
npv

!nS|de L é‘s{ﬁa‘::vZ profile view)
Outside VPN instance:

Inbound AH SPI: 0

Outbound AH SPI: 0

Inbound ESP SPI: 3865425843
Outbound ESP SPI: 3491711361
ACL number:

*Nov 8 02:36:03:634 2023 H3C IKEV2/7/FSM: -COntext=1; vrf = 0, src = 183.203.18
1.185, dst = 183.202.198.192/22016

Child SA(ESP SPI 0xb3b765e6) deleted.



*Nov 8 02:36:03:634 2023 H3C IKEV2/7/EVENT: -COntext=1; vrf = 0, src = 183.203.
181.185, dst = 183.202.198.192/22016

[IKE->IPsec] Send delete DPD request.

*Nov 8 02:36:03:634 2023 H3C IKEV2/7/FSM: -COntext=1; vrf = 0, src = 183.203.18
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