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APXRECERER:

portal server h3c ip 10.1.0.202 key cipher $c$3$H4RiqbGhyEUJ3fpjcTvO46BknTKkvoXnXg== url hit
p://10.1.0.202:8097/web/scwp/auth/authindex server-type cmcc

portal free-rule 0 source ip any destination ip 112.29.132.0 mask 255.255.255.0
portal free-rule 1 source ip any destination ip 10.1.0.22 mask 255.255.255.255
portal free-rule 2 source ip any destination ip 114.114.114.114 mask 255.255.255.255
portal free-rule 3 source ip any destination ip 211.138.180.2 mask 255.255.255.255
portal free-rule 4 source ip any destination ip 10.1.0.200 mask 255.255.255.255
portal free-rule 5 source interface GigabitEthernet1/0/1 destination any

portal free-rule 6 source ip any destination ip 10.1.0.23 mask 255.255.255.255
portal free-rule 7 source ip any destination ip 117.71.17.96 mask 255.255.255.255
portal free-rule 8 source ip any destination ip 10.1.0.201 mask 255.255.255.255
portal free-rule 9 source ip any destination ip 10.1.0.202 mask 255.255.255.255
portal free-rule 10 source ip any destination ip 10.1.0.203 mask 255.255.255.255
portal free-rule 11 source ip any destination ip 10.1.0.204 mask 255.255.255.255
portal free-rule 12 source ip any destination ip 10.1.0.205 mask 255.255.255.255
portal free-rule 13 source ip any destination ip 10.1.0.206 mask 255.255.255.255
portal free-rule 14 source ip any destination ip 10.1.0.207 mask 255.255.255.255
portal free-rule 15 source ip any destination ip 10.1.0.208 mask 255.255.255.255
portal free-rule 16 source ip any destination ip 10.1.0.209 mask 255.255.255.255
portal url-param include user-mac param-name wlanstamac

portal url-param include nas-ip param-name wlanacip

portal url-param include ap-mac param-name wlanapmac
portal url-param include user-url param-name wlanuserfirsturl
portal url-param include user-ip param-name wlanuserip
portal url-param include ssid param-name ssid

portal host-check wlan

#

portal https-redirect server-policy h3c

ssl server-policy h3c

debug portal (S8

*Dec 6 12:48:41:896 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 is ESTABLISHED!

*Dec 6 12:48:41:896 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 Alert [length 0002], warning close_notify

*Dec 6 12:48:41:896 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: A connection of N/A deleted!
*Dec 6 12:48:41:896 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP N/A changed from ESTABLISHED to CLOSE_WAIT! //B—X=RIEF, tcptlixiAT

*Dec 6 12:48:41:897 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Source MAC = 7c7a-91a9-cb03
VLAN = 2119

Dec 6 12:48:41:898 2017 test DPPORTAL/7/DP_PORTAL_DEBUG:

Matched Redirect ACL.

IfName=Vlan-interface2119, PortName=WLAN-BSS0, SrcIP=10.15.34.52, DstIP=183.232.231.172,
Flow=0!

*Dec 6 12:48:41:899 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Source MAC = 7c7a-91a9-cb03
VLAN = 2119

45 00 00 28 78 d0 40 00 80 06 b6 27 0a 0f 22 34

b7 e8 e7 ac ca e3 01 bb 00 87 31 1a b4 cb 3d 01

50 10 fa f0 f8 fe 00 00

*Dec 6 12:48:41:900 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 is SYN_RECVD!


https://zhiliao.h3c.com/questions/catesDis/193
https://zhiliao.h3c.com/User/other/372
http://10.1.0.202:8097/web/scwp/auth/authIndex

*Dec 6 12:48:41:900 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 changed from SYN_RECVD to ESTABLISHED!

*Dec 6 12:48:41:900 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 is ESTABLISHED!

*Dec 6 12:48:41:900 2017 test DPPORTAL/7/DP_PORTAL_DEBUG:

Matched Redirect ACL.

IfName=Vlan-interface2119, PortName=WLAN-BSS0, SrcIP=10.15.34.52, DstIP=183.232.231.172,
Flow=0!

*Dec 6 12:48:41:903 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 is ESTABLISHED!

*Dec 6 12:48:41:903 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: The Packet Header len is
40,ulBodyLen 235

*Dec 6 12:48:41:903 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Success to copy data From
Mbuf.

*Dec 6 12:48:41:903 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: BIO wrote 235 bytes into SSL.
*Dec 6 12:48:41:904 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Recv TLS 1.0 Handshake [length 00e6], ClientHello

*Dec 6 12:48:41:904 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 Handshake [length 004a], ServerHello

*Dec 6 12:48:41:904 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 Handshake [length 0318], Certificate

*Dec 6 12:48:41:904 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 Handshake [length 0004], ServerHelloDone

*Dec 6 12:48:41:904 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: BIO read 885 bytes from SSL.
*Dec 6 12:48:41:905 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Processed SSL handshake.
*Dec 6 12:48:42:121 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Recv TLS 1.0 ChangeCipherSpec [length 0001]

*Dec 6 12:48:42:121 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Recv TLS 1.0 Handshake [length 0010], Finished

*Dec 6 12:48:42:122 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 ChangeCipherSpec [length 0001]

*Dec 6 12:48:42:122 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: PT_TCP TLS Info Description:
Send TLS 1.0 Handshake [length 0010], Finished

*Dec 6 12:48:42:122 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: BIO read 59 bytes from SSL.
*Dec 6 12:48:42:122 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Processed SSL handshake.
*Dec 6 12:48:42:128 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: State of connection with source
IP 10.15.34.52 is ESTABLISHED!

*Dec 6 12:48:42:129 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: The Packet Header len is
40,ulBodyLen 890

*Dec 6 12:48:42:129 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Success to copy data From
Mbuf.

*Dec 6 12:48:42:129 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: BIO wrote 890 bytes into SSL.
*Dec 6 12:48:42:129 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: decrypt data success,the packet
total length is 868.

*Dec 6 12:48:42:130 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Copy simple packet len is (828).
*Dec 6 12:48:42:130 2017 test PORTAL/7/PORTAL_DEBUG: The user (10.15.34.52) redirect url is h
ttp://10.1.0.202:8097/web/scwp/auth/authindex ?wlanuserip=10.15.34.52&ssid=i-
hefei&wlanapmac=38-97-D6-A1-94-E0&wlanacip=192.168.110.12&wlanstamac=7C-7A-91-A9-CB-03
&wlanuserfirsturl=https://www.baidu.com. IIBRERERAMINT , ERNSESIZIERERER
*Dec 6 12:48:42:130 2017 test PORTAL/7/PORTAL_DEBUG: The user (10.15.34.52) redirect succe
ss.

*Dec 6 12:48:42:130 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: BIO read 917 bytes from SSL.
*Dec 6 12:48:42:131 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Compose https redirect packet
successfully.

*Dec 6 12:48:42:131 2017 test TCPCHEAT/7/TCPCHEAT_DEBUG: Processed SSL application data

*Dec 6 12:48:42:131 2017 test DPPORTAL/7/DP_PORTAL_DEBUG:
meEs:


http://10.1.0.202:8097/web/scwp/auth/authIndex?wlanuserip=10.15.34.52&ssid=i-hefei&wlanapmac=38-97-D6-A1-94-E0&wlanacip=192.168.110.12&wlanstamac=7C-7A-91-A9-CB-03&wlanuserfirsturl=https://www.baidu.com
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o Tine Destination Protocol Lagth Info
125 2017-12-06 13:01:10.760709 .231.17. 108.15.34.52 CH 54 443 » 51938 [RST] Seq=945 Win=8192 Len=0

127 2017-12-06 13 .761299 10.15.34.52 183.232.231.172 54 51339 » 443 [ACK] Seq=: =
128 2017-12-06 13:01:10.761592 10.15.34.52 183.232.231.172 Tent Hello =
129 2017-12-06 13:01:10.768983 183.232.231.172 10.15.34.52 939 Server Hello, Certificate, Server Hello Done =
130 2017-12-06 13:01:10.769514 10.15.34.52 183.232.231.172 380 Client Key Exchange, Change Cipher Spec, Encrypted flan=
=
=
=}

131 2017-12-06 13:01:10.986165 183.232.231.172 10.15.34.52 TLSv1 113 Change Cipher Spec, Encrypted Handshake Message
132 2017-12-06 13 0.986615 10.15.34.52 183.232.231.172 944 Application Data, Application Data
133 2017-12-06 13:01:10.993974 183.232.231.172 10.15.34.52 971 Application Data

291 2017-12-06 13:01:12.634059 10.15.34.52 183.232.231.172 54 51961 > 443 [ACK] Seq=1 Ack=1 Win-64248 Len-0
292 9017-19-9A 13-41:17 A4453 1915 34 5 183 932 931 172 TS 989 Cliant Halla =
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‘Stream Content

GET /web/scwp/auth/authForword/?wlanuserip=10.15.34. 52&ssid=1- i = -D6-
A1-94-EO&wlanacip=192.168.110.12&wlanstamac=7C-7A-91-A9-CB-03 s
wiw. baidu. com&t=Wed%20Dec%2006%202017%2013:01:11%20GMT+0800%A0(. ... .. oo v v v anvnns i
HTTP/1.1

Host: 10.1.0.202:8097
Connection: Keep-Alive

Accept: image/gif, image/jpeg, image/pjpeg, application/x-ms-application, application/
xaml+xml, app11cat1onfx ms—x| ap ?

Accept- Language zh-Hans-CN, zh-Hans; g=0. 5

user-Agent: Mozilla/5.0 (windows NT 10.0; wowe4; Trident/7.0; rwv:11.0; SE 2.X MetaSr
1.0) 1ike Gecko

Accept- Encochng gz1p, deflate

cCookie: 3 41 5011 836F197590A17C53355A88
HTTP,/1.1 400 Bad Request

Servers _nginx/1.11.1

Date: We = :01:11 GMT

i, UD U U
Transfer-Encodi ng: chunked|
Connection: keep-alive
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SEEEEPss| server-policy

ssl server-policy xxx

FiRportal https-redirectXBACIHT T

portal https-redirect server-policy xxx

ssl server-policy ESILINES, VEEHEERIES. EAHIEERTR, UERL R,

KTFEE, RERMSEES, TERREEE. ERULBCELSEEIEREAN, BASR
SEREFMISSLEE. ZEDERBAR LN, IEBTWIMALERR, S5 — 1 CNIREIRY, &
BHEMAZIRE, REHENEZRXACNTE, FEEEEET
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