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Kali Linux
i3]

mEETLiEAkali-linuxgibashzxB&E, thalbifEwindows terminal BAHFINOHEN, F—REHLBEROAKES
3, tufiliwirelessifi:

¥ EHER: Windows PowerShell

:\Users Windows PowerShell  Cirl+Shift+1
:\Users

:\Users = mSIETRE Ctrl+Shift+2
:\Users
:\Users
:\Users Ubuntu 22.04.3 LTS Ctrl+Shift+4
:\Users

:\Users' b, kali-linux Ctrl+Shift+5
:\Users'

:\Users . 1% Ctrl+,
:\Users
:\Users
:\Users
:\Users

Azure Cloud Shell Ctrl+Shift+3

Ctrl+Shift+P
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r) » EER: Windows PowerShell

ZERIWSL2+kali-linuxsBRwitsxte, FTREESWUSBR-RHHTEERIRE.
FER2 3EFUSBRI&
XEEAEIwindows FAYusbipd TR, ATLASLIHEwindows/MNRAJushIREIEHEIWSL2 T, B TS
Elkali-linux FEiE7EWindow_EiBSX MusbiRtg. ©E XY &R USB 18 | Microsoft Learn
Powershel R#11T

inget install --interactive --exact dorssel.usbipd-wi
Ekali-linuxggbash ™47

BEIVENSERBKCE, BRizfTpowershel RS :

FATIAB RSB HEREWINdOWS RS FRIusbigs, filtn:

PS C:\Users\ - usbipd.exe list

Connected:

BUSID VID:PID DEVICE STATE

1=2 1b3f:2008 USBE Audio Device, USE S A8 Not shared
1-18 8087:0aaa HEHF/R(R) T Bluetooth(R) Not shared
U-q 2357:0101 |TP-Link Wireless USB Adapter Shared

oIpd piNa -b 4-4
SLHUSBME/Ishared, REshared A A LAtattach8wsI RS,
TEARRIG)F R4 - AT B A E SO E

(B!
Unknown hdlpdbk' may be incompatible with this soft ind --force' may be required.
usbipd: warning: USB filter 'USBPcap' is known to be incompatible with this software; 'bind ——force' will be required.

BiEidd<$attachtwsI RS
usbipd.exe attach -w kali-linux -b 4-4

» lusbipd.exe attach -w kali-linux -b 4-4

usbipd: warning: A third-party firewall may be blocking the cennection; ensure TCP port 3240 is allowed

UEY e SR e B el | - -VESsSaCii)

PS C:\Users'® > wsl
NAME STATE VERSION
* Ubuntu-22.04 Stopped 2
docker-desktop-data Stopped 2
kali-linux Running p

RERIFERIRAWINdows FRIUSbM <RI Y, EXmfz7Ekali-linux FiE@EidIsusbr] LURIIFFEUSb/I-=

lsusb
001 Device : ID 1d6b:0002 Linux Foundation 2.0 root hub

001 Device :| ID 2357:0101 TP-Link RTL8812AU Archer TdU 802.1llac
001 Device : ID 2357:0101 TP-Link RTL8812AU Archer TdU 802.1llac
002 Device : ID 1d6b:0003 Linux Foundation 3.0 root hub

SRR RGEVRITRIRIER? 10, 5 TRt 2R,

#Ekali FHTifconfighiga R TLX MUSOR-EHIREI, BRARI%EKaliFEXNR-ERHSHH,

180, EEESFaircrackiORTLES 2AUR-EIREN, LSRRI BEKalFhes FHUREIR,

SR EEIRAAT LA TIE N WSLE TR ERNInUE(TIR, 8 Tlinux kernel header, @7 HTIRARIE

AT EE RIS ERIETiIkernelSU4INEL, FEMRheaderFHEERIER. —BNMAEH iR!
BAER3 EFfkali-linux kernelfzheader
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XEB&#E T R4kevin-doolaeghe/wsl-kernel-modules: Build kernel modules for WSL2 distros (github.co
m)

3

RBIESHIRMESER—RASHE,
—. wsl2 kalifgEihes

1. BERREGEUSF

2. WEVENSEM

sudo apt install bash-completion build-essential gcc g++ avr-libc avrdude default-jre default-jdk git clang make nano x|

z-utils usbip wget]

source .bashrc

. ZeZEkali linuxSZf4

sudo apt install kali-linux-large|

. FEREEAN, RHGUIE

J<ex --esm -}
Z. buildHEZEEEXAWSL2 linux kernel#%

1, LEVENTER
2. TEHESHIWSL2Z I H B MR ES

get https:/github.com/microsoft/WSL2-Linux-Kernel/archive/refs/tags/linux-msft-wsl-$(uname -r | cut -d- -f 1).tar.gz

w

N

ar -xvf linux-msft-wsl-$(uname -r | cut -d- -f 1).tar.gz

cd WSL2-Linux-Kernel-linux-msft-wsl-$(uname -r | cut -d- -f 1)

3, FFAZRIECESE, EEnetwork FHwireless cfg80211HBXHIANE
make menuconfig -j $(expr $(nproc) - 1)
B ETEE, RYFA, REFEANTRER, BEHRFREH, HBo8E:

{erne

Linux/x86 5.15.133.1 Hernel Configuration
he menu. <Enter> selects submenus ===> (or empty submenus ====). Hi
. <N= excludes, <M> modularizes features. Press <Esc><Esc> to exit, -
[ ] excluded <M> module < > module capable

[*] 64-bit kernel
Processor type and features --->
[#] Mitigations for speculative execution vulnerabilities --->
Power management and ACPI options ---=
Bus options (PCI etc.) =--—>
Binary Emulations ---=
[*] Virtualization --->
General architecture-dependent options --->
[#] Enable loadable module support =--->
[*] Enable the block layer --->
I0 Schedulers --—->
Executable file formats --->

+_options —-->

[*] Networking support --——>
evice 1Vers —
File systems -—-->
Security options --->

v(+)

< Exit = < Help > < Save > < Load >

Networking support
ow keys navigate the menu. <Enter> selects submenus ——-> (or empty submenus --—-). Highli
ssing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <?>
end: [*] built-in [ ] excluded <M> module < > module capable

| -—- Networking support |

Networking options --—->

Amateur Radio support --——-

CAN bus subsystem support ----
Bluetooth subsystem support ---—-
RXRPC session sockets

HCM sockets

A A A AP
V VV Vi

<*> Plan 9 Resource Sharing Support (9P2600) --->
< » CAIF support --—-—-

-%-  Ceph core library

[ Include file:line in ceph debug output

[1] Use in-kernel support for DNS Llookup

< > NFC subsystem support ---—-

< > Packet-sampling netlink channel --—-

< > Inter-FE based on IETF ForCES InterFE LFB --—-—
vi(+)

< Exit > < Help > < Save > < Load >



https://github.com/kevin-doolaeghe/wsl-kernel-modules

.1 Kernel C

Wireless
e menu. <Enter> selects submenus —--> (or empty submenus —---). Highlight
<N> excludes, <M> modularizes features. Press <Esc><Esc> to exit, <7> for
[ ] excluded <M> module < > module capable

— Wireless
<*x>| cfgBB211 - wireless configuration API

] nl80211 testmode command

1 enable developer warnings

] cfgB80211 certification onus
1
]

enable powersave by default
cfgB80211 DebugFS entries
[*] support CRDA
[*] cfg80211 wireless extensions compatibility
<*> Generic IEEE 802.11 Networking Stack (mac86211)
[*] Minstrel
Default rate control algorithm (Minstrel) --——>
1 Enable mac88211 mesh networking support
]  Export mac86211 internals in DebugF$
1 Trace all mac88211 debug messages
] Select macB80211 debugging features --—-

< Exit > < Help = < Save > < Load >

4, buildmizFBERE

sudo make instal

IXMIREHETRERIBEIRE
‘ :142: CON

RIEHEI1421T7, 5CONFIG_X86_X32tB*MIEETiFE, THHHUT

Sudo make install

. make instal EEREREZRIE R FE— M vmlinux3Z4, BAIFEREIwindows TRIFFBER,
HAT:

. TEwindows N AIFEF B REIEE . wslconfigH B RIZ SIS,

hano /mnt/c/Users/wireless/.wslconfig|

XHRIES

[&]

[l O

£

ernel=C:\\Users\\wireless\\vmlinux
. fEwindows powershel F&FEFwsl
sl —shutdown
SRIGEFHTEpowershellfiziEkali-linux
FER4 fRiFRI-RIREhH B IREIRBIRTLE812AU
. THaircrack-ng>xFrti8812aufI-RIRENE, EEM-<ETHR
it clone https://github.com/aircrack-ng/rtl8812a

N

] —

2, RiFEH
sudo make]
3. WIEANIHESEE ko3, Fefil=idhiad Fkansi

[7]

udo modprobe ctg80211

udo insmod 88XXau.ko|

[7]

AE

. KT

udo make insta

. [BFttmodule

uao modprobe 88X Xaul

. HERREHEZINE, EAwsISREMAMwindowsf TR /AXEEASAE A/NEER, 8
pa b e SpliE =<k ElNsudo modprobe 88XXau

o '¢cfg80211" | su d

@m(ﬂifl)

BRER5 kaliZzZ&aircrack-ngMzwireshark TEIFEFAwifiRl-E
1, ZLZEairchrack-ngTHE
sudo apt install aircrack-ng pciutilg



2, BRM-RIRERmonitort&Ez
sudo airmon-ng start wlan0fezaiNjAEe~CUN ISt Rl B mi=r=l N TR S s

~/WSL2-Linux-Kernel-linux-msft-ws1-5.15.133.1
ip a
: <LOOPBACK, UP LOUER UP> mtu 65536 dlSC noqueue state UNKNOWN group default
link/loopback ® brd 3]
inet /8 scope host lo
valid_Llft forever preferred_lft forever
inet6 /128 scope host
valid_lft forever preferred_lft forever
eth®: <BROADCAST, MULTICAST UP,LOWER_UP> mtu 1500 gdisc mq state group defau
link/ether 00:15:5 b: K: 4 brd ff:ff:ff:ff:£F:FF
inet /20 brd scope global eth@®
valid_lft forever preferred_lft forever
inet6 /64 scope link
valid_1ft forever preferred_lft forever
<BROADCAST HULTICAST> mtu 2312 qdisc noop state group default glen
Link/ether )d brd ff:ff:ff:ff:ff:

~/WSL2-Linux—Kernel-linux-msft-wsl-5.15.133.1
sudo airmon-ng start wlanl
PHY Interface Driver Chipset

phy2 wlanl 88XXau TP-Link RTL8812AU Archer TdU 802.1lac
(monitor mode enabled)

3. LZEwireshark

4,  FroottEzliz Twireshark, WERAErootSAINRBIAR TiXAMME

sudo wireshark]

HrwiresharkEOFEEERmwlan 1iXAM-<, Bidmtview Fhwireless barfREZ]LINSHITEMERIEZET
{Ef=E, WTE:

The Wireshark Network Analyzer =[O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

F ® | X € ] == a4 a8

y E 1]+
mmr Channef [36-5180 - [20MHz ~ 802.11 Preferences

Welcome ta Wireshark

Capture
using this filter: =) |Allinterfaces shown~

Leepback: lo
blugtoath-manitor
e

dbus-session
€isca remete capture: ciscodump
DisplayPart AUX channel monitar capture: dpausmen

UDP Listener remote capture: udpdump

eéeoecee

Wi-Fi remote capture: wifidump

#Xizhave fun
RHARLER,

alEE:

XNEHIEREZHIANBENTRZIE@A, ([BEREFHKEIN_CRIER BRI, JUEHERIEMN
HERENF, EEREERRBE RN T. BARATAERBXY, BHARNIE? §EXISLiR
TEZI SRS REME? HSRERALA—EES TH—EE2BMNEN, BERNRFAERHAE
BETRKEASBHERHAE—, BEEEFH—LREMHARN, EREMER? HAEX

SRR AEFNE—L.
BIRRSEEMN _ EEMSENRR. EENEENESEERSEMMSENRAIKEERHL, B2E
BaZa/ESidH. BRI REEABE LRIHAN.
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