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PO | # #

| EmE interface LoopBackO interface LoopBackO

ARE ip address 16.1.1.1 255.255.255.255 ---0s | ip address 16.1.1.2 255.255.255.255 ---
pf router-id ospf router-id
# #
interface LoopBack1 interface LoopBack1
ip address 192.168.106.1 ip address 192.168.206.1
255.255.255.255 --- iR 255.255.255.255 ---BSHi
# #
interface LoopBack10 interface Route-Aggregation2
ip address 101.16.3.1 255.255.255.255 -- | ip address 102.16.1.1 255.255.255.0 --
RS B
# ospf network-type p2p
interface Route-Aggregation2.10 ipsec apply policy ply
description ipsec_1 #
ip address 101.16.1.1 255.255.255.0 #
ospf network-type p2p ospf 1 router-id 16.1.1.2
vlan-type dot1q vid 10 area 0.0.0.0
ipsec apply policy ply network 102.16.1.0 0.0.0.255
# #
interface Route-Aggregation2.20
description ipsec_2
ip address 101.16.2.1 255.255.255.0
ospf network-type p2p
vlan-type dot1q vid 20
ipsec apply policy ply
#
ospf 1 router-id 16.1.1.1
import-route direct route-policy ipsec ---I&
IAEIOHBES | NElospf
area 0.0.0.0

network 101.16.1.0 0.0.0.255
network 101.16.2.0 0.0.0.255

#
route-policy ipsec permit node 10
if-match ip address prefix-list ipsec
#
ip prefix-list ipsec index 10 permit
101.16.3.1 32
#

Ike keych |# #

ainflE ike keychain k1 ike keychain k1
pre-shared-key address 102.16.1.1 255.25 | pre-shared-key address 101.16.3.1 255.
5.255.255 key cipher 255.255.255 key cipher $c$3$/J6Q33Lb
$c$3$WeDkyPg7q6g1PRMNDknQp4zQ0e | K9vg57CUNIR/roA7qrZStXhR3w==
WxZB0zdw== #
#

Ike profil |# #

e ike profile pf ike profile pf
keychain k1 keychain k1
dpd interval 10 on-demand dpd interval 10 on-demand
local-identity address 101.16.3.1 local-identity address 102.16.1.1
match remote identity address 102.16.1.1 | match remote identity address 101.16.3.
255.255.255.255 1 255.255.255.255
# #
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IPsec poli
cy

#

acl advanced 3000

rule 0 permit ip source 192.168.106.1 0 de
stination 192.168.206.1 0
#

ipsec policy ply 1 isakmp

transform-set ts

security acl 3000

local-address 101.16.3.1 -—-—EEIEERN
ik, ARRELL EOMIERIXIRSL
remote-address 102.16.1.1

ike-profile pf
#

ipsec policy ply local-address LoopBack10
---18xEIPsecR 2 HME S Loop 1 01 T4FE

#

#

acl advanced 3000

rule O permit ip source 192.168.206.1 0
destination 192.168.106.1 0
#

ipsec policy ply 1 isakmp
transform-set ts

security acl 3000
remote-address 101.16.3.1
ike-profile pf
#
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#
interface L

oopBack0

ip address 68.1.1.1 255.255.255.255

#

interface Vlan-interface10
ip address 101.16.1.2 255.255.255.0
ospf network-type p2p

#

interface Vlan-interface20
ip address 101.16.2.2 255.255.255.0
ospf network-type p2p

#
interface Vi
ip address

lan-interface100
102.16.1.2 255.255.255.0

ospf network-type p2p

#

ospf 1 router-id 68.1.1.1
default-route-advertise always

area 0.0.0
network 1
network 1
network 1
#

BCE R

.0

01.16.1.0 0.0.0.255
01.16.2.0 0.0.0.255
02.16.1.0 0.0.0.255
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Time

1 2024-01-25 02:40:43.496218 101.16.3.1
2 2024-01-25 02:40:43.496578 102.16.1.1

3 2024-01-25 02:
4 2024-01-25 02:
5 2024-01-25 02:
6 2024-01-25 02:
7 2024-01-25 02:
8 2024-01-25 02:

9 2024-01-25 02:40:44,299275 101.16.3.1
10 2024-01-25 02:40:44.299405 102.16.1.1

IR IPsec SA:

Interface: LoopBack10

Source Destination
43.697498 101.16.3.1 102.16.1.1 ESP
- TF&EOSLoopEE

IPsec policy:

ply

Sequence number: 1
Mode: ISAKMP

Tunnelid: 1
Encapsulati

on mode: tunnel

Perfect Forward Secrecy:

Inside VPN:

Extended Sequence Numbers enable: N

Traffic Flow

Confidentiality enable: N

Time to Identification Tote ID
255 0x7495 (29845)
254 Ox11le6 (4582)
255 @x7499 (29849)
254 ox11e9 (4585)
255 ox749c (29852)
254 ox1leb (4587)
255 ex74a0 (29856)
254 exiled (4589)
255 ox74as (29861)
254 ox11ef (4591)

Info

156 B)ese (sp1-oxadeasad)
156 20|EsP (sPI=0x8a733cd7)
156 10| ESP (SPI=0x2d0addad)
156 20|Esp (spI-0x8a733cd7)
156 10|ESP (spI-ox2doansad)
156 20|Esp (sPI-oxsa733cd7)
156 10|EsP (spI=ex2deapaad)
20| Esp (spI-0x8a733cd7)
10|ESp (spI-ox2doansad)
20|Esp (spr-oxsa733cd7)

156
156
156

vlan:id




Transmitting entity: Responder
Path MTU: 1460
Tunnel:
local address: 101.16.3.1
remote address: 102.16.1.1
Flow:
sour addr: 192.168.106.1/255.255.255.255 port: 0 protocol: ip
dest addr: 192.168.206.1/255.255.255.255 port: 0 protocol: ip

[Inbound ESP SAs]
SPI: 1552869680 (0x5c8ee930)
Connection ID: 1138166333442
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/2627
Max received sequence-number: 0
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active

[Outbound ESP SAs]
SPI: 2575420673 (0x9981cd01)
Connection ID: 1138166333443
Transform set: ESP-ENCRYPT-AES-CBC-256 ESP-AUTH-SHA256
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843200/2627
Max sent sequence-number: 0
UDP encapsulation used for NAT traversal: N

Status: Active
JTRIIKE SASE.:

Connection ID: 12

Outside VPN:

Inside VPN:

Profile: pf

Transmitting entity: Responder

Initiator COOKIE: 6658e2b12d9faafb
Responder COOKIE: f08a4ec966e88d24

Local IP/port: 101.16.3.1/500
Local ID type: IPV4_ADDR
Local ID: 101.16.3.1

Remote IP/port: 102.16.1.1/500
Remote ID type: IPV4_ADDR
Remote ID: 102.16.1.1

Authentication-method: PRE-SHARED-KEY
Authentication-algorithm: SHA1
Encryption-algorithm: DES-CBC

Life duration(sec): 86400
Remaining key duration(sec): 71948
Exchange-mode: Main
Diffie-Hellman group: Group 1

NAT traversal: Not detected

Extend authentication: Disabled
Assigned IP address:
Vendor ID index:0xffffffff

Vendor ID sequence number:0x0
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