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O ZEET 2024:01:23 120344 @ Informational ~ IPSEC g IFsac packet discarded, Src IP-S280. 7777, st P17, SPID, SN-D, Cause:nvalid SA
- BAEE 2024-01-23 120344 @ informetional  IPSEC log IFsec packet discarded, $rc IP:52:8 L DstIPTA 3,SPI0. SN:0, Causer nvalid SA.
- BEREZ 2024-01-23 12:03:44 @ Informational ~ IPSEC g IFsec packet discarded, Sre IP:S200. -2, Dst P17, 4. SPID. SN:D, Cause: nvalid SA.
- EREF 2024-01-23 120344 @ Informetional ~ IPSEC log IFsec packet discarded, $rc IP:52 3 st IP:A17. 7 SPID, SN:0, Causernvalid SA.
DRESEEE 2024:01.23 120343 @ Informational  IPSEC  og IFsac packet discarded, Sre IP:52 L, DSt IPA17.470 000707, 5P, SNHD, Cause: nvalid SA
© @ gt 024-01-23 120342 @ Informetional~ IPSEC Iog IFsec packet discarded, $rc IP:52.0 DstIP:117.0 4, SP0, SN, Causesnvald SA.
[oF+F=13 20240123 120342 @ Informational  IPSEC  log IFsec packet discarded, Src IP:521 £ stIPNTY 2. SPLO, SN-O, Causenvalid SA
%ﬂpmﬁ 2024:01-23 120342 ® Informational  IPSEC g IFsec packet discarded, Src IP:520 T DstIPN7. 90, SPIO, SN0, Causednvalid SA.
ok T e a0 | 2024-01-23120342 @ Informational  IPSEC  log IFsec packet discarded, ¢rc IP:52 IstIP1T. 0, $N:0, Cause: nvalid SA
Bmﬂ-ﬁ 2024-01-23 120342 @ Informational ~ IPSEC  log IFsec packet discarded, Src IP:52408 (5007 Dst IP:117. 138850587 P10, SN:D, Cause: nvalid SA.
’ﬁﬁ 2024-01-23 12:03:41 @ Informational IPSEC log IFsec packet discarded, Src IP:524 Dst IP:117.0505 ', SPIO, SN:0, Causse: nvalid SA.
QLeiEhE 2024-01-23 120341 @ informational~ IPSEC Iog iFsec packet discarded, rc IP:524 DetiPii 7.1 7. P10, SN, Causesinvalid SA.
L hEEEEER 2024-01-23 120341 ® informetional  IPSEC g IFsec packet discarded, Src IP:52.7 2, stIPnT 1, P10, SN0, Cause: nvalid SA.

0 BFEms 2024-01-23 120340 @ informational  IPSEC  Iog IFsec packet discarded, érc IP:52 Dst IP:A17. o7 SPL0, SN0, Causer nvalid SA.

1. [EELEIZSEdebuglER, BEMBNRIERER, RKMYMANRERIPSecERERT .
%dJan 23 14:25:09:134 2024 DC02-B02-F1000 IPSEC/6/log: -COntext=1;
IPsec packet discarded, Src IP:52.80.xx.xx, Dst IP:117.159.xx.xx, SPI:0, SN:0, Cause:In
valid SA.
*Jan 23 14:25:09:134 2024 DC02-B02-F1000 IPFW/7/IPFW_INFO: -COntext=1;
MBUF was intercepted! Phase Num is 1(pre routing), Service ID is 8(ipsec), Bitmap is d000
4000000000, return 1(0:continue, 1:dropped, 2:consumed, 3:enqueued, 4:relay)!
Interface is GigabitEthernet1/0/22,
s=52.80.xx.xx, d= 117.159.xx.xx, protocol= 17, pktid = 0
VsysID = 1.
2, KBRS RBEipsechxEN, (ERAERRE— M S R EEZMipseckRE R
ENARERRIGE., AUERSKET, KRR ASEpsecHEA XY :

==============display ipsec sa brief
Interface/Global Dst Address SPI Protocol Status
GEl/0/22 43.255.306 a0 3039033391 EsSP Active
GE1/0/22 117.159. 3508793302 ESP Active
B Ge1/0/22 43.255. e 3331687263 ESP Active
GE1/0/22 117.159.49 2966093317 ESP Active
GEl/0/22 43.255. i W 3508599419 ESP Active
GEl/0/22 117.159 o 2079879242 ESP Active
GE1/0/22 43.255 w 3972010883 ESP Active
GE1/0/22 117.159. - 1451922887 ESP Active

acl advanced name IPsec_lenovoSAP_IPv4_1
rule 0 permit ip source 30.255.7.0 0.0.0.127 destination 10.120.26.0 0.0.0.15

rule 1 permit ip source 30.255.7.0 0.0.0.127 destination 30.255.7.128 0.0.0.127
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https://zhiliao.h3c.com/questions/catesDis/267
https://zhiliao.h3c.com/User/other/241579

3. EERERIMSIERELIE, FERNEBnatfrIrtE:

object—group service UDE500 4500
| 0 serwvice udp destination eqg 500
10 service udp destination eg 4500

# | |

™  service icmp-address-mask

] service icmp-dest-unreachable
service icmp-fragment-needed
service icmp-fragment-reassembly
service icmp-host-unreachable
service icmp-info

service icmp-parameter-problem
service icmp-port-unreachable
service icmp-protocol-unreach
service icmp-redirect

service icmp-redirect—host
service icmp-redirect-tos—host
sexvice icmp-redirect-tos—net
service icmp-source-guench
sexvice icmp-source-route—fail
service icmp-time-exceeded
service icmp-timestamp

service icmp-traceroute

service ike

service ping

service U 0
source-zone RS_SAP_yd
source-ip SAP VENZ:FHihb

] | destination-ip host 117.15
action dnat ip-address 10. ;
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