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2, BERECE

#IFET AWK

ospf 1

area 0.0.0.0

network 10.0.0.0 0.0.0.255

network 20.0.0.0 0.0.0.255

#

//GREEERFERTRIbIE

interface LoopBack1

ip address 192.168.1.1 255.255.255.255
#

interface LoopBack2

ip address 192.168.2.1 255.255.255.255
#

IR ERRARI S

interface LoopBack100

ip address 100.0.0.1 255.255.255.255
#

/AZEORIFRIPSECHRES

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address 10.0.0.1 255.255.255.0
ipsec apply policy test
#
/13O R FEIPSECERRG

interface GigabitEthernet0/1

port link-mode route

combo enable copper

ip address 20.0.0.1 255.255.255.0
ipsec apply policy test
#
BRI GREERSE

interface Tunnel1 mode gre

ip address 172.168.1.1 255.255.255.0
source 192.168.1.1

destination 192.168.1.2

keepalive 5 3
#
BRI GREZRSE
interface Tunnel2 mode gre
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ip address 172.168.2.1 255.255.255.0

source 192.168.2.1

destination 192.168.2.2

keepalive 5 3
#
I OERIAE R ER FRFNR5 ST FARRIE R ERH

ip route-static 0.0.0.0 0 10.0.0.2

ip route-static 0.0.0.0 0 20.0.0.2 preference 80

ip route-static 200.0.0.0 24 Tunnell preference 10
ip route-static 200.0.0.0 24 Tunnel2 preference 20
#
/ERBIPSECZ LRI

ipsec transform-set 1

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5
#
IFESTIPSECHEHR

ipsec policy-template test 1

transform-set 1

ike-profile 1
#

ipsec policy-template test2 1

transform-set 1

ike-profile 2

#

12375 | FRtERAYIPSECHRES

ipsec policy test 1 isakmp template test

#

ipsec policy test 2 isakmp template test2

#

I[EEEike profile FEEA AR, 5|Fkeychain
ike profile 1

keychain 1

exchange-mode aggressive

match remote identity fqdn fenzhit

#

ike profile 2

keychain 2

exchange-mode aggressive

match remote identity fqdn fenzhi2

#

/[EeEike keychain, REBFFHEEA

ike keychain 1

pre-shared-key address 30.0.0.1 255.255.255.255 key cipher $c$3$w2z+ALOxUe+ovc+67udpQuMH
ONfDpLSK4w==

#

ike keychain 2

pre-shared-key address 30.0.0.1 255.255.255.255 key cipher $c$3$qHgE/wIPxHriggyFdhPJUv1Ow
N7DO29IJw==

#

PXEE

#
Nz
ospf 1
area 0.0.0.0
network 30.0.0.0 0.0.0.255
#
//GREEZRFERTRIbIE
interface LoopBack1
ip address 192.168.1.2 255.255.255.255
#



interface LoopBack2
ip address 192.168.2.2 255.255.255.255
#
IHER\ S STRARIER R
interface LoopBack100
ip address 200.0.0.1 255.255.255.255
#
/1O R FRIPSECERRE
interface GigabitEthernet0/0
port link-mode route
combo enable copper
ip address 30.0.0.1 255.255.255.0
ipsec apply policy test
#
IEEERINFARMBIGREERSE
interface Tunnel1 mode gre
ip address 172.168.1.2 255.255.255.0
source 192.168.1.2
destination 192.168.1.1
keepalive 5 3
#
IFEEFAFAMAIGREEZE
interface Tunnel2 mode gre
ip address 172.168.2.2 255.255.255.0
source 192.168.2.2
destination 192.168.2.1
keepalive 5 3
#
[/ OERIARE FRANZ /S ERFARRY E S EEH
ip route-static 0.0.0.0 0 30.0.0.2
ip route-static 100.0.0.0 24 Tunnel1 preference 10
ip route-static 100.0.0.0 24 Tunnel2 preference 20
#
IECEIPSECR T, ILECGRERXERTIRERIMIE
acl advanced 3000
rule 0 permit ip source 192.168.1.2 0 destination 192.168.1.1 0
#
acl advanced 3001
rule 0 permit ip source 192.168.2.2 0 destination 192.168.2.1 0
#
/[ECEIPSECTZ 2RIV
ipsec transform-set 1
esp encryption-algorithm 3des-cbc
esp authentication-algorithm md5
#
/[ECEIPSECERER, IEERBSGET. IPSECRLIRN. mimiFlIKENEHprofile
ipsec policy test 1 isakmp
transform-set 1
security acl 3000
remote-address 10.0.0.1
ike-profile center1
#
ipsec policy test 2 isakmp
transform-set 1
security acl 3001
remote-address 20.0.0.1
ike-profile center2
#
I[BEEike profile FEEAMANXIRwitE, 5|Fkeychain
ike profile center1
keychain 1
exchange-mode aggressive
local-identity fqdn fenzhit
match remote identity address 10.0.0.1 255.255.255.255



#

ike profile center2

keychain 2

exchange-mode aggressive

local-identity fqdn fenzhi2

match remote identity address 20.0.0.1 255.255.255.255

#

I[EcEike keychain, RETRHZZH

ike keychain 1

pre-shared-key address 10.0.0.1 255.255.255.255 key cipher $c$3$TpzzOZNgMW6WGCgMdkgVXu
KyakVg6SHWHA==

#

ike keychain 2

pre-shared-key address 20.0.0.1 255.255.255.255 key cipher
$c$3$ziS52y T3pnYnl+ptP3GJIGVQPQOMo8C2SA==
#

SELEINTEEIPSECRBRAVER, AILABEICEE 7 H%IPSECHIE

EEEERERIER
[H3C]dis ike sa

Connection-ID Remote Flag DOI

5 30.0.0.1 RD IPsec

6 30.0.0.1 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY

[H3C]dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: test
Sequence number: 1
Mode: Template
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 10.0.0.1
remote address: 30.0.0.1
Flow:
sour addr: 192.168.1.1/255.255.255.255 port: 0 protocol: ip
dest addr: 192.168.1.2/255.255.255.255 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 2978054563 (0xb18181a3)
Connection ID: 73014444033
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843199/3580
Max received sequence-number: 8
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI1: 201110815 (0x0bfcb51f)
Connection ID: 73014444032



Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600

SA remaining duration (kilobytes/sec): 1843199/3580

Max sent sequence-number: 8

UDP encapsulation used for NAT traversal: N

Status: Active

Interface: GigabitEthernet0/1

IPsec policy: test
Sequence number: 2
Mode: Template
Tunnelid: 1
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 20.0.0.1
remote address: 30.0.0.1
Flow:
sour addr: 192.168.2.1/255.255.255.255 port: 0 protocol: ip
dest addr: 192.168.2.2/255.255.255.255 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 1719507709 (0x667d9afd)
Connection ID: 55834574855
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843192/2947
Max received sequence-number: 140
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI: 2983546820 (0xb1d54fc4)
Connection ID: 47244640261
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843195/2947
Max sent sequence-number: 135
UDP encapsulation used for NAT traversal: N
Status: Active

DREEHERTIER

<H3Cx>dis ike sa

Connection-ID Remote Flag DOI

3 10.0.0.1 RD IPsec

4 20.0.0.1 RD IPsec
Flags:

RD--READY RL--REPLACED FD-FADING RK-REKEY
<H3Cx>dis ipsec sa

Interface: GigabitEthernet0/0

IPsec policy: test
Sequence number: 1



Mode: ISAKMP
Tunnelid: 1
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 30.0.0.1
remote address: 10.0.0.1
Flow:
sour addr: 192.168.1.2/255.255.255.255 port: 0 protocol: ip
dest addr: 192.168.1.1/255.255.255.255 port: 0 protocol: ip
[Inbound ESP SAs]
SPI1: 201110815 (0x0bfcb51f)
Connection ID: 2151778615298
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3498
Max received sequence-number: 40
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active
[Outbound ESP SAs]
SPI: 2978054563 (0xb18181a3)
Connection ID: 47244640262
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843198/3498
Max sent sequence-number: 40
UDP encapsulation used for NAT traversal: N
Status: Active
IPsec policy: test
Sequence number: 2
Mode: ISAKMP
Tunnel id: 0
Encapsulation mode: tunnel
Perfect Forward Secrecy:
Inside VPN:
Extended Sequence Numbers enable: N
Traffic Flow Confidentiality enable: N
Path MTU: 1444
Tunnel:
local address: 30.0.0.1
remote address: 20.0.0.1
Flow:
sour addr: 192.168.2.2/255.255.255.255 port: 0 protocol: ip
dest addr: 192.168.2.1/255.255.255.255 port: 0 protocol: ip
[Inbound ESP SAs]
SPI: 2983546820 (0xb1d54fc4)
Connection ID: 73014444032
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843195/2832
Max received sequence-number: 135
Anti-replay check enable: Y
Anti-replay window size: 64
UDP encapsulation used for NAT traversal: N
Status: Active



[Outbound ESP SAs]
SPI: 1719507709 (0x667d9afd)
Connection ID: 1043677052929
Transform set: ESP-ENCRYPT-3DES-CBC ESP-AUTH-MD5
SA duration (kilobytes/sec): 1843200/3600
SA remaining duration (kilobytes/sec): 1843191/2832
Max sent sequence-number: 156
UDP encapsulation used for NAT traversal: N
Status: Active
4 BFEME, EDSTKping/SERFAR, FEISEPANERENEENESR, TRIIBNSEIEEE
<H3C>ping -a 200.0.0.1 -c 200 100.0.0.1
Ping 100.0.0.1 (100.0.0.1) from 200.0.0.1: 56 data bytes, press CTRL_C to break
56 bytes from 100.0.0.1: icmp_seq=0 ttl=255 time=2.000 ms
56 bytes from 100.0.0.1: icmp_seq=1 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=2 ttl=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=27 ttl=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=30 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=31 ttI=255 time=1.000 ms
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
Request time out
56 bytes from 100.0.0.1: icmp_seq=40 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=41 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=42 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=43 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=44 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=45 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=46 ttl=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=47 ttI=255 time=1.000 ms
56 bytes from 100.0.0.1: icmp_seq=48 ttI=255 time=2.000 ms
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