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cafUERIZRTBIL, FEcal®iE MU ErootS 4k, FSRFHURIES

mkdir /ca/root

BlEEPrivate BT ERRAE TR csHERE, cerlfFRMAEMRINER X, BIFRIERS; HENR
IERASS T R AR TRAGIERARIA

mkdir private cert signed_certs

BprivateFRERIRIRFISrootA] B

chmod 700 private/

BRSEMRITIEIHOpenSSLARIEIF R RE B st EFIX AN Zindex txt, XNHEERLERE
FMRERSENRMIERLSR. (BINRHAR, BURES)

touch index.txt

#7serial, FAEXMHFIEN0001, WERIEBHLBFSHIUE, ICRXMOIEPERLEENNR
ANRUEFHERBIGERSH, XM HREERNICRESNAMIBSIBAMRIE, 8X&EE
FIRITIERAOpenSSLASRIERA R RE B A EE XN 4. (BIKRHAR, (BURER)

echo 0001 >serial

EEOpenSSLAYECE X4, 3148 Eopenss|_root_ca.cnf

touch openssl_root_ca_cnf

[root@GUI root]# cat openssl_root_ca_cnf
[ca]

default_ca = CA_default

[ CA_default ]

# MBIEXASUFER.

dir = /ca/root

certs = $dir/cert

new_certs_dir = $dir/signed_certs
database = $dir/index.txt

serial = $dir/serial

RANDFILE = $dir/private/.rand

# IEFABFIEBRIEERE.

private_key = $dir/private/root_ca.key.pem
certificate = $dir/cert/root_ca.cert.pem
default_md = sha256

name_opt = ca_default
cert_opt =ca_default
default_days = 365
preserve  =no

policy = policy_defualt

[ policy_defualt ]

# ERIEBHERNEE FIRIEBLMA—).
countryName = optional
stateOrProvinceName = optional
organizationName = optional
organizatiOnalUnitName= optional

commonName = supplied
emailAddress = optional
[req]

#req TEFENZH.

default_bits ~ =2048

distinguished_name = req_distinguished_name
string_mask = utf8only

default_md = sha256

[ req_distinguished_name ]

# EREBRERAN—LRAER

countryName = Country Name (2 letter code)


https://zhiliao.h3c.com/questions/catesDis/1562
https://zhiliao.h3c.com/User/other/51493

stateOrProvinceName = State or Province Name
localityName = Locality Name
0.organizationName = Organization Name
organizatiOnalUnitName= Organizational Unit Name

commonName = Common Name
emailAddress = Email Address
[root_ca]

# B RIEBAIEER

subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always,issuer
basicCOnstraints= critical, CA:true

keyUsage = critical, digitalSignature, cRLSign, keyCertSign
[ intermediate_ca ]

# ERFRMASER

subjectKeyldentifier = hash

authorityKeyldentifier = keyid:always,issuer
basicCOnstraints= critical, CA:true, pathlen:0

keyUsage = critical, digitalSignature, cRLSign, keyCertSign

2, ERREBTAR (FERAED)

openssl| genrsa -aes256 --out private/root_ca.key.pem 4096

mERXIT:

genrsa——{SFARSAELA=4FAA

-aes256——{SF256( I BRIAESEL XS RAS B TINE

-out—AH I HATER R

4096—5EFMBIKE

3, BERBER

openssl req -config openssl_root_ca_cnf -new -x509 -days 7300 -sha256 -extensions root_ca -key pri
vate/root_ca.key.pem -out cert/root_ca.cert.pem

ZmSHA T
x509——4ERiX509t8IEH

-req—AgINcsr3Z{F

-days—IERIERER (XR)

-shal—FHEERAshat1 &%
-extensions——3&RBopenss|.cnfX4-FECERIV3_calliiming =
-signkey— & ZUEBAIFAA

-in—EmARIcs 3

-out—gitHAIcenE 314

4, #HITEREFIRANIES:

openssl x509 -req -days 7300 -sha256 -CA ./cert/root_ca.cert.pem -CAkey
private/root_ca.key.pem -CAserial serial -in ./private/alletratest.csr.pem -out ./cert/alletratest.cert.pem
-extfile ext.ini

==

1) private/alletratest.csr.pemAZFimAdcsriER /4

2) /cert/root_ca.cert.pem ACAMIER {4

3) private/root_ca.key.pemJCA key

4) /cert/alletratest.cert.pem A& &I Fim {4

[H=b S

FRESEBIERE, chromeRig RFZELFILEHE ENRSIEHSBIEETAEREER.
XABERE AR TE EGIRSE N WEE IR 7 Br0EE, EIRSENET:ERR_CERT_COMMON_
NAME_INVALID,

EREBRNIMELEIN EERETRTFER, BRIRTNSSERIEPHEEX TR,
{#FdopenssliFilsubjectAltNamed &

BlEE— 3 ftrext.ini, EAUTHRE:

FEDNS 1RU/TIEE B CREE, MREE NS, FTLUZERHIEDNS. 1/DNS.2/DNS.3/.. K0,
[root@GUI root]# cat ext.ini

extendedKeyUsage = serverAuth, clientAuth

basicCOnstraints= CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment

subjectAltName = @alt_names

[alt_names]
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