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Free-radius hix4~: FreeRADIUS Version 3.0.13
E{EZRF: Oracle Linux Server 7.8

KA ALS: S5170-28S-HPWR-EI

F AR ARAS: Version 7.1.070, Release 1115

- 27 13:06:16:294 2024 H3C_PRUEBAS RADIUS/7/PACKET
Service-Type=NAS-Prompt-User
Service-Type=Administrative-User
Vendor-2636-Attr-1=0x6f70657261646f72
Hw-Exec-Privilege=3
Vendor-12356-Attr-1=0x4669726577616c6c5741646d696e73
Vendor-5003-Attr-35=0x000000c8
Vendor-28557-Attr-2=0x0000001f
Vendor-28557-Attr-1=0x00000000
Vendor-28557-Attr-4=0x0000003f
Vendor-28557-Attr-3=0xffffffff
Cisco-AVPair="shell:priv-lvl=15"
Vendor-3224-Attr-1=0x00000001
*Mar 27 13:06:16:295 2024 H3C_PRUEBAS RADIUS/7/PACKET:
02 ba 00 b4 7f 55 52 7e 97 73 e4 81 2b 9a a5 32
la b0 ec 23 06 06 00 00 00 07 06 06 0O 00 00 06
la 10 00 00 Oa 4c 01 Ga 6T 70 65 72 61 64 6T 72
la 06c 00 00 07 db 1d 06 00 00 00 03 1a 17 00 00
30 44 01 11 46 69 72 65 77 61 6¢c 6¢c 5T 41 64 6d
69 6e 73 1a Oc 00 00 13 8b 23 06 00 00 00 c8 1la
Oc 00 00 6T 8d 02 06 00 00 00 1f la Oc 00 00 6T
8d 01 06 00 00 00 00 la Oc 00 00 6f 8d 04 06 00
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$INCLUDE dictionaries/dictionary.h3c
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INCLUDE dictionary.h3c

| =% FEAPXEFIBFENELE PIEINN TENER (ST =R R ree-radiusiFin
E&1E afreeradius/etc/raddb/users, FEEFIMNERITIEEUEE, EASESBEIIER)
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Editar ¢ Copiar @ Bomar 1303 W_PL-PRUEBAS H3c-AV-Pai - shell roles=network-admin
ila »c Copa -1 ar 1304 R PL--PRUEBAS H3c-AV-Pan shell roles=natwork-admn
Editar ’tr Copiar @ Borrar 1305 R_PL-PRUEBAS H3c-AV-Pair sholl roles=natwork-operator
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| 8804 $JFFdebug radius packet, SSHEVAINIESISEHICEMEEEX. FMHdisplay users BE
FAFREX IR 27 /9 “network-admin”
TFHatERdebug B & FEFT R

*Apr 23 21:31:52:718 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Sent request packet and create
request context successfully.
*Apr 23 21:31:52:718 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Added request context to global
table successfully.
*Apr 23 21:31:52:718 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Processing AAR request data.
*Apr 23 21:31:52:722 2024 H3C_ PRUEBAS
RADIUS/7/EVENT: Reply SocketFd recieved EPOLLIN
event.
*Apr 23 21:31:52:722 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Received reply packet
succuessfully.
*Apr 23 21:31:52:723 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Found request context, dstIP:
10.20.252.4, dstPort: 1812, VPN instance: —--
(public), socketFd: 40, pktID: 43.
*BApr 23 21:31:52:723 2024 H3C_PRUEBAS
RADIUS/7/EVENT: The reply packet is wvalid.
*Apr 23 21:31:52:724 2024 H3C_PRUEBAS
RADIUS/7/EVENT: Decoded reply packet successfully.
*Apr 23 21:31:52:724 2024 H3C_PRUEBAS
RADIUS/7/PACKET:
H3c-AVPair="shell:roles=network-admin"
*AP,‘ e Be B, B P X, P~ S, X
RADIUS/7/PACKET:
02 2b 00 35 89 e8 11 1f d2 31 e0 8d 12 53 11 19
30 ce 9e 85 1a 21 00 00 63 a2 d2 1b 73 68 65 6cC
6c 3a 72 6f 6c 65 73 3d 6e 65 74 77 6f 72 6b 2d
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