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MSW:

Switch>ena

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hos MSW

MSW(config)#vlan 10

MSW(config-vlan)#exit

MSW(config)#vlan 20

SW(config-vlan)#exit

SW(config)#int f 0/1
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SW(config-if)#sw mo acc
SW(config-if)#sw acc vlan 20
SW(config-if)#exit
SW(config)#int f 0/2
SW(
SW(config-if)#sw acc vlan 10
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config-if)#sw mo acc
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SW(config-if)#exit

SW(config)#int vian 10

SW(config-if)#ip address 192.168.1.1 255.255.255.0
SW(config-if)#no shutdown

SW(config-if)#exit

SW(config)#int vian 20

MSW(config-if)#ip address 10.0.0.1 255.255.255.0
MSW(config-if)#no shutdown

MSW(config-if)#exit

MSW(config)#ip routing

EE-a- <

MSW(config)#ip domain name h3c.com


https://zhiliao.h3c.com/questions/catesDis/2089
https://zhiliao.h3c.com/User/other/174870

MSW(config)#enable secret weijianing
MSW(config)#aaa new-model

MSW(config)#crypto key generate rsa

The name for the keys will be: MSW.h3c.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

MSW(config)#

MSW(config)#ip ssh version 2
MSW(config)#ip ssh time-out 30
MSW(config)#ip ssh authentication-retries 5

MSW(config)#username weijianing password weijianing

MSW(config)#line vty 0 4
MSW(config-line)#transport input ssh
MSW(config-line)#exit
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IP Configuration

Interface FastEthemet0 e
IP Configuration
O DHep (@ static
1Pyd Address [192.168.12 |
Subnet Mask |255 255.255.0
Default Gateway [192.168.1.1] |
DNS Server |0 000
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IP Configuration
O pHeP @ static
1Pv4 Address [10.0.02 ]
Subnet Mask [255.255.255.0 ]
Default Gateway |1D 0.0.1|
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Command Prompt

Cisco Packet Tracer PC Command Line 1.0
C:\>ping 10.0.0.2

Pinging 10.0.0.2 with 32 bytes of data:

Request timed 3

Reply from 10.0C - 2 time=Tms TTL=127
Reply from 10.C et 2 time<lms TTL=127
Reply from 10. 22 time<lms TTL=127

Ping statistics for 10.0.0.2:
Packets: Sent = 4, Received = 3, Lost = 1 (25% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 7ms, Average = 2ms

o>

EMSWEZEradius

MSW(config)#radius-server host 10.0.0.2

MSW(config)#radius-server key james

MSW(config)#aaa new-model

MSW(config)#aaa authentication login default group radius local

MSW( )

MSW(config-line)#login authentication default
(

MSW(config-line)#exit

config)#line vty 0 4
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SERVICES
HTTP
DHCP
DHCPv6 Service @ on () Off Radius Port 1645
TFTP
DNS Network Configuration
SYSLOG
| AAA Client Name Client IP

NTP )

EMAIL Secret ServerType Radius ~
FTP

IoT Client Name Client IP Server Type Key

VM Management Add
Radius EAP 1 MSW 10.00.1 Radius james
User Setup
Username Password
Username Password
Add
1 james james

EPC{EMAradiusltSjamesgESSHEFRMSW
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ICommand Prompt

ping 1
Pinging 10.0.0.2 with 32 bytes of data:

Reguest timed

Reply from 10.( bytes=32
Reply

Reply

Ping statistics for 10
Packets: Sent = 4, Received = 3, Lost (25% loss

imate round trip times in milli-seconds
Oms, Maximum = Oms, Average

ssh -1 james 10.
Password:
MS na
Password:
t

figuration commands, one per line. End with CNTL/Z.
g) gexit

nection to 10.(¢ .1l closed by foreign host]

ssh -1 james 10.

Password:

t
figuration commands, one per line. End with CNTL/Z.
nfig) ¢

*ssh -1 james 10.0.

Password:
% Login invalid

Password:
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SERVICES
AAA
HTTP

DHCP -
DHCPV6 Service @ on § 0 off Radius Port 1645

TFTP
DNS Network Configuration
SYSLOG _
AAA Client Name Client IP
NTP
EMAIL Secret
FTP
IoT Client Name Client IP Server Type Key

ServerType Radius

VM Management Add

Radius EAP 1 MSW 10.0.01 Radius james

User Setup

Username Password

Username Password
Add

1 james james

ssh -1 james 10

Password:

MSW>ena

Password:
MSWgconf ¢t

Enter configurati
MSW(config) $

n commands, one per line. End with CNTL/Z.

Zitt, BRIz radius BBEENELEZGI 25T,



	【MVS】思科交换机radius典型组网配置案例
	组网及说明
	配置步骤
	配置关键点


