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Switch>ena
Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hos MSW
MSW(config)#vlan 10
MSW(config-vlan)#exit
MSW(config)#int f 0/1
MSW(config-if)#sw mo acc

(

(

MSW(config-if)#sw acc vlan 10
MSW(config-if)#exit

MSW(config)#int vlan 10
SW(config-if)#ip address 192.168.1.1 255.255.255.0
MSW(config-if)#no shutdown
MSW(config-if)#exit
MSW(config)#ip routing

<

SSHECE XM

MSW(config)#username admin privilege 15 password 0 admin /RIiZFEF&. =B
MSW(config)#enable secret admin //EL EfFNERD

MSW (config)#ip domain name h3c.com /Bt &EdnsiE

MSW(config)#aaa new-model /AFRAARIBEIRE, B IAAA

MSW (config)#crypto key generate rsa //GI5E%4A

The name for the keys will be: MSW.h3c.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take


https://zhiliao.h3c.com/questions/catesDis/2088
https://zhiliao.h3c.com/User/other/174870

a few minutes.

How many bits in the modulus [512]: 1024 /AR ERE91024LLEHKE
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

MSW(config)#ip ssh version 2 /Bt &sshiiR A< /92
MSW (config)#ip ssh authentication-retries 5 //EE & SSHEIAIERIREL 5K
MSW(config)#ip ssh time-out 60 /Bt ESSHE FAYFBRTATIE /607>

MSW(config)#access-list 1 permit 192.168.1.2 0.0.0.0 /EZEACL, fHEH1, FLiF192.168.1.21X
MPiEd
MSW(config)#access-list 1 deny any /EEEACL, RSH1, BHEFFEET

MSW(config)#line vty 0 4 /BIFEVTY %%, BI4NERNAREEFERZNE TRENSEH
MSW(config-line)#login

MSW(config-line)#transport input ssh /&R ISSH
MSW(config-line)#access-class 1 in /ARFHACL 1

MSW(config-line)#exit
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P Configuration
Interface FastEthemet0 a
IP Configuration

O pHeP (®) Static
IPv4 Address 192.168.1.2
Subnet Mask 2552552550
Default Gateway 192.168.1.1|
DNS Server 0.0.0.0

IPv6 Configuration

() Automatic (®) Static

IPv6 Address I
Link Local Address FE80:201:C9FF-FEB4:DD46

Default Gateway

DNS Server

802.1X

[] Use 802.1X Security

Authentication

Usermame

Password

AP IN GBI
¥ PCO

Physical  Config Desktoe Programming  Aftributes

Command Prompt

Cisco Packet T er PC Command Line 1.0
C:\>ping 192.] .1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 1
Reply from 1

: bytes=32 time<lims
: bytes=32 time<lms

1
7

Reply from 192.168.1.1: bytes=32 time<lims
1:

Reply from 1 1: bytes=32 time<lms TTL=25
Ping statistics for 192.16

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms
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End with CNTL/Z.

MSW (config) #

[ ] Top
EEANAYIPIEX9192.168.1.3
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Interface FastEthemel0 ¥
IP Configuration
O pHCP @) Static
IPv4 Address 192.168.1.3
] Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
DNS Server 00.00

IPv6 Configuration
'.__ Automatic ‘.5_ Static
IPv6 Address

Link Local Address FE80::201:COFF FEG4:.DD46
Default Gateway

DNS Server

802.1X
FEBNBEPINGIBRIIEAA,
® pco

Physical Programeeng  Adtrit

{BETESSHE R,



¥ Pco

Physical Config Desktcﬁ Programming  Aftributes

(Command Prompt

nmmands, one per line. nd with CNTL

with CNTL/Z.

tim
time<ims
tim
time<lms

4, Lost
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