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router(config)# crypto isakmp key MYSECRETKEY address 192.0.2.1
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router(config)# crypto keyring MY_KEYRING vrf WAN
router(config-keyring)# pre-shared-key address 192.0.2.1 key MYSECRETKEY
router(config-keyring)# exit
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router(config)# crypto isakmp policy 10
router(config-isakmp)# encryption aes
router(config-isakmp)# hash sha
router(config-isakmp)# group 2
router(config-isakmp)# exit
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router(config)# crypto isakmp key MYSECRETKEY address 192.0.2.1

router(config)# crypto ipsec transform-set TSET esp-aes 256 esp-sha-hmac
router(config)# crypto map MYMAP 10 ipsec-isakmp
router(config-crypto-map)# set peer 192.0.2.1

router(config-crypto-map)# set transform-set TSET
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router(config-crypto-map)# match address 101
router(config-crypto-map)# exit

router(config)# interface GigabitEthernet0/0
router(config-if)# crypto map MYMAP
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router(config)# vrf definition WAN
router(config-vrf)# rd 1:1
router(config-vrf)# exit

router(config)# crypto keyring MY_KEYRING vrf WAN
router(config-keyring)# pre-shared-key address 192.0.2.1 key MYSECRETKEY
router(config-keyring)# exit

router(config)# crypto isakmp policy 10
router(config-isakmp)# encryption aes
router(config-isakmp)# hash sha
router(config-isakmp)# group 2
router(config-isakmp)# exit

router(config)# crypto isakmp profile MY_PROFILE

config-isakmp-profile)# keyring MY_KEYRING

config-isakmp-profile)# match identity address 192.0.2.1 255.255.255.255
router(config-isakmp-profile)# exit
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router(config)# crypto ipsec transform-set TSET esp-aes 256 esp-sha-hmac
router(config)# crypto ipsec profile MY_IPSEC_PROFILE

router(config-ipsec-profile)# set transform-set TSET
(
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router(config-ipsec-profile)# set isakmp-profile MY_PROFILE
router(config-ipsec-profile)# exit

router(config)# interface GigabitEthernet0/0
router(config-if)# tunnel protection ipsec profile MY_IPSEC_PROFILE
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