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#

portal server guest ip 192.168.21.15 port 2000 key simple portal url http://192.168.21.15:8080/portal/
server-type imc

#

acl number 3001 I RaclimsS

description imc R &acl

rule 0 deny ip destination 192.168.164.0 0.0.0.255

rule 5 permit ip

#
vlan 161 /NlSSvian
#

radius scheme 3245
server-type extended
primary authentication 192.168.21.15 key cipher $c$3$d2c4IKdo6KSApXrZLyzE9aN9Aeo/6lc=
primary accounting 192.168.21.15 key cipher $¢$3$mgPsxHtnU22ArZGNRyZZbGDFAA7rEjw=
user-name-format without-domain
nas-ip 192.168.160.2
domain portal
authentication portal radius-scheme 3245
authorization portal radius-scheme 3245
accounting portal radius-scheme 3245
access-limit disable
state active
idle-cut disable
self-service-url disable
#
dhcp server ip-pool 161
network 192.168.161.0 mask 255.255.255.0
gateway-list 192.168.161.1
dns-list 8.8.8.8
#
wlan service-template 10 crypto
ssid 2-portal
bind WLAN-ESS 10
cipher-suite ccmp
security-ie rsn
service-template enable
#
interface Vlan-interface161
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ip address 192.168.161.1 255.255.255.0

portal server guest method direct
portal domain portal
portal nas-ip 192.168.161.1
#
interface WLAN-ESS10
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 161 untagged
port hybrid pvid vlan 161
mac-vlan enable
port-security port-mode psk
port-security tx-key-type 11key

port-security preshared-key pass-phrase simple 12345678

#

wlan ap wa4330-acn model WA4330-ACN id 1

serial-id 210235A1K6C161001123
radio 1

service-template 10
radio enable
#

dhcp enable
#

arp-snooping enable

(2). imc ELEXERH

IHENIRE, BRSREradusHERPEE—H

T BF > EABEER > EAREEE > BEASERS > EHEAEE

BAES
WERD * 1812
AlEER) LANEE NS
BABERE H3C (General)
==
BEFIFE

BEER BEIPHLE

wx5540e 192.168.160.2

BAFRIR T RacwS

B > BAREER > BAREER > S50 T

portal

EARTE

e
‘

FTEE(Kbps)
e

EIEEAPEE EAP-MD5 -

EAPEE =R h
TRVLAN

T &User Profile

®@FT$A | 3001

TEACL e

EMCLFIE

RO

B ARESE

BAEEER

BeRs

H3C WX5540-WCM

SERIPHELE
_HTEE(Kbps)

TRAFRE

sk

1813

Bl

&

BUEENIRSS, REKENSRM



% AP > BATEEE > B \RSEE > BUENES

EFER

BSE
wEsa
sEmamE TR
BEERIE AR
e 0
Esfis

TEED

BIEENAR

] -®

=

B ~@

TR -

portal ]

EEEPIRIINESRES ¢

BEEHRSERAER 0

FEAAE @

B AP > 2 AP > RE > EREARR

BEANER

AR ¢
waE

==
SERPIEAES

==l
BRI (D)

EFIETES

wams R HEEARS

portalfR55ESHEXACE
ipHEHARCE, INERERIP

ERAFEREIREE

EEEA

TRERAENEE

-

EREER 1

ES= Gl

P BF > EAEEEE > Portal BEEE > IPHIHERE > (Z3UPiihHE

1EETIPHEIR

IPiEnbEE *

ERAHELE *

[192.168.161.2

£Z1HE *
UlE=pa ]

-

P MNportaligss

192.168.161.254

B2 B8R > S AREEE > Porta REEE > SEES > ZHEEE

EREERER

BERES

2000
NEERREL *
=

Sy OBk

f) o e

v

L ]

=4

viangE N T
Hiportal nas-ip
UssE
TPttt = 192.168.161.1

=
&

FtiChallenge *
TERERRE 1
=

AP *

FAEIE ¢



=

BEs 23 -

TEER - R 2 hd

BES 3 7 354 S5 & IPiiiE BRiF—R AR & TR 2
Portal 2.0 RHE 192.168.10.1 " e R
Portal 2.0 FHE 192.168.20.1 B EE
Portal 2.0 FAE 20111 BT EB
Portal 2.0 FHE 192.168.21.10 FTE B E R

7-PORTAL Portal 2.0 RHE 192168217 *T& " e R
Portal 2.0 FHE FFE EERE

jiangjihe_device Portal 2.0 e 5EB

fdfd Portal 2.0 *HE 10.0.3.1 e

5540e_porta Portal 2.0 RHE 192.168.161.1 *T& (==

RIEM, ShEipitbitd

0 221kim0 * zzrzzz
iy R HTTP v FRIEAIE * =
ETNAT * B - 2
D CHAPIME - IPi
CRHEIE(S ) 0 LBLEBIH(S4H) 0

ROERR
T - =
v BENERE

ISR
() JEERING, AREHIE192.168.164.0E38ip

C:Userssadmnin>ping 192.168.163.1

[F7f Ping 192.168.163.1

Gz sUserswadmin>ping 192 .168.164.1

Ping 192.168.164.1 B 32 &F
Z=[: 8
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<wx5540e>dis conn
Index=5321,Username=NGAOTksENy92TBsxdIZ5JiYWd9E= portal@portal
MAC=5C-E0-C5-AC-52-79

IP=192.168.161.2

IPv6=N/A

Online=00h07m16s

Total 1 connection(s) matched.

Q) BERSIEEEMER.:

<wx5540e>dis conn uc 5321

Index=5321, Username=NGAOTksENy92TBsxdIZ5JiYWd9E= portal@portal
MAC=5C-E0-C5-AC-52-79

IP=192.168.161.2

IPv6=N/A

Access=PORTAL ,AuthMethod=CHAP

Port Type=Wireless-802.11,Port Name=Vlan-interface161

Initial VLAN=161, Authorization VLAN=N/A

ACL Group=3001
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User Profile=N/A
CAR=Disable
Traffic Statistic:
InputOctets =108961  OutputOctets =37550
InputGigawords=0 OutputGigawords=0
Priority=Disable
SessiOnTimeout=85953(s), Terminate-Action=Default
Start=2016-05-01 17:42:24 ,Current=2016-05-01 17:49:51 ,Online=00h07m27s
Total 1 connection matched.
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