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interface GigabitEthernet0/1

port link-mode route

ip address 20.x.x.10 255.255.0.0
attack-defense apply policy test1
#

BeET :
#

attack-defense policy test1

scan detect level low action drop logging
#

[H3C-attack-defense-policy-test1]dis ip fa ¢
Total number of fast-forwarding entries: 504543
[H3C-attack-defense-policy-test1]dis ip fa ¢
Total number of fast-forwarding entries: 588978
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#

attack-defense policy test1

scan detect level high action drop

#

[H3C-attack-defense-policy-test1]dis ip fa ¢
Total number of fast-forwarding entries: 24400
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scan detectdn S FREC B SR ERAIRIIILERTE.
undo scan detectin S SR KIHEERBIAHIEIL T,
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scan detect level { { high | low | medium } | user-defined { port-scan-threshold threshold-value |
ip-sweep-threshold threshold-value} * [ period period-value ] } action { { block-source [ timeout
minutes] | drop } | logging } *
undo scan detect
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network-admin
mdc-admin
vsys-admin

€59
level: ISEBGERIEAMEIRS].
high: RASIHERS, 1ZHKFREGNEAES RIS, EXNERENIRRELS, AERMA
PRSSHOENAPRSER AT AR AMRRIRS. ZBBIRTBEERNERA10R), #ximn
RIS BIENEI5000 packets, FHXHEHETHEAIFEEIEI5000 packets,
low: FNMEFFERE, ZRBUREERAFHIGEERN, SREORRE, ExF—LamiERs
e, ZRBIAHFHEIEANEE/10%), SHdum O RERIB BEME/3100000 packets, £tXdith
HHAEROBASBIRIE 9100000 packets,
medium: FRFPFERG, ZRBIEEFNRTRHRSIRIRE, BEBIGNEFitered ScanFIL
. ZRBIRHIILEACNEE/10%0, SHdumOIREAIB EEIE/940000 packets, FHXIHBIHTHAY
BASBIER{E /940000 packets,
user-defined: RRAFBEEXIFEMN, FAFRREMESSIRERMBERISEROEHE, tiHaEn


https://zhiliao.h3c.com/questions/catesDis/563
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prseEEr e RIEHER.
port-scan-threshold threshold-value: }gEIHOIERER CAMARE. H, threshold-valuels
IRIPHEIF S MENEEARRER B MR ORRAHR SR, BUEEEJ91 ~ 1000000000,
ip-sweep-threshold threshold-value: 18EMIHTENTIFERMASIE, He, threshold-valuelIig
IPHEUHE MENIEEAR R AR BRYIPHELERIIR X E . BUESEE/91 ~ 1000000000,
period period-value: FIGERE, period-valuefIBYESBEJI1 ~ 1000000000, B AFD, TREE
710,
action: REXHIMGEAIGIET .
block-source: FRIEWFFEFREIZIPHINELIRY., ERIHE, SRSONEKERER,
SEMNEREREANR PHIEFINEIPRERNERAF, HEOsRelE FIEZ BT IETheeb T
BRESET, REiZIPHIIRSOSHER .
timeout minutes: AEFINNBEBRTEBHENE, Hp, minutesmE{LaTE, BUEEEM1 ~1
0080, BAfIJ953%H, TRE(EA10.
drop: FREFRERN, BIRBENEINERER, HZRGEEREIREISHEER.
logging: FRMHEERT, EMREIQNEIRGERER, ERICREEZER, ERNSTEEEBEEK
XBHERSR.

[EREES]
BRI ER I IPRBREMERINEY, YRREHEOS R e RS RISEhRETHE
NFARKEISESRINESR, EEREHESUNAATAMKENSTHE,
RMHEZATRARR, REEMNEEEHERFTSREENERATENLLS, TEIHTdispla
y logbufferiz$i#H{TEE. B Xdisplay logbufferds SHNFMANE, SN MESENGERSSE”
FEEEFL,
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# TR E SRS atk-policy- 1 REC BB HANLNR B ARKSI, LHEITHRERBEIRY.
<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] scan detect level low action drop

# RN ERIRatk-policy- 1 PECEFHIEAMSIRBIHERRS, LETARKREE, BHHERK
BEizIPHIAEEIR, FHRERINMIPRE RRMAIE LA E/91058,

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1) scan detect level low action logging block-source t
imeout 10

# BN E SRR atk-policy- 1 PECEIFHEIHEAMC KB DB EEN, WO ER{ER6000 pac
kets, HEHHHEDIERIERSB0000 packets, IMEHAR30F), AT AHRRAZE, EHMHEFREZ
PHEUFRYIEERIRSL, FHRERINNIPEE BRIIZ (LATEL 1058,

<Sysname> system-view

[Sysname] attack-defense policy atk-policy-1

[Sysname-attack-defense-policy-atk-policy-1] scan detect level user-defined port-scan-
threshold 6000 ip-sweep-threshold 80000 period 30 action logging block-source timeout 10

[1BXam<]
blacklist enable

blacklist global enable
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