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19992 2024-67-01 14:55:00.355532 1 i TSAKMP 266 Identity Protection (Main Mode)
20149 2024-07-01 14:55:00.659501 1 TSAKMP 86 Informational

> Version: 1.0
Exchange type: Informational (5)
> Flags: 9x00
Message ID: Ox@0000000
Length: 44
v Payload: Notification (11)
Next payload: NONE / No Next Payload (@)
Reserved: 00
Payload length: 16
Domain of interpretation: IPSEC (1)
Protocol ID: ISAKMP (1)
SPI Size: @
Notify Message Type: NO-PROPOSAL-CHOSEN (14)
Notification DATA: ©0000000
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#

ike peer towlc
pre-shared-key cipher $c$3$QWjxa930XCoMFw2ZJXdRA8wonaRUo13MBQ==
remote-address X.X.X.X
local-address X.X.X.X
#
ipsec transform-set 2
encapsulation-mode tunnel
transform esp
esp authentication-algorithm md5
esp encryption-algorithm 3des
#
ipsec policy tykvpn 2 isakmp


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/342265

security acl 3002

ike-peer towbs

transform-set 1
sa duration traffic-based 1843200
sa duration time-based 3600

K EEERIAAFDacg 1000 EECBEA—EL

priority aut

<Firewall>display ike po

<firewal 1>display ike p

<firewall>display ike proposal
Een‘t‘icat'iun authentication encryption Diffie-Hellman duration

<firewall>

v Payload: Transform (3) # @
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Next payload: NONE / No Next Payload (@)
Reserved: @@

Payload length: 36

Transform number: @

Transform ID: KEY_IKE (1)

Reserved: 0200

» IKE Attribute (t=11,1=2): Life-Type: Seconds
IKE Attribute (t=12,1=4): Life-Duration: 86400
IKE Attribute (t=1,1=2): Encr-yption-Algorithn:

» IKE Attribute (t=3,1=2): Authentication-Method: Pre-shared key
IKE Attribute (t=2,1=2): Hash-Algorithm: MD5

method algorithm algorithm group (seconds)
1 PRE_SHARED SHA 3DES_CBC MoDP_1024 28800
2 PRE_SHARED SHA DES_CBC MODP_7 68 28800
default PRE_SHARED SHA DES_CBC MODP_768 86400

» IKE Attribute (t-d,l-z):IGr-oup-Descr-iption: Alternate 1824-bit MODP group |

12024-07-01 17:12:38.706490 | |
22024-07-01 17:12:43,707445
3 2024-07-01 17:12:48.708698
42024-07-01 17:13:04.7256171
52024-07-01 17:13:04.728726
6 2024-07-01 17:13:04.734791
7 2024-07-01 17:13:04.739144 b/ A 5 1
82024-07-01 17:13:04.754925 1 .1 1
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TSAKMP 266 Identity Protection (Main Mode)
ISAKMP 266 Identity Protection (Main Mode)
ISAKMP 266 Identity Protection (Main Mode)
ISAKMP 266 Identity Protection (Main Mode)

1 ISAKMP 126 Identity Protection (Main Mode)
6 ISAKMP 190 Identity Protection (Main Mode)
1 ISAKMP 210 Identity Protection (Main Mode)
36 ISAKMP 110 Identity Protection (Main Mode)
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Frame 8: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)
Ethernet II, Src: NewH3CTe_35:ff:5d (58:b3:8f:35:ff:5d), Dst: NewH3CTe_3@:e3:45 (74:3a:20:30:e3:45)

Internet Protocol Version 4, src: 1, Dst: 6

User Datagram Protocol, Src Port{ 5e@, Dst rort: 500 |

2 13:39:14:641 2024 firewall IKE/7/DEBUG:
2 13:39:14:642 2024 firewall IKE/7/DEBUG:
2 13:39:14:642 2024 firewall IKE/7/DEBUG:
2 13:39:14:643 2024 firewall IKE/7/DEBUG:
2 13:39:14:643 2024 firewall IKE/7/DEBUG:
2 13:39:14:643 2024 firewall IKE/7/DEBUG:
2 13:39:14:644 2024 firewall IKE/7/DEBUG:
2 13:39:14:644 2024 firewall IKE/7/DEBUG:
2 13:39:14:644 2024 firewall IKE/7/DEBUG:
2 13:39:14:645 2024 firewall IKE/7/DEBUG:
2 13:39:14:645 2024 firewall IKE/7/DEBUG:
2 13:39:14:646 2024 firewall IKE/7/DEBUG:
2 13:39:14:646 2024 firewall IKE/7/DEBUG:
2 13:39:14:646 2024 firewall IKE/7/DEBUG:
2 13:39:14:647 2024 firewall IKE/7/DEBUG:
2 13:39:14:647 2024 firewall IKE/7/DEBUG:
2 13:39:14:648 2024 firewall IKE/7/DEBUG:
2 13:39:14:648 2024 firewall IKE/7/DEBUG:
2 13:39:14:648 2024 firewall IKE/7/DEBUG:
2 13:39:14:649 2024 firewall IKE/7/DEBUG:
2 13:39:14:649 2024 firewall IKE/7/DEBUG:
2 13:39:14:650 2024 firewall IKE/7/DEBUG:

message.
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Internet Security Association and Key Management Protocol

received message:
ICOOKIE: 0x0cd7aa74c7d1d068
RCOOKIE: 0xe9644cbe97a31ee9
NEXT_PAYLOAD: ID
VERSION: 16
EXCH_TYPE: MAIN
FLAGS: [ ENC ]
MESSAGE_ID: 0x00000000
LENGTH: 68
check message duplicate
parse payloads: payload ID
parse payloads: payload HASH
validate payload ID
TYPE: 1
DOI_DATA: 0x1101f4
id information: type 1 proto 17 port500
id information: IPv4 address X.X.X.X
validate payload HASH
exchange check: checking for required ID
exchange check: checking for required AUTH
P1 handle ID:Failed to find ike peer by address.
exchange state machine:Failed to receive
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&iflcomwareSE&vpniFty :

Q:Comware V3, V5. V7#EBLEIPsec VPNRIBAIARR?

A:

1) V3. VSRS RN ASRINATE S, REEFREXIT.
V7RISR IEF AR SHFNATER S (WIRIRISSHS) o

2) V3, V5RhkiEdisplay ike saRJLABRE—. ZIEREEIER.

V7R X Edisplay ike saR BnikeSHESIIER, B&—. ZHER.

3) V3. V5 KIEMARFRIFnat traversalA BEsziFnat Rk,

VIEZFFE, BT,

4) V5EMRAFIV3ATike peer xxxtBZFV7Hiike profile xxx,

V7RI ERB R R EEL B T BhtEike keychain,

5) V3IRE ILECac B Eimpermitfafsdeny ElAthift.

V5, V7AEZdeny,

6) V7 FEILECAERVPNAISMEEVPN, POEBVPNRREEAIR N FT/EVPN, JMBVPNREREIR AT
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8) V7iHIKEV2, V5HIV3AiE,
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