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10.1.1.0

FC.4
[FWilintg1/02

[FW1 GigabitEthernet1/0/2]ip ad 10.1.1.1 24

[FWA GigabitEthernet1/0/2]int g1/0/3

[FW1 GigabitEthernet1/0/3]ip ad 1.1.1.1 24
[FWilsecurity-zone name Trust

[FW -security-zone-Trustlimport interface g1/0/2
[FW1 security-zone-Trust]quit

[FWi Jsecurity-zone name Untrust
[FWisecurity-zone-Untrustlimport interface g1/0/3
[FWAJip route-static 0.0.0.0 01.1.1.11

interface Tunnel0 mode gre

ip address 10.1.2.1 255.255.255.0

source 1.1.1.1

destination 2.2.2.2

[FWi]ip route-static 10.1.3.0 24 Tunnel 0
[FWi]security-zone name Untrust

[FWi -security-zone-Untrustlimport interface Tunnel 0
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[Ritlint goo
[R11-GigabitEthernet)/0ip ad 1.1.1.11 24
[R11-GigabitEthernet0/0]int g0/t

[R11-GigabitEthernet)/1Jip ad 2.2.2.11 24

2220 10.1.3.0
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gre tunnel 10.1.2.0 interface Tunnel0 mode gre

ip address 10.1.2.2 255.255.255.0
source2.2.2.2
destination 1.1.1.1

security-policy ip

rule 1 name t-u

action pass

source-zone trust

destination-zone untrust
sourceip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet10.1.3.0 2565.256.255.0
service ping

rule 2 name ud

action pass

source-zone local

source-zone untrust

destination-zone local

destination-zone untrust
sourcedip-host1.1.1.1
sourcedip-host2.22.2
destination-ip-host 1.1.1.1
destination-ip-host2.2.2.2

service gre

grefBRsLie

gre vpnBCESeRE, TEMIKIE EREBEEMERSIENIN Agre, MEBEEBERNRIGHIT T grefIEt%E
. (ERMEERI0REMUHRAR R ATESSI I, MAZREDILE, XERUEEAIbugIZ?

Fo. Tine Sowee Destination
3329 4048.766974  10.1.1.4 10.1.3.5
3330 4048.709000  10.1.3.5 10.1.1.4
33314048.915593  10.1.1.4 10.1.3.5
3332 4048916709  10.1.3.5 10.1.1.4
3333 4049122184  10.1.1.4 10.1.3.5
3334 4949123534  10.1.3.5 10.1.1.4

—+ 33364049.328276 10.1.1.4 10.1.3.5

<+ 33374049.329227 10.1.3.5 10.1.1.4
3338 4049.532873  10.1.1.4 10.1.3.5
3339 4049.533774  10.1.3.5 10.1.1.4

Protosol Length Info

ICHP 122 Echo (ping) request id=0x@0ba, seq=8/@, tt1=254 (reply in 3330)
ICHP 122 Echo (ping) reply  id=0x0ba, seq=9/0, tt1=254 (request in 3329)
ICHP 122 Echo (ping) request id=0x0@ba, seq=1/256, tt1=254 (reply in 3332)
ICHP 122 Echo (ping) reply  id=0x0ba, seq=1/256, tt1=254 (request in 3331)
ICHP 122 Echo (ping) request id=0x0@ba, seq=2/512, tt1=254 (reply in 3334)
ICHP 122 Echo (ping) reply — id=0x0@ba, seq=2/512, tt1=254 (request in 3333)
ICHP 122 Echo (ping) request id=0x0@ba, seq=3/768, tt1=254 (reply in 3337)
ICHP 122 Echo (ping) reply  id=0x0@ba, seq=3/768, tt1=254 (request in 3336)
ICHP 122 Echo (ping) request id=0x@0ba, seq=4/1024, tt1=254 (reply in 3339)
ICHP 122 Echo (ping) reply  id=0x0@ba, seq=4/1024, tt1=254 (request in 3338)

) Frame 3337: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
) Ethernet II, Src: a@:e0:d9:04:02:07 (a0:0:d9:04:02:07), Dst: a0:e0:e4:48:03:06 (0:e0:e4:48:03:06)

) Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1

) Generic Routing Encapsulation (IP)

) Internet Protocol Version 4, Src: 10.1.3.5, Dst: 10.1.1.4
) Internet Control Message Protocol

gre over ipsec vpnEeETeRk/E, TERIXIE LREBEERIABXSEMN Agre, ike safllipsec sa&BEEIZAL
If), IMEREBERIREE N ISR IR IS TipsechIEi2E, BEFHREHZIT T grefiiE,

IBERTLAMAIRHERT T greRTES I


https://zhiliao.h3c.com/questions/catesDis/721
https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/440361

Ha. Time Source Destination Frotocel Length Info

41568 4881.464109 1.1.1.1 2.2.2.2 ISAKMP 206 Quick Mode
4151 4881.467049 2.2.2.2 5 - ISAKMP 206 Quick Mode
4152 4881.470489 1.1.1.1 2.2.2.2 ISAKMP 94 Quick Mode

-
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4155 4883.781278 1.1.1.1 2.2.2.2 ESP 182 ESP (SPI=0xb69blead)
4156 4883.782705 2.2.2.2 AT ESP 182 ESP (SPI=-0x3001914c)
4157 4884.834455  1.1.1.1 2.2.2.2 ESP 182 ESP (SPI=0@xb69blead)
4158 4884.036264 2.2.2.2 1.1.1.1 ESP 182 ESP (SPI=0x38@1914c)
41668 4884.287542  1.1.1.1 2.2.2.2 ESP 182 ESP (SPI=@xb69blead)
4161 4884.289634  2.2.2.2 1.1.1.1 ESP 182 ESP (SPI=0x30@81914c)
4162 4884.494124  1.1.1.1 2.2.2.2 ESP 182 ESP (SPI=@xb69blead)
4163 4884.495747  2.2.2.2 1.1.1.1 ESP 182 ESP (SPI=0x30@81914c)

Frame 4156: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits) on interface 8

Ethernet II, Src: aB:e@8:d9:04:02:87 (a@:e@:d9:04:02:87), Dst: aB:e@:e4:48:03:06 (ab:e8:24:48:03:06)
Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1

Encapsulating Security Payload

2ot
ENipithdk, IMAZEKIGEEALER
gre vpnECEE
gre over ipsec vpnft & :
#
interface GigabitEthernet1/0/3
port link-mode route

|
)|

combo enable copper

ip address 1.1.1.1 255.255.255.0
ipsec apply policy map1

#

interface Tunnel0 mode gre

ip address 10.1.2.1 255.255.255.0
source 1.1.1.1

destination 2.2.2.2
#

ip route-static 0.0.0.0 0 1.1.1.11

ip route-static 10.1.3.0 24 Tunnel0
#

acl number 3000

rule 5 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
#

ipsec transform-set tran1

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat
#

ipsec policy map1 10 isakmp
transform-set trant

security acl 3000

local-address 1.1.1.1

remote-address 2.2.2.2

ikev2-profile pro2 =kike-profile pro1
#
ike profile pro1

keychain key1

match remote identity address 2.2.2.2 255.255.255.0
#
ike keychain key1

pre-shared-key address 2.2.2.2 255.255.255.0 key cipher $c$3$05S+Sufy7JBH4G+gsqNnaX+gRFZ
Yng==
#
ikev2 keychain key2

peer p1

address 2.2.2.2 255.255.255.0

identity address 2.2.2.2

pre-shared-key ciphertext $¢$3$5+EbbPxS8gTHmMzuZmcDStotMBFOR0Q==
#
ikev2 profile pro2



authentication-method local pre-share
authentication-method remote pre-share
keychain key2
match remote identity address 2.2.2.2 255.255.255.0
#
security-policy ip
rule 1 name t-u
action pass
source-zone trust
destination-zone untrust
source-ip-subnet 10.1.1.0 255.255.255.0
destination-ip-subnet 10.1.3.0 255.255.255.0
service ping
rule 2 name u-I
action pass
source-zone local
source-zone untrust
destination-zone local
destination-zone untrust
source-ip-host 1.1.1.1
source-ip-host 2.2.2.2
destination-ip-host 1.1.1.1
destination-ip-host 2.2.2.2
service ipsec-ah
service ipsec-esp
service gre
#

KHBikevigiEikev2EBalLA, REfEEZRlike salikev2 saflIPSec safEigiE 7Rk In
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