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ikev1 =t :

1. acl

acl number 3000

rule 15 permit ip source 1.1.1.1 0 destination 2.2.2.2 0
2, ke

ike proposal 1

encryption-algorithm aes-cbc-128
authentication-algorithm md5

3. ipsecH IR

ipsec transform-set tran1

esp encryption-algorithm aes-cbc-128
esp authentication-algorithm shat

4. ike keychain

ike keychain key1

pre-shared-key address 2.2.2.2 255.255.255.0 key simple h3c
5. ike profile

ike profile pro1

keychain key1

local-identity address 1.1.1.1

match remote identity address 2.2.2.2 255.255.255.0
proposal 1

6. ipsecHRmg

ipsec policy map1 10 isakmp
transform-set tran1

security acl 3000

local-address 1.1.1.1

remote-address 2.2.2.2

ike-profile pro1

7. EEOTRA

interface GigabitEthernet1/0/3

port link-mode route

combo enable copper

ip address 1.1.1.1 255.255.255.0
ipsec apply policy map1

ikev1BFERIE :
1. acl
2. ike proposal
3. keBHER:
[FW1]ike identity fqdn fwa
4. ike keychain
5. ike profile

ike profile pro1

keychain key1
exchange-mode aggressive
local-identity fqdn fwa
match remote identity fqdn fwb
proposal 1

6. ipsec transform-set

7. ipsec policy

8. EOTRFA

ikev2:
1. acl
2. ike proposal


https://zhiliao.h3c.com/questions/catesDis/722
https://zhiliao.h3c.com/User/other/440361

3. ikev2 keychain

ikev2 keychain key2

peer p1
address 2.2.2.254 255.255.255.0
identity address 2.2.2.254
pre-shared-key plaintext h3c

4. ikev2 profile

ikev2 profile pro2

authentication-method local pre-share
authentication-method remote pre-share
keychain key2

match remote identity address 2.2.2.254 255.255.255.0

5. ipsec transform-set

6. ipsec policy

7. EEOTNA
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