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R1:

<Huawei>u tm

Info: Current terminal monitor is off.

<Huawei>u td

Info: Current terminal debugging is off.
<Huawei>system

Enter system view, return user view with Ctrl+Z.
[Huawei]sysname R1

[R1]int gi 0/0/0

[R1-GigabitEthernet0/0/0]ip address 202.103.224.1 24
[R1-GigabitEthernet0/0/0]quit

[R1]int gi 0/0/1

[R1-GigabitEthernet0/0/1]ip address 202.1.100.1 29
[R1-GigabitEthernet0/0/1]quit

FW1:

<USG6000Vi>utm

Info: Current terminal monitor is off.
<USG6000Vi>utd

Info: Current terminal debugging is off.
<USGB000V1>system

Enter system view, return user view with Ctrl+Z.
[USG6000V1]sysname FW1

[FWH1]int gi 1/0/2

[FW1-GigabitEthernet1/0/2]ip address 192.168.10.1 24
[FW1-GigabitEthernet1/0/2]quit

[FWH1]int gi 1/0/1

[FW1-GigabitEthernet1/0/1]ip address 202.1.100.2 29
[FW1-GigabitEthernet1/0/1]quit

[FWH1]int gi 1/0/3

[FW1-GigabitEthernet1/0/3]ip address 172.16.1.1 24
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[FW1-GigabitEthernet1/0/3]quit
[FW1]ip route-static 0.0.0.0 0.0.0.0 202.1.100.1

[FW{]firewall zone trust
[FW1-zone-trust]add int gi 1/0/2
[FW1-zone-trust]quit
[FW1]firewall zone untrust
[FW1-zone-untrust]add int gi 1/0/1
[FW1-zone-untrust]quit
[FW1]firewall zone dmz
[FW1-zone-dmz]add int gi 1/0/3
[FW1-zone-dmz]quit

[FWH1]security-policy

[FW1-policy-security]rule name 1
[FW1-policy-security-rule-1]action permit
[FW1-policy-security-rule-1]source-address 192.168.10.0 24
[FW1-policy-security-rule-1]source-zone trust
[FW1-policy-security-rule-1]destination-zone untrust
[FW1-policy-security-rule-1]quit

[FW1-policy-security]rule name 2
[FW1-policy-security-rule-2]action permit
[FW1-policy-security-rule-2]source-zone untrust
[FW1-policy-security-rule-2]destination-zone dmz
[FW1-policy-security-rule-2]quit

[FW1-policy-security]rule name 3
[FW1-policy-security-rule-3]action permit
[FW1-policy-security-rule-3]source-zone trust dmz
[FW1-policy-security-rule-3]destination-zone trust dmz
[FW1-policy-security-rule-3]quit

[

FW1-policy-security]quit

[FW1]nat address-group 1
[FW1-address-group-1]section 202.1.100.3 202.1.100.4
[FW1-address-group-1]quit

[FW1]nat server 1 global 202.1.100.5 inside 172.16.1.2
[FW1]nat statistics enable

FW1]nat-policy

FW1-policy-nat]rule name 1
FW1-policy-nat-rule-1]source-address 192.168.10.0 24
FW1-policy-nat-rule-1]action source-nat address-group 1

]
]
FW1-policy-nat-rule-1]destination-zone untrust
FW1-policy-nat-rule-1]enable

]

[
[
[
[
[FW1-policy-nat-rule-1]source-zone trust
[
[
[FW1-policy-nat-rule-1]quit

[

FW1-policy-nat]quit
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Simulator!
PC>ping 192.168.10.2

Press Ctrl C to break

Ping 192.168.10.2:
Request ti t!

data bytes,

timeout!
timeout!

Regquest
Regquest
Regquest
Regquest

timeout!
timeout!

--= 192.168.10.2 ping statistics ---
transmitted
received

5 packet (s)
0 packet (s)

)0.00% packet loss
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p: 172 . 18 . 1 fhEARE R 0 . 0 0 0
PINGIMji{
BRIIPV4: 0 .0 0 0 e ik
MRS 2 Bih ping fiTh: 0%M: 0

MEIPCEEPINGBARSS ESIETERIAMIP,
T PC2

] iﬁﬁ UDF’EE‘.IE &0
timeout!
timeout!
timeout!
timeout!

EAtmE

-—— 192.168.10.2 ping statistics
5 packet(s) transmitted
0 packet (s)
100.00% packet loss

received

PC>ping 202.1.100.5

32 data bytes,

Press Ctrl C t
tt1=253 time=

2
20
2
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bytes=32
bytes=32 ttl=253
ttl=253
ttl=253
ttl=253

b yte
byte

5 ping statistics --—-—
t(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/37/47 ms

PC>
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