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—. RIFEERE:

BEEWLANESSHBNFES, £EFTESIARENENRFHIEARREIWESR
. EFRIGIAIEG802.1xf0Portal, MEFXFEMANENESESR, SEEWXE
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WXZRFIAC (Feizhlzg, AMIPRAWX5004, hRZAR2308P23) , Fit AP (FLkiz
N $1§J‘43§EH§WA2612 IRAFAACEEFithRA) , IMCIRSZ S (EAKRAS5.2, U
AMEBHRRAS.2) , EIBPOERMRM, (EEH (28, TLELENMR) .

=. EAMNE:

M. RELE:

1. EAPortaiAEAC LIRSS :
<WX5004>dis cu

#

version 5.20, Release 2308P23

#

sysname WX5004

#

domain default enable system

#

telnet server enable

#

port-security enable

#

portal server imc ip 10.153.43.148 key cipher $c$3$xroZcZzBe8wQsioiffyMf2HvZ03
zUW1M url http://10.153.43.148/portal server-type imc
portal free-rule 0 source interface GigabitEthernet1/0/4 destination any
portal local-server http

#

undo password-recovery enable

#

vlan 1

#

vlan 10

#

vlan 100

#

vlan 4000

#

radius scheme imc

server-type extended

primary authentication 10.153.43.148


https://zhiliao.h3c.com/User/other/0

primary accounting 10.153.43.148
key authentication cipher $c$3$szEDMyBVMO7b84qPADoC9f+L4+/L/yIn
key accounting cipher $c¢$3$AHE6Wo0zZIggEI39ZPYnWs84LnzP8xcPHd
user-name-format without-domain
nas-ip 192.168.121.154
#
domain imc
authentication portal radius-scheme imc
authorization portal radius-scheme imc
accounting portal radius-scheme imc
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut enable 10 10240
self-service-url disable
#
dhcp server ip-pool ap
network 192.168.0.0 mask 255.255.255.0
gateway-list 192.168.0.54
#
dhcp server ip-pool client
network 192.168.121.0 mask 255.255.255.0
gateway-list 192.168.121.154
dns-list 88.8.8.8
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $¢$3$nmBMe/uKDpkC4Xtv6LT2J3/1dyLYc5D+
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 clear
ssid portal-mac
bind WLAN-ESS 1
service-template enable
#
wlan service-template 2 clear
ssid portal-nac
bind WLAN-ESS 2
service-template enable
#
user-profile SSID1
wlan permit-ssid portal-mac
user-profile SSID2
wlan permit-ssid portal-nac
#
interface NULLO
#
interface Vlan-interface1
ip address 192.168.0.54 255.255.255.0



#
interface Vlan-interface100

ip address 192.168.121.154 255.255.255.0
portal server imc method direct
portal domain imc

portal nas-ip 192.168.121.154
#
interface Vlan-interface4000

ip address 10.153.43.156 255.255.255.0
#
interface GigabitEthernet1/0/1
port link-type trunk

port trunk permit vlan all
#
interface GigabitEthernet1/0/2
#
interface GigabitEthernet1/0/3
#
interface GigabitEthernet1/0/4
port access vlan 4000
#
interface Ten-GigabitEthernet1/0/5
#
interface WLAN-ESS1

port access vlan 100
#
interface WLAN-ESS2

port access vlan 100
#
wlan ap ap2 model WA2612 id 2
serial-id 219801A0CJC124002846
radio 1

service-template 1

service-template 2

radio enable
#

ip route-static 10.153.43.0 255.255.255.0 10.153.43.148
#

undo info-center logfile enable
#

dhcp enable
#

user-profile SSID1 enable
user-profile SSID2 enable
#

load xml-configuration
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
2. RF802.1xIMIEAC EHIEEHIER
<WX5004>dis cu
#

version 5.20, Release 2308P23
#

sysname WX5004
#

domain default enable system
#

telnet server enable
#



port-security enable
#
dot1x authentication-method eap
#
portal local-server http
#
undo password-recovery enable
#
vlan 1
#
vlan 10
#
vlan 100
#
vlan 4000
#
radius scheme dot1x
primary authentication 10.153.43.148
primary accounting 10.153.43.148
key authentication cipher $c$3$yZomOUw3PnoJ5uV/cfY7B4WSAEtbXrNz
key accounting cipher $c$3$e+PwLiyQet719In2CwzW2tY XaGHMih8H
user-name-format without-domain
nas-ip 192.168.121.154
#
domain dot1x
authentication lan-access radius-scheme dot1x
authorization lan-access radius-scheme dot1x
accounting lan-access radius-scheme dot1x
access-limit disable
state active
idle-cut disable
self-service-url disable
domain system
access-limit disable
state active
idle-cut enable 10 10240
self-service-url disable
#
dhcp server ip-pool ap
network 192.168.0.0 mask 255.255.255.0
gateway-list 192.168.0.54
#
dhcp server ip-pool client
network 192.168.121.0 mask 255.255.255.0
gateway-list 192.168.121.154
dns-list 88.8.8.8
#
user-group system
group-attribute allow-guest
#
local-user admin
password cipher $¢$3$nmBMe/uKDpkC4Xtv6LT2J3/1dyLYc5D+
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 1 2 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 3 crypto



ssid dot1x_mac

bind WLAN-ESS 3

cipher-suite ccmp

security-ie rsn

service-template enable

#

wlan service-template 4 crypto
ssid dot1x_nac

bind WLAN-ESS 4

cipher-suite ccmp

security-ie rsn

service-template enable

#

user-profile SSID3

wlan permit-ssid dot1x_mac
user-profile SSID4

wlan permit-ssid dot1x_nac

#

interface NULLO

#

interface Vlan-interfacef

ip address 192.168.0.54 255.255.255.0
#

interface Vlan-interface100

ip address 192.168.121.154 255.255.255.0
#

interface Vlan-interface4000

ip address 10.153.43.156 255.255.255.0
#

interface GigabitEthernet1/0/1

port link-type trunk

port trunk permit vlan all
#

interface GigabitEthernet1/0/2
#

interface GigabitEthernet1/0/3
#

interface GigabitEthernet1/0/4

port access vlan 4000
#

interface Ten-GigabitEthernet1/0/5
#
interface WLAN-ESS3

port access vlan 100

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
undo dot1x handshake

dot1x mandatory-domain dot1x
undo dot1x multicast-trigger
#
interface WLAN-ESS4

port access vlan 100

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
undo dot1x handshake

dot1x mandatory-domain dot1x
undo dot1x multicast-trigger
#
wlan ap ap2 model WA2612 id 2
serial-id 219801A0CJC124002846
radio 1

service-template 3

service-template 4

radio enable



#

ip route-static 10.153.43.0 255.255.255.0 10.153.43.148

#

undo info-center logfile enable

#

dhcp enable

#

user-profile SSID3 enable

user-profile SSID4 enable

#

load xml-configuration
#

user-interface con 0

user-interface vty 0 4

authentication-mode scheme

user privilege level 3
#

return
3. IMCHRSS38 LB %Portalf1802. 1 x I E A B Ei5 43 8IS EKMS-22518F1IKMS-21186
, XEETHEANIN, BEAIRSSR AR NS AR B MiF iR
(1).Portal ER&ERY, ZEEEAMNPEE user-profilefIZFRUAR AiEEBEFRFMAC,
Hittfg EfEEPortaltiE, WM FNERR:

(2)f8EEPortal, 802.1x AFEFEENMNIR ERFEEERNANERIAESEEIR :



4.PCEEIR (Win TIZ(ER#Z) LXTF802. 1xEBELBEESEKMS-21716,

f. BEXES:

1.8 % _ EE BT @Eportalf1802. 1xEA—E, RFEHMuser-profilefIFEXE BRI
, WIREESBME T#ERE (enable) user-profile, BMEHIIAIEZZI LAY,

2.MC_LEREFIE @I EARRM, BANRSEEMportaliiE5Tk/E, ATLURREREA
MNSERE (EBBEBIEHIAME 28 FRuser-profile, EE4ERFMACHEI)

. BARSES (ESETRSES. WREMENRN) | SRR, Sk
S (KSE. ZE. PEEMENRS) NIRFES, 128 & user-profileflig s
HREE (BEANS) |, iEE802. 1IAEMIERHEE! (Eap-PeapiXEEap-TLS)

BAEKSERNIEE, BLANMCHRERANRBFMEFERISMKSEERNMAC
Hotik, IMCHESTKS BIERHESBEMAC, BELRBERIZ MR,
4fEEaskift, XFMEAR TRPKES. KRIEMACHEIIE, SSID=#%ETEFHEIINAR,
{HE— R EE T EAIERI.

5 FERFAEERIZ, HTuser-profileEfEradius code 2SR EBIETHRY, RFBUE
MCHcode 2[EIRIf5, @I FA&user-profilefnameftiZE L&, —EEERIME
55 (permit-SSIDAILELEE £ /Suser-profileskenable) \£I7ZIIELRIRIE L, 8%
L HEERIR3user got online failed, BERTIMCTEKEIZEREIXJack, ELINIRE
HFuser-profilefHiRSHAVANIELMIEMC LRI EEZRAMELAMBE. BABHEE
EEH, RadiusBHRX L Ecode 2, portaB \ERTSEFIREIZ R~ E&RIIEX
SMATEAIIER, dis connectionfliMC_EFFETEL AR EPEARZIBFELZ, 8B40
FRportaAEARHANTEIIVME, FaiHE, XREERINER.

75 JEIFAEER

1. SEFAPortai\ERY 45 SRIGITE :

FE—RINIERY, PC1XBX“portal-mac”sRFEMcS “‘portal1™AIE, PC23KEX‘portal-nac’sg
FAKS“portal2”TAUE, XATEHFIMC_EXF MK SESERHEAMNIRE 7 XHMKS 5
BISFIPCIFIPC2HIMACHEUHEEE, ICR FMEXRSPEES. T4/, PCIAWKS o
rtal2” AR, MR E63025::MACHBIMHBERET LM, PC2FRM S “portal 1 IAIUE
%M, MRERHERE63025::MACHIEAREIG BT,

BEfS, PCIFIPC2MTFFXEX, PC13%Ef portal-nac”, A portall TAIFSIREZB T (u
ser-profilef@E4EIR) , F‘portal2” I \IERRE63025::MACHBIM4REREE R, PC2
MIRNEERER, AHEER, BXEENT:

2. 5RFH802. 1 AMERIZSERISIE :

FEIRINIERS, PC13KEk“dotix_mac™RFAMKS ‘dot1x1"A\IE, REFH (4.0MA) K
BX“dot1x_nac”REMKS “dot1x2"IAIE, XATEFIMC_EIXFMKSEFEAIENFIR
E VXA MKS 2 BISTIPCIFIR EFHAIMACHIHEEEE, IBR MEXSIERES.
T, PC1AKS dotIx2AIELW, BEMCHE R E63025: : MACHIIEAEE
QBRI ZEFHAMKS dot1x1IAIELN, iIMCHEREFERE63025: : MACIH:
ISP RERGE R,

f&fe, PC1FIPC2BFFFXEL, PC13KEL“dot1x_nac”,FE“dotix 1 TAIESMIR RIS & (u
ser-profilet@EtgiR) , F“dot1x2"AIEMCHERERE63025: : MACHBU4PERES
KW, REFNNRAERER, RAEZEA,

3. BXAMEN SRR ER:

(1).Portali NIRRT, 1R ERIER:

[WX5004]dis connection

Index=322 ,Username=portal1@imc
MAC=24-77-03-91-77-20
IP=192.168.121.1

IPv6=N/A

Total 1 connection(s) matched.
[WX5004]dis connection ucibindex 322
Index=322 , Username=portal1@imc



MAC=24-77-03-91-77-20

IP=192.168.121.1

IPv6=N/A

Access=PORTAL ,AuthMethod=CHAP

Port Type=Wireless-802.11,Port Name=Vlan-interface100
Initial VLAN=100, Authorization VLAN=N/A

ACL Group=Disable

User Profile=SSID1

CAR=Disable

Priority=Disable

Accounting Username=portali

Start=2013-08-02 09:05:39 ,Current=2013-08-02 09:06:20 ,Online=00h00m41s
Total 1 connection matched.

[WX5004]

(2) INEARMAIMTURFAIIMC HRSER.:

(3).802.1XINIESRML, ANEEEIA,
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