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#
version 5.20, release 2115P20
#
sysname H3C
#
domain default enable system
#
telnet server enable
#
port-security enable
#
vlan 1
#
domain system
access-limit disable
state active
idle-cut disable
self-service-url disable
#
pki domain pkit
crl check disable
signature-algorithm ecdsa
peer-entity as1 import
#
user-group system
#
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local-user admin
password simple admin
authorization-attribute level 3
service-type telnet
#
wlan rrm
dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2
dot11b supported-rate 5.5 11
dot11g mandatory-rate 12 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan radio-policy 1
undo wmm enable
#
wlan service-template 1 wapi
ssid wapi-cer
bind WLAN-ESS 1
service-template enable
#
interface NULLO
#
interface Vlan-interface1
ip address 10.10.1.1 255.255.255.0
#
interface M-GigabitEthernet2/0/0
#
interface Ten-GigabitEthernet2/0/1
#
interface WLAN-ESS1
wapi authentication-server ip 10.10.1.3
undo wapi bk rekey enable
wapi certificate domain pki1 authentication-server as1
wapi msk-rekey method time-based 20000
wapi usk lifetime 20000
port-security port-mode wapi
#
wlan ap ap1_002 model WA2210-AG
serial-id 210235A29D0083000778
radio 1
radio-policy 1
service-template 1
radio enable
#
dhcp enable
#
load xml-configuration
#
user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3
#
return
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INEAR FRPIERER) |, ISEIEBRAECDSARRE ., HELEINBLifasi KA
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[AC] pki domain pki1

[AC-pki-domain-pki1] crl check disable

[AC-pki-domain-pki1] signature-algorithm ecdsa

[AC-pki-domain-pki1] peer-entity as1 import



[AC-pki-domain-pki1] quit

# PBISNIEBf4ap.cer, ca.cerfllas.cer,

[AC] pki import-certificate local domain pki1 pem filename ap.cer (ae.cer)
[AC] pki import-certificate ca domain pki1 pem filename ca.cer (root.cer)
[AC] pki import-certificate peer-entity as1 domain pki1 pem filename as.cer (root.cer)

# (FRERORLINEE, HELEREOWLAN-ESS1HiR L& AWAPHET,

[AC] port-security enable
[AC] interface wlan-ess 1
[AC-WLAN-ESS1] port-security port-mode wapi

# TEZOWLAN-ESS1 LR BWAPERFIEBL R AR PRI ESIIE; ISEASHIIPHE
1E4910.10.1.3, FHEEIEBETBAIPKIZ SIpkil, ASHasi,

[AC-WLAN-ESS1] wapi authentication method certificate
[AC-WLAN-ESS1] wapi authentication mode standard
[AC-WLAN-ESS1] wapi authentication-server ip 10.10.1.3
[AC-WLAN-ESS1] wapi certificate domain pki1 authentication-server as1

# TERCIWLAN-ESS1 EXITIBKEHINGE, FHEcE SR EE BANEREERERAE A
2000075,

[AC-WLAN-ESS1] undo wapi bk rekey enable
[AC-WLAN-ESS1] wapi usk lifetime 20000

[AC-WLAN-ESS1] wapi msk-rekey method time-based 20000
[AC-WLAN-ESS1] quit

# Bl SR e radiol.,

[AC] wlan radio-policy 1
[AC-wlan-rp-radio1] undo wmm enable

# QUEEEEVHWAPIRRS SR, BCEHESSIDAwapil, 4FEEOWLAN-ESST, FHEaE
ZARSEEIR.,

[AC] wlan service-template 1 wapi
[AC-wlan-st-1] ssid wapiil
[AC-wlan-st-1] bind wlan-ess 1
[AC-wlan-st-1] service-template enable
[AC-wlan-st-1] quit

(1) ECEBAP 148:XInkE

# BUFREV S Hwa22001IAPETEIE Rap1_002,

[AC] wlan ap ap1 model wa2210-AG
[AC-wlan-ap-ap1] serial-id 210235A29D0083000778

# CIEESSEUA11bRISHRT, BCEESIRSERIKEK, SHREE Aradiot, FHEREZES

3,

[AC-wlan-ap-ap1] radio 1
[AC-wlan-ap-ap1-radio-1] service-template 1
[AC-wlan-ap-ap1-radio-1] radio-policy 1
[AC-wlan-ap-ap1-radio-1] radio enable
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[H3C] display wapi user
Total number of users: 1

User information

MAC address : 00-0b-c0-02-5e-39
VLAN 1

Interface : WLAN-DBSS2:0
Authentication method : Certificate
Current state : Online

Authentication state : Authenticate success
USK handshake state : Establish
MSK handshake state : Establish
AAA handshake state : Idle
Online time (hh:mm:ss) :00:02:26
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dir
Directory of flash:/

0 -rw- 9270 Mar 14 2008 10:23:40 config.cfg

1 -rw- 9718892 Apr 152008 10:00:15 wx6103.bin
10 -rw- 615 Apr 18 2008 09:58:24 root.cer

11 -rw- 805 Apr 18 2008 09:59:37 ae.cer

31750 KB total (22248 KB free)

# ECEPKIE,

[H3C]pki domain pkit

[H3C-pki-domain-pkit]crl check disable

[H3C-pki-domain-pki1]signature-algorithm ecdsa

Note: Change signature algorithm will impact the use of existing certificates, please d
elete all certificates of the domain.

[H3C-pki-domain-pki1]peer-entity as1 import

[H3C-pki-domain-pki1]quit

# BECEPKIE, RRTEMFSNIESR. T8, URSNIEBHIFEALER, K28
KL

[H3C]pki import-certificate peer-entity as1 domain pki1 pem filename root.cer
Importing certificates. Please wait a while......
%Apr 18 10:54:12:327 2008 H3C PKI/4/Verify_Cert:Verify certificate CN=root.cer of t
he domain pkil successfully.....
Import peer entity certificate successfully.
%Apr 18 10:54:17:215 2008 H3C PKI/4/Import_Peer_Entity_Cert:Import peer entity ¢
ertificate of the domain pkil successfully.
[H3C]pki import-certificate ca domain pki1 pem filename root.cer
Importing certificates. Please wait a while......
The trusted CA's finger print is:
MD5 fingerprint:FO2E 4528 8269 791A 6A70 0D41 C7D0 5516
SHAT1 fingerprint:2FAF 6D42 BC52 A8FA CB77 49B7 3972 2069 3728 E302

Is the finger print correct?(Y/N):y
%Apr 18 10:54:40:258 2008 H3C PKIl/4/Verify_CA_Root_Cert:CA root certificate of t

he domain pkit is trusted.....
Import CA certificate successfully.



%Apr 18 10:54:45:155 2008 H3C PKI/4/Update_CA_Cert:Update CA certificates of t
he Domain pki1 successfully.

[H3C]

%Apr 18 10:54:45:165 2008 H3C PKI/4/Import_CA_Cert:Import CA certificates of
the domain pki1 successfully.

[H3C]pki import-certificate local domain pki1 pem filename ae.cer

Importing certificates. Please wait a while......

%Apr 18 10:55:48:267 2008 H3C PKI/4/Verify_Cert:Verify certificate CN=ae.cer of th
e domain pki1 successfully...

Import local certificate successfully.

%Apr 18 10:55:50:715 2008 H3C PKI/4/Import_Local_Cert:Import local certificate of
the domain pki1 successfully...

Import key pair successfully.

%Apr 18 10:55:53:185 2008 H3C PKI/4/Import_Local_Key:Import local private key of
the domain pki1 successfully.

[H3C]

# IEFRSANXUIEBRE, BeERENNERRY, BRIEHEMIGES.
[H3Clreturn
dir

Directory of flash:/

0 -rw- 9270 Mar 14 2008 10:23:40 config.cfg

1 -rw- 9718892 Apr 152008 10:00:15 main.bin

10 -rw- 615 Apr 18 2008 09:58:24 root.cer

11 -rw- 805 Apr 18 2008 09:59:37 ae.cer

12 -rw- 615 Apr 18 2008 10:54:14 pkil1_peerentity_as1.cer
13 -rw- 615 Apr 18 2008 10:54:42 pkil1_ca.cer

14 -rw- 611 Apr 18 2008 10:55:48 pkil1_local.cer

31750 KB total (22229 KB free)

SRR EEIRE, EHRSANIELN, BUMMERER:

[H3C]pki import-certificate local domain pki1 pem filename ae.cer
Both local device and import file has a key, please choose one of them.
[H3C]

NFEHBERECESANNZBMR, ARRREEIRSF, EHSNER.

[H3C]public-key local destroy ecdsa
Warning: Confirm to destroy these keys? [Y/N]: y
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