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Enable the Insert X-Forwarded-For option in the HTTP profile
To configure the BIG-IP system to insert the original client IP address in an X-Forwarded-For HTTP
header, perform the following procedure:

1. Log in to the Configuration utility.

2. Go to Local Traffic > Profiles.

3. For Services, select HTTP.

4. Select Create.

5. Enter a name for the HTTP profile.

6. Select the Insert X-Forwarded-For check box.
Note: Older versions of BIG-IP software may display the option as Insert XForwarded For instead of
Insert X-Forwarded-For.

7. For Insert X-Forwarded-For, select Enabled.

Local Traffic » Profiles : Services : HTTP » http-xff

7+ -~ | Properties

General Properties

Name hitp-xff
Partition / Path Common
Proxy Mode Reverse

Parent Profile http v



https://zhiliao.h3c.com/questions/catesDis/2097
https://zhiliao.h3c.com/User/other/24323

Request Chunking Sustain  w

Response Chunking Sustain v
OneConnect Transformations Enabled
OneConnect Status Reuse 200 206
Redirect Rewrite None v
Encrypt Cookies

Cookie Encryption Passphrase

Confirm Cookie Encryption

Passphrase

Insert X-Forwarded-For Enabled ~
LWS Maximum Columns 80

LWS Separator

Maximum Requests 0

Send Proxy Via Header In Prosemve v

Request

Cand Draws Wia Hoador In

8. Select Finished.

You must now associate the new HTTP profile with the virtual server.

Configuration: Advanced v

DoH Profile Type None

Protocol TCP v

Protocol Profile (Client) tep v
Protocol Profile (Server) (Use Client Profile) v
HTTP Profile (Client) http-xff v

HTTP Profile (Server) (Use Client Profile)

HTTP Proxy Connect Profile None v

FTP Prafil= None

SERMEERRINT
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Destination Protocol  Identification  Total Length  Handshake Type
5 1.164531 192.168.126.128 192.168.1268.18 HTTP 8xbccd (48324) 4 51/tmml GET / HTTP/1.1
10 1.164992 192.168.120.100 192.168.120.24 HTTP 0x937¢ (37759) si/tmml : GET / HTTP/1.1
449 4.387@74 192.168.120.24 102.168.1268.188 HTTP exed71 (60785) s1/tmml : HTTP/1.@ 208 OK (text/html)
470 4.408792 192.168.120.10 102.168.128.128 HTTP 8x06f8 (38648) s1/tmml : HTTP/1.8 286 OK (text/html)

Ethernet II, Src
Internet Protoc

/135.8\r\n
cation/xhtml+xnl,application/xnl;
He! 8,zh-TW .7,zh-HI s e 0.2\r\n
cept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
®

HTTP request 1/1
q

» F5 Ethernet Trailer Pr

Time. Source Destination Protocol Identification  Total Length  Handshake Type
16 HTTI c4 (43324) GET / HTTP/1.1
24 /

168.120.100 192.
449 4.387074 102.168.120.24 192.168.128.100 HTTP @xed71 (60785) : HTTP/1.8 288 OK (text/html)
470 4.408792 192.168.120.10 192.168.120.120 HTTP 0x968 (38648) OUT s1/tmml : HTTP/1.8 260 OK (text/html)

bytes captured

il 1 6). w c:8c (80:0C: 2!
Internet Protocol Version 4, Src: 192.1 :

ion Control Protocol, Src Port: 63979, Dst Port: 2089, Seq: 1, : Len: 428

120.18:8808\r\n
: Mozilla/5.@ (Windows NT 10.0; Win64; : ) Gecko/20160101 Firefox/135.6\r\n
html+xnl, application/xml; */*;q=0.8\r\n

59
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\rin

1\r\n

[HTTP request 1/1]
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