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#
sysname H3C
#
domain default enable system
#
telnet server enable
#
port-security enable
#

dot1x authentication-method eap

#

vlan 1

#

domain system
access-limit disable

state active

idle-cut disable
self-service-url disable

#

pki entity auth
common-name local-auth
organization h3c-auth

#

pki domain local
certificate request entity auth
crl check disable

#

dhcp server ip-pool zlb
network 100.1.1.0 mask 255.255.255.0
gateway-list 100.1.1.1

#

user-group system
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user-group eap
#
local-user admin

password simple admin
authorization-attribute level 3
service-type telnet
local-user eap

password simple eap

group eap

service-type lan-access
#
wlan rrm

dot11a mandatory-rate 6 12 24
dot11a supported-rate 9 18 36 48 54
dot11b mandatory-rate 1 2

dot11b supported-rate 5.5 11
dot11g mandatory-rate 12 5.5 11
dot11g supported-rate 6 9 12 18 24 36 48 54
#
wlan service-template 1 crypto

ssid h3c-wpa

bind WLAN-ESS 1

cipher-suite tkip

security-ie wpa

service-template enable
#
ssl server-policy 1

pki-domain local

ciphersuite rsa_rc4_128_sha
handshake timeout 180
close-mode wait

session cachesize 1000
#
eap-profile eap1

ssl-server-policy 1

method peap-mschapv2
#
interface NULLO
#
interface Vlan-interfacel

ip address 100.1.1.1 255.255.255.0
#
interface M-GigabitEthernet2/0/0
#
interface Ten-GigabitEthernet2/0/1
#
interface WLAN-ESS1

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key
undo dot1x handshake
#
wlan ap ap1_002 model WA2210-AG
serial-id 210235A29D0083000778
radio 1

channel 1

service-template 1

radio enable
#

dhcp enable
#

local-server authentication eap-profile eap1
#

load xml-configuration
#



user-interface con 0
user-interface vty 0 4
authentication-mode scheme
user privilege level 3

#

return
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#

wlan service-template 1 crypto
ssid eap

bind WLAN-ESS 1
cipher-suite tkip

security-ie wpa
service-template enable

#

#

interface WLAN-ESS1

port-security port-mode userlogin-secure-ext
port-security tx-key-type 11key

undo dot1x handshake

#

# BB dot1 xINIEeaps T, FHEREmARE;

[AC]dot1x authentication-method eap
[AC]port-security enable

# BCEPKISEL

#

pki entity auth
common-name local-auth
organization h3c-auth

#

pki domain local
certificate request entity auth
crl check disable

#

#SNIEH;
MRZAEESNTIES, FEGHERAHER, FEFHTERSA:
[AC]public-key local destroy rsa

Local key pair is in use by local certificate of domain "local" ,Do you want to delete lo
cal certificate first? [Y/N]:y

SNRIES:
[AC]pki import-certificate ca domain local der filename certnew.cer
The trusted CA's finger print is:

MD5 fingerprint:5710 DE77 4771 641F 5C38 8CF4 25DE 9CAA
SHAT1 fingerprint:02AB BAB7 F8CC 6D1E 3EF8 5EAB 5FBD B448 A8FE 24FA

Is the finger print correct?(Y/N):y

Import CA certificate successfully.

%0ct 17 17:02:33:554 2008 H3C PKI/4/Verify_CA_Root_Cert:CA root certificate of t
he domain local is trusted.

[H3C]

%0Oct 17 17:02:33:563 2008 H3C PKI/4/Update_CA_Cert:Update CA certificates of t
he Domain local successfully.

%0Oct 17 17:02:33:572 2008 H3C PKIl/4/Import_CA_Cert:Import CA certificates of
the domain local successfully.

S \Server SSLIlFF:

[AC] pki import-certificate local domain local p12 filename server_ssl.pfx



Please input challenge password:

Import local certificate successfully.

%0Qct 17 17:06:26:777 2008 H3C PKI/4/Verify_Cert:Verify certificate CN=pt_web of t
he domain local successfully.

Import key pair successfully.

%0Oct 17 17:06:26:783 2008 H3C PKI/4/Import_Local_Cert:Import local certificate of
the domain local successfully.

[H3C]

%0Oct 17 17:06:26:838 2008 H3C PKI/4/Import_Local_Key:Import local private key of
the domain local successfully.

[AC]

# BoESSLIRS 5RES

#

ssl server-policy 1

pki-domain local

ciphersuite rsa_rc4_128 sha
handshake timeout 180
close-mode wait

session cachesize 1000

#

# BB AMINIEAT Heap-peap, FHEREAMIAIEIRSS;

[AC]eap-profile eap1

[AC-eap-prof-eap]method peap-mschapv2
[AC-eap-prof-eap]ssl-server-policy 1
[AC-eap-prof-eap]quit

[AC]local-server authentication eap-profile eap1

# QUEEFFA
[AC]luser-group eap

# QAU ARSSSEEFlan-access;
#

local-user eap
password simple eap
group eap
service-type lan-access
#
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