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[10:00:26]Sending packet to X.X.X.X remote port 500, local port 500.
[10:00:26]*Feb 23 09:48:22:223 2018 SSGM-JN IKE/7/PACKET: vrf = 0, src = Y.Y.Y.Y, dst = X.X.X.X
/500
[10:00:26]
[10:00:26] I-COOKIE: 9aa32a24774818f
[10:00:26] R-COOKIE: 0000000000000000
[10:00:26] next payload: SA
[10:00:26] version: ISAKMP Version 1.0
[10:00:26] exchange mode: Main
[10:00:26] flags:
[10:00:26] message ID: 0
[10:00:26] length: 176
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[10:00:26]Received packet from Y.Y.Y.Y source port 500 destination port 500.
[10:00:26]*Feb 23 09:45:27:196 2018 SSGM-BJ IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = Y.
Y.Y.Y/500
[10:00:26]
10:00:26] |I-COOKIE: 9aa32a24f774818f
10:00:26] R-COOKIE: 0000000000000000
10:00:26] next payload: SA
10:00:26] version: ISAKMP Version 1.0
10:00:26] exchange mode: Main
10:00:26] flags:
10:00:26] message ID: 0
10:00:26] length: 176
BERItFENIRBSE TR, MEKE THNIKEDS, KRR NERIIEIICRNG/200/9MIE,
[10:00:29]Sending packet to Y.Y.Y.Y remote port 500, local port 500.
[10:00:29]*Feb 23 09:45:30:662 2018 SSGM-BJ IKE/7/PACKET: vrf = 0, local = X.X.X.X, remote = Y.
Y.Y.Y/500
[10:00:29]
[10:00:29] I-COOKIE: 1645329acca28453
[10:00:29] R-COOKIE: 0000000000000000
[10:00:29] next payload: SA
[10:00:29] version: ISAKMP Version 1.0
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10:00:29] exchange mode: Main

10:00:29] flags:

10:00:29] message ID: 0

LIZRMIBRIRSHRSZ.

10:00:30]Received packet from Z.Z.Z.Z source port 1 destination port 500.

10:00:30]*Feb 23 09:48:25:707 2018 SSGM-JN IKE/7/PACKET: vrf =0, src = Y.Y.Y.Y, dst = 2.Z2.2.Z/

—_ —

10:00:30]
10:00:30] I-COOKIE: 1645329acca28453
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[10:00:30] R-COOKIE: 0000000000000000
[10:00:30] next payload: SA

[10:00:30] version: ISAKMP Version 1.0
[10:00:30] exchange mode: Main
[10:00:30] flags:

[10:00:30] message ID: 0

[10:00:30] length: 196
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#

ipsec transform-set ssgmijn

esp encryption-algorithm 3des-cbc

esp authentication-algorithm md5

#

ipsec policy ssgmijn 1 isakmp

transform-set ssgmjn

security acl 3333

local-address X.X.X.X

remote-address Y.Y.Y.Y

ike-profile ssgmjn

#

ike profile ssgmjn

keychain ssgmjn

match remote identity address Y.Y.Y.Y 255.255.255.255
proposal 1
#

ike proposal 1

encryption-algorithm 3des-cbc
authentication-algorithm md5
#
ike keychain ssgmjn

pre-shared-key address Y.Y.Y.Y 255.255.255.255 key cipher
$c$3$6meEvo5vubk8y74sY34caa7qZAgkXVZQ4lci

#
BEERORSE, &IFANEOTYEnat outbound 3000 FIETE.
#

interface GigabitEthernet0/2

port link-mode route

ip address Z.Z2.Z.Z 255.255.255.252

ip address 124.207.69.82 255.255.255.252 sub

ip last-hop hold

nat outbound 3000

nat server protocol tcp global 124.207.69.82 80 inside 172.16.4.50 8080
nat server protocol tcp global 124.207.69.84 62221 inside 10.10.10.212 80
#

interface GigabitEthernet0/0

port link-mode route

combo enable copper

ip address X.X.X.X 255.255.255.252

tcp mss 1024

ip last-hop hold

nat outbound 3000

nat server protocol tcp global X.X.X.X 443 inside 10.10.10.215 443

nat server protocol tcp global X.X.X.X 1195 inside 10.10.10.39 1195
f&&acl 3000, RIVEHH—FKpermitip,
acl advanced 3000

rule 0 deny ip source 172.16.4.0 0.0.0.255 destination 10.10.11.0 0.0.0.255
rule 1 deny ip source 172.16.4.0 0.0.0.255 destination 172.16.8.0 0.0.0.255
rule 2 deny ip source 10.10.10.0 0.0.0.255 destination 10.10.11.0 0.0.0.255
rule 3 deny ip source 10.10.10.0 0.0.0.255 destination 172.16.8.0 0.0.0.255
rule 4 deny ip source 172.16.1.0 0.0.0.255 destination 172.16.8.0 0.0.0.255
rule 5 deny ip source 172.16.1.0 0.0.0.255 destination 10.10.11.0 0.0.0.255
rule 10 permit ip
BFItREMRERNOENERESE, HiREEEEG0/20fE, nat outbound 3000 EHEAES
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fEacl 30007 )1—%&deny ip source X.X.X.X 0 destination Y.Y.Y.Y 0, AAiENAT SJipsecRItEX IR
SO THEIEER R, IXEETCICRMARRIREENNC, ARSI ipsecAINER .
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